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ABSTRACT 

The Grey Wolf Optimizer (GWO) algorithm is an interesting swarm-based optimization algorithm for global 

optimization. It was inspired by the hunting strategy and leadership hierarchy of grey wolves. The GWO algorithm 

has been successfully tailored to solve various continuous and discrete optimization problems. However, the main 

drawback of GWO is that it may converge to sub-optimal solutions in early stages of its simulation process due to 

the loss of diversity in its population. This paper introduces a distributed variation of GWO(DGWO) that attempts 

to enhance the diversity of GWO by organizing its population into small independent groups (islands) based on a 

well-known distributed model called the island model. DGWO applies the original GWO to each island and then 

allows selected solutions to be exchanged among the islands based on the random ring topology and the best-

worst migration policy. The island model in DGWO provides a better environment for unfit candidate solutions in 

each island to evolve into better solutions, which increases the likelihood of finding global optimal solutions. 

Another interesting feature about DGWO is that it can run in parallel devices, which means that its computational 

complexity can be reduced compared to the computational complexity of existing variations of GWO. DGWO was 

evaluated and compared to well-known swarm-based optimization algorithms using 30 CEC 2014 functions. In 

addition, the sensitivity of DGWO to its parameters was evaluated using 15 standard test functions. The 

comparative study and the sensitivity analysis for DGWO indicate that it provides competitive performance 

compared to the other tested algorithms. The source code of DGWO is available at: 
https://www.dropbox.com/s/2d16t46598u03y0/DistributedGreyWolfOptimizer.zip?dl=0. 

KEYWORDS 

Grey wolf optimizer, Island-based model, Distributed optimization algorithm, Optimization, Swarm-based 

optimization. 

1. INTRODUCTION 

Swarm-based optimization algorithms, such as the Bat algorithm [1]-[2], Cuckoo search [3]-[6], Whale 

optimization [7]-[9], Butterfly optimization [10]-[14], Grasshopper optimization [15], flower pollination 

[16] and Particle swarm optimization [1], [17], have been successfully used to solve difficult 

optimization problems in various fields (e.g., image processing [18]-[19], fuzzy logic [20]-[21], control 

engineering [22]-[25], scheduling problems [26]-[27]). The Grey Wolf Optimizer (GWO) is an 

interesting swarm-based optimization algorithm that was recently proposed to solve difficult 

optimization problems based on the hunting strategy and leadership hierarchy of grey wolves [28]. 

The GWO simulates the leadership hierarchy of grey wolves based on four hierarchical leaderships: 

alpha wolf, beta wolf, delta wolf and omega wolf. In addition, GWO simulates the hunting strategy of 

grey wolves based on three sequential steps: searching for prey, encircling prey and attacking prey. 

GWO has lately attracted much attention from the optimization community due to its attractive 

advantages. First, GWO is an efficient optimization algorithm that has a simple structure (Figure 1). 

Second, the simulation process of GWO is controlled by one key parameter (Section 2.1). Finally, GWO 

has been successfully tailored to solve various continuous optimization problems as well as discrete 

optimization problems (Section 2.3). 

Like most of the swarm-based optimization algorithms, GWO may converge faster than expected to 

sub-optimal solutions [29]-[30]. This is because the evolutionary operators of GWO may not adequately 

preserve the diversity of the population over the course of the simulation process of GWO. Swarm-

based optimization algorithms can be in general parallelized to run in different machines. 

https://www.dropbox.com/s/2d16t46598u03y0/DistributedGreyWolfOptimizer.zip?dl=0
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Interestingly, the parallel swarm-based  approach offers a possible solution to the problem of premature 

convergence of most of the swarm-based optimization algorithms [31]-[32]. This might be because the 

parallel approach allows the population of candidate solutions of a given optimization problem to be 

divided into several groups, which provides a better environment for unfit candidate solutions to evolve 

in each group.  

The island model, which is a structured population model, can be integrated with the framework of a 

swarm-based optimization algorithm to facilitate its parallelization [21], [33]. Using the island model, 

the population of a parallel swarm-based optimization algorithm can be divided into n groups (islands), 

where a swarm-based optimization algorithm is applied independently to the population of each island. 

These islands periodically exchange selected candidate solutions among each other (i.e., migration 

process) in an attempt to maintain the diversity of population on each island.  

The current paper introduces a Distributed Grey Wolf Optimizer (DGWO) that attempts to enhance the 

diversity of GWO by organizing its population into small islands based on the island model. DGWO 

applies the original GWO to the population of each island and then allows selected solutions to be 

exchanged among the islands based on the random ring topology and the best-worst migration policy. 

The rest of the paper is organized as follows: Section 2 provides background information about the Grey 

Wolf Optimizer algorithm, the distributed island model and related work to the Grey Wolf Optimizer. 

Section 3 presents and discusses the Distributed Grey Wolf Optimizer algorithm. Section 4 presents the 

simulation results of the proposed algorithm and finally Section 5 presents the conclusions and future 

work. 

2. PRELIMINARIES 

This section briefly summarizes some of the underlying concepts of the grey wolf optimizer (Section 

2.1) algorithm and the island model (Section 2.2). This section also provides an overview of recently 

proposed variations of grey wolf optimizer (Section 2.3). 

2.1 Grey Wolf Optimizer   

The Grey Wolf Optimizer (GWO) algorithm, which was developed by Mirjalili et al. [28], is an 

interesting nature-inspired optimization algorithm. GWO uses a simulation model based on the 

hierarchical leadership and hunting strategy of grey wolves. In the wild, grey wolves are top predators, 

which means that they are at the top of their food chain, with no natural predators. A pack of wolves is 

normally composed of 6 to 7 wolves, but it might have up to 15 wolves. In a wolf pack, normally an 

alpha (α) male and an alpha female wolves control the pack. The direct followers to the wolves are the 

beta (β) and delta (δ) wolves. The β and δ wolves help the α wolves to control and dominate the other 

wolves in the pack (omega (ω) wolves). The hunting strategy of grey wolves is a three-stage cooperative 

strategy (tracking and chasing prey, pursuing and encircling prey and attacking prey) [34]. 

Figure 1 shows the flow of the GWO algorithm. The first step of GWO is to generate a population of 

wolves (candidate solutions) �⃗�𝑖(𝑖 = 1,2, … , 𝑁) for a given optimization problem. Each candidate 

solution is composed of M decision variables �⃗�𝑖 = {𝑥1, 𝑥2, … , 𝑥𝑀}. The fitness value of each candidate 

solution is calculated using the fitness function of the optimization problem to determine the hierarchical 

structure of the population. The solution with the best calculated fitness value is called the α solution 

(�⃗�𝛼), while the solutions with the second and third best fitness values are respectively called the β 

solution (�⃗�𝛽) and δ solution (�⃗�𝛿). The rest of the solutions in the population are called the ω solutions 

(�⃗�𝜔) [20]. 

The improvement loop of GWO is composed of three stages: tracking and chasing prey, pursuing and 

encircling prey and attacking prey. Encircling prey is mathematically modelled in GWO as follows: 

�⃗⃗⃗� = |𝐶. �⃗�𝑝 (𝑡) − �⃗� (𝑡)|                                                             (1) 

�⃗�(𝑡 + 1) = �⃗�𝑝 (𝑡) − 𝐴. �⃗⃗⃗�                                                           (2) 

where t is the current iteration number, 𝐴 and 𝐶 are two coefficient vectors, �⃗�𝑝 is the candidate solution 
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that represents the prey and �⃗� (𝑡) is the candidate solution that represents the grey wolf. 

The two coefficient vectors 𝐴 and 𝐶 can be updated as follows: 

𝐴 = 2�⃗�. 𝑟1⃗⃗⃗ ⃗ − �⃗�                                                                    (3) 

𝐶 = 2. 𝑟2⃗⃗⃗⃗                                                                          (4) 

where �⃗� is a vector with values that linearly decrease from 2 to 0 over the course of the simulation of 

GWO and 𝑟1⃗⃗⃗ ⃗ and  𝑟2⃗⃗⃗⃗  are two random vectors between 0 to 1. 

In GWO, the ω solutions are updated based on the α, Β and δ solutions. Equations 5 to 11 represent the 

update process of the solutions: 

𝐷𝛼
⃗⃗⃗⃗⃗⃗ = |𝐶1. �⃗�𝛼 − �⃗�|                                                                  (5) 

𝐷𝛽
⃗⃗⃗⃗⃗⃗ = |𝐶2. �⃗�𝛽 − �⃗�|                                                                  (6) 

𝐷𝛿
⃗⃗⃗⃗⃗⃗ = |𝐶3. �⃗�𝛿 − �⃗�|                                                                  (7) 

𝑋1
⃗⃗⃗⃗⃗ = �⃗�𝛼 − 𝐴1

⃗⃗ ⃗⃗⃗. (𝐷𝛼
⃗⃗⃗⃗⃗⃗  )                                                               (8) 

𝑋2
⃗⃗⃗⃗⃗ = �⃗�𝛽 − 𝐴2

⃗⃗ ⃗⃗ ⃗. (𝐷𝛽
⃗⃗⃗⃗⃗⃗  )                                                               (9) 

𝑋3
⃗⃗⃗⃗⃗ = �⃗�𝛿 − 𝐴3

⃗⃗ ⃗⃗ ⃗. (𝐷𝛿 
⃗⃗ ⃗⃗ ⃗⃗ )                                                              (10)  

�⃗�(𝑡 + 1) =
𝑋1⃗⃗⃗⃗⃗⃗ +𝑋2⃗⃗⃗⃗⃗⃗ +𝑋3⃗⃗⃗⃗⃗⃗

3
                                                              (11) 

Approaching and attacking prey (exploitation stage) is simulated in GWO by decreasing the components 

of �⃗� from 2 to 0 over the course of simulation of GWO. According to Equation 3, the vector  �⃗� controls 

the range of values of  𝐴 which are in the range [−2�⃗�, 2�⃗�].  It is worth noting that a candidate solution 

is updated in the direction of the best solutions (α, Β and δ solutions) when |𝐴 < 1|. The exploration of 

the search space is triggered in GWO using two settings. First, the candidate solutions diverge from the 

best solutions when |𝐴 > 1|.  Second, the components of  𝐶, which are in the range [0, 2], provide 

weights for the best solutions in order to increase the  influence of the best solutions  |𝐶 > 1|  or decrease 

their influence |𝐶 < 1| in Equation 1.    

Initialize the population of n candidate solutions �⃗�𝑖(𝑖 = 1,2, … , 𝑛) 

Initialize 𝐴, �⃗� and  𝐶 

Calculate the fitness value of each candidate solution 

�⃗�𝛼= the best candidate solution 

�⃗�𝛽= the second best candidate solution 

�⃗�𝛿= = the third best candidate solution 

While (t < Max number of iterations) 

for each candidate solution  

           Update the values of the current candidate solution using Equation 11 

end for 

Update  𝐴, �⃗� and  𝐶 

Calculate the fitness value of each candidate solution 

Update �⃗�𝛼 , �⃗�𝛽 and �⃗�𝛿 

t=t+1 

end while  

return �⃗�𝛼 

Figure 1. The Grey Wolf Optimizer (GWO) Algorithm. 

It is important to note that GWO in its current form can be only applied directly to continuous 

optimization problems. GWO has been tailored for many real-world discrete optimization problems, 

such as feature selection [35], economic load dispatch problems [36]-[37] and scheduling problems [38] 
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-[39]. 

The computational complexity of GWO (Figure 1) can be calculated as follows:  

1. Initializing the population of n candidate solutions requires n operations. 

2. Initializing the parameters of GWO (𝐴, �⃗� and 𝐶)  requires 3 operations. 

3. Calculating the first three best solutions (�⃗�𝛼, �⃗�𝛽 , and  𝑋⃗⃗⃗⃗ 𝛿) requires n operations. 

4. The following operations are conducted inside the while loop: 

a. The for loop that is used to update the population requires n operations. 

b. Calculating the fitness of each candidate solution in an island requires n operations. 

c. Updating �⃗�𝛼 , �⃗�𝛽 and �⃗�𝛿 requires n operations. 

d. Updating the parameters of GWO (𝐴, �⃗� and 𝐶) requires 3 operations. 

Overall, the while loop requires m.(n + n+ 3 +1) operations, where m is the maximum number 

of iterations. The number of operations can be further simplified to m.n 

5. All the operations of the algorithm can be calculated as n + 3+ n + m.n, which can be simplified 

to m.n, because 2n is greater than 3 and m.n is greater than 2n. 

In summary, the computational complexity of GWO is O(m.n). Note that any basic vector operation has 

been assumed to cost O(1) in the above analysis. 

2.2 Island Model 

The island model, which is a distributed population model, can be integrated with the framework of a 

swarm-based optimization algorithm to facilitate its parallelization [33]. Using the island model, the 

population of a swarm-based optimization algorithm can be divided into n groups (islands). Each island 

is assigned to a computation device, where a swarm-based optimization algorithm is applied to its 

population. An interaction process, called migration, is periodically triggered among the islands in the 

island model. In the migration process, selected candidate solutions are exchanged among islands in an 

attempt to maintain and amend the diversity of population on each island. The best-worst and random-

random policies are the most used migration policies in the literature [31]-[33]. In the best-worst policy, 

the most fitted solutions in one island (say m solutions) are exchanged with the m worst fitted solutions 

in a neighbouring island. In the random- random policy, m random solutions in one island are swapped 

with m random solutions in a neighbouring island. 

The islands in the island model are normally organized and arranged based on a given migration 

topology [40]. Star, random-star, mesh, random-mesh, ring and random-ring topologies are some 

popular migration topologies used with swarm-based algorithms [41]. The prefix "random" in the name 

of the migration topology, which indicates that the order of the islands in the topology changes each 

time the migration process is triggered. 

Two parameters control the migration process among islands in the island model [42]. First, the 

migration frequency (Mf), which determines the number of iterations between two consecutive migration 

waves. Second, the migration rate (Mr), which is a parameter that determines the percentage of solutions 

to be exchanged between an island and a neighbouring island. 

2.3 Variations of Grey Wolf Optimizer   

Several hybrid GWO algorithms have been recently proposed in an attempt to control and amend 

premature convergence of GWO. Jayabarathi et al. [36] proposed a hybrid GWO algorithm that 

integrates the genetic operators (crossover and mutation) of the genetic algorithm (GA) into GWO to 

improve its exploration ability. The experimental results in [36] suggested that the hybrid GWO and GA 

algorithm provides good performance in solving several instances of the economic dispatch problem. 

However, the proposed hybrid algorithm requires heavy computations compared to the basic GWO. 

This is expected, because applying the genetic operators at each iteration of GWO for each candidate 

solution is a time-consuming process. Another disadvantage of the hybrid GWO algorithm is that it has 

a complex structure compared to the GWO algorithm. Tawhid and Ali [29] integrated the whole GA 

algorithm into GWO to solve the minimization problem of the energy function of the molecule. 

Although the hybrid GA and GWO algorithm performs much better than the basic GWO, it requires 

more computational time than GWO. Jitkongchuen [43] proposed a hybrid swarm-based algorithm, 

https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Duangjai%20Jitkongchuen.QT.&newsearch=true
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between the differential evolution (DE) algorithm and GWO, for solving numerical optimization 

functions. The simulation results in [43] suggested that the hybrid GWO is more reliable and more 

accurate in solving difficult numerical optimization problems than DE, self-adaptive DE and particle 

swarm optimization (PSO). Unfortunately, the hybrid GWO and DE algorithm is complex and requires 

heavy computations compared to GWO. Zawbaa et al. [44]  combined Antlion optimization (ALO) and 

GWO in one algorithm (ALO-GWO). ALO-GWO was particularly designed to solve the feature 

selection problem in large datasets. The simulation results in [44] indicated that  ALO-GWO provides 

good performance in solving feature extraction problems in large datasets compared to PSO and GA. 

However, ALO-GWO may require a long processing time as most of the hybrid optimization algorithms. 

Various intelligent techniques have been successfully used with GWO to enhance its convergence 

behaviour. Saremi et al. [45] suggested the EPD-GWO algorithm that uses the evolutionary population 

dynamics (EPD) technique to improve the diversity of population in GWO. In other words, EPD is used 

in EPD-GWO to improve the exploration of candidate solutions. EDP repositions the worst candidate 

solutions in the population into the neighbourhoods of the alpha, beta, delta and omega wolves. The 

simulation results in [45] indicated that EPD-GWO provides better results than GWO. However, the 

computational complexity of EPD-GWO is higher than the computational complexity of GWO because 

EPD has to be repeated at each iteration of EPD-GWO. Rodríguez et al. [46] proposed a dynamic 

variation of GWO that dynamically tunes the parameters of GWO during the simulation process of 

GWO in order to obtain the best possible performance out of GWO. However, manipulating the 

parameters of  GWO as in [46] does not provide significant enhancement in the performance than the 

original GWO algorithm. The enhanced GWO (EGWO) algorithm, that was proposed by Joshi and 

Arora [47], is an another adaptive variation of GWO. EGWO dynamically changes the values of the key 

parameter of GWO (�⃗�) over the course of its simulation. Moreover, EGWO enhances the exploitation 

mechanism of GWO by making the best use of the best solution (alpha solution). The experimental 

results of EGWO compared to standard optimization algorithms (PSO, Firefly Algorithm (FA) and 

Flower Pollination Algorithm (FPA)) proves that EGWO is a competitive algorithm for solving 

constrained optimization problems. Malik et al. [48] introduced the wdGWO algorithm which combines 

the weighted distance (wd) technique with GWO. In wdGWO, the update strategy of the candidate 

solutions in GWO is modified and the average function of best solutions is replaced with the weighted 

sum of best solutions. According to the experimental results in [48], the wdGWO showed superior 

performance compared to basic optimization algorithms (FA,  Artificial bee colony, Cuckoo search and 

PSO).  

Moreover, Emary et al. [49] introduced the experienced Grey Wolf Optimizer (EGWO) algorithm that 

incorporates reinforcement learning (RL) and artificial neural networks (ANNs) into GWO to improve 

its performance. EGWO uses RL to update the parameters of each candidate solution in the population 

of GWO. EGWO uses ANNs to estimate the expertness of each candidate solution. The expertness 

estimation of a solution is used to control its exploration rate. EGWO was evaluated and compared to 

three optimization algorithms (GWO, PSO, GA). Joshi and Arora [50] proposed an enhanced GWO 

(E-GWO) algorithm that uses an improved hunting mechanism to balance between the exploration and 

exploitation of candidate solutions in GWO. Kohli and Arora [51] proposed the chaotic GWO (CGWO) 

algorithm that incorporates the chaos theory into GWO in an attempt to improve the convergence 

behaviour of GWO for constrained optimization problems. In CGWO, several types of chaotic maps are 

employed to adjust the main parameter of GWO (�⃗�). The simulation results of CGWO compared to 

well-known algorithms (PSO, Firefly Algorithm (FA) and Flower Pollination Algorithm (FPA)) suggest 

that CGWO provides good results compared to the other algorithms. Heidari and Pahlavani [52] 

introduced a modified GWO that uses the greedy selection method and the Lévy flight operator with 

GWO in an attempt to improve the exploration mechanism of GWO. The simulation results in [52] 

indicated that the improved GWO is more reliable and more effective in solving both discrete and 

continuous optimization problems than popular state-of-the-art swarm-based optimization algorithms. 

However, the greedy selection method is not the best selection mechanism according to Abed-alguni 

and Alkhateeb [4]. Moreover, using the greedy selection method in an optimization algorithm may cause 

premature convergence [4], [53]. Gupta and Deep [54]-[55] presented an improved GWO algorithm 

called RW-GWO that uses random walk to enhance the search ability of grey wolves. According to the 

simulation results in [54]-[55], RW-GWO shows high efficiency in solving both continuous and discrete 

optimization algorithms. 

https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Mahmad%20Raphiyoddin%20S.%20Malik.QT.&newsearch=true
https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Mahmad%20Raphiyoddin%20S.%20Malik.QT.&newsearch=true
https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Mahmad%20Raphiyoddin%20S.%20Malik.QT.&newsearch=true
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In summary, the computational complexity of most of the hybrid GWO algorithms (e.g. hybrid GA and 

GWO [29], [36], DE-GWO [43], EGWO [49], ALO-GWO [44]) is much higher than the computational 

complexity of the original GWO. This is because the integrated search method in GWO is normally 

repeated at each iteration of GWO. Moreover, hybrid GWO algorithms have complex structures 

compared to the basic GWO algorithm. Other enhanced versions of the GWO algorithm (e.g. EPD-

GWO [45], GWO and Lévy flight operator [52], Dynamic GWO [46], wdGWO [48], EGWO [47]) 

provide insignificant enhancement in the performance compared to GWO or can be applied only to 

specific applications. In the next Section, a distributed variation of GWO (DGWO) is introduced in an 

attempt to enhance the diversity of GWO by organizing its population into small islands based on the 

island model. An interesting feature about DGWO is that it can run in parallel devices, which means 

that its computational complexity can be reduced compared to the computational complexity of hybrid 

GWO algorithms. However, DGWO can be directly applied to continuous optimization problems. 

DGWO should be tailored to be applicable to real-world discrete optimization problems. 

3. DISTRIBUTED GREY WOLF OPTIMIZER 

The Grey Wolf Optimizer (GWO) is a nature-inspired optimization algorithm that mimics the hunting 

strategy and leadership hierarchy of grey wolves [28]. GWO has been applied successfully to various 

continuous optimization problems [45], [48], [52]  and discrete optimization problems [29], [36], [48], 

[52]. A problem with GWO is that its improvement loop may not maintain the diversity of its population 

due the imperfection of its evolutionary operators. Such a problem is a common problem with all 

optimization algorithms. 

The island model enhances the performance and run-time of optimization algorithms. It also provides 

better chances for unfit solutions in each island to evolve and improve. The distributed genetic algorithm 

[56], distributed differential evolution [57]-[58], distributed particle swarm optimization [59] and 

distributed ant colony [60] algorithms are but few examples of successful island-based optimization 

algorithms.  

The current section introduces a Distributed Grey Wolf Optimizer (DGWO) algorithm in an attempt to 

improve the diversity of GWO by organizing its population into small islands based on the island model. 

DGWO applies the original GWO to the population of each island and then allows selected solutions to 

be exchanged among the islands based on the random-ring topology and the best-worst migration policy. 

Figure 2 shows the pseudo code of the DGWO algorithm. The first step of DGWO is to determine the 

total number of candidate solutions (n) for a given number of islands (s) and the maximum number of 

iterations (MaxItr) of DGWO. The second step is to initialize the parameters of the island model. The 

next step is to generate k candidate solutions for each island and then to calculate the number of 

migration waves (Mw) and number of migrant solutions (nr). 

DGWO generates k candidate solutions for each island before the beginning of the evolution process of 

DGWO. In DGWO, the evolution process of the basic GWO algorithm is synchronously applied to each 

individual island. After each Mf iterations (migration frequency), a number of candidate solutions are 

swapped between each two neighbouring islands based on the random-ring topology and the best-worst 

migration policy. In the random-ring topology, the neighbouring relationships are unidirectional 

relationships (Figure 3). However, the neighbouring relationships in the random-ring topology change 

after each migration wave among the islands. The number of candidate solutions to be exchanged among 

the islands is specified by the migration rate (Mr). 

The migration process among islands takes place each time the maximum number of iterations that is 

specified by Mf is reached. Before the beginning of the migration process, the islands in DGWO are 

organized to form a unidirectional ring based on the principles of the random ring topology. The most 

fitted solutions in one island (say m solutions) are exchanged with the m worst fitted solutions in a 

neighbouring island based on the best-worst migration policy. Let 𝑝𝑝𝑜𝑖 = {𝑥1
𝑖 , 𝑥2

𝑖 , … , 𝑥𝑠
𝑖} and  𝑝𝑝𝑜𝑗 =

{𝑥1
𝑗
, 𝑥2

𝑗
, … , 𝑥𝑠

𝑗
}  be the neighboring islands Ii and Ij, respectively. If we assume that Rm = 20%, n=150 

and s= 5, the number of migrant solutions is Rm × (n/s) = 20%×(150/5) = 6. Let 𝑝𝑝𝑜𝑖 and 𝑝𝑝𝑜𝑗 be two 

lists ordered in ascending order based on their objective values, where  𝑓(𝑥1 
𝑖 ) ≤  𝑓(𝑥2 

𝑖 ) ≤ ⋯ ≤ 𝑓(𝑥𝑠 
𝑖 ) 

and 𝑓(𝑥1 
𝑗

) ≤  𝑓(𝑥2 
𝑗

) ≤ ⋯ ≤ 𝑓(𝑥𝑠 
𝑗

). If we assume that there is a unidirectional edge from Ii to Ij, the first 

https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Mahmad%20Raphiyoddin%20S.%20Malik.QT.&newsearch=true
https://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Mahmad%20Raphiyoddin%20S.%20Malik.QT.&newsearch=true
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six candidate solutions in Ii (𝑥1
𝑖 , 𝑥2

𝑖 , 𝑥3
𝑖 , 𝑥4

𝑖 , 𝑥5
𝑖 , 𝑥6

𝑖 ) will be exchanged with the last six solutions in Ij 

{𝑥𝑠−5
𝑗

, 𝑥𝑠−4
𝑗

, 𝑥𝑠−3
𝑗

, 𝑥𝑠−2
𝑗

, 𝑥𝑠−1
𝑗

, 𝑥𝑠
𝑗
}. 

Determine the total number of candidate solutions of all islands (n) and the 

maximum number of iterations (MaxItr). 

Initialize the parameters of the island model (number of islands (s), migration 

frequency (Mf ), migration rate (Mr)) 

Calculate the population size for each island (k=n/s) 

Calculate the number of migration waves (Mw= MaxItr/ Mf) 

Calculate the number of migrant solutions (nr=𝑛/𝑠 ×  𝑀𝑟) 

Initialize the population of k candidate solutions for each island �⃗�𝑖
𝑗(𝑖 =

1,2, … , 𝑘) 𝑎𝑛𝑑 (𝑗 = 1,2, … , 𝑠) 

for𝑖 = 1 𝑡𝑜 𝑀𝑤 .................................(1)                 

for𝑗 = 1 𝑡𝑜 𝑠...........................................(2) 

  Initialize  𝐴⃗⃗⃗⃗ 𝑗, �⃗�𝑗and  𝐶𝑗 

 t=0 

Calculate the fitness value of each candidate solution 

�⃗�𝛼
𝑗
= the best candidate solution in island j 

�⃗�𝛽
𝑗
= the second best candidate solution in island j 

�⃗�𝛿
𝑗
 = the third best candidate solution in island j 

While (t< Mf)..............................................................(3) 

 for each candidate solution in island j .................................(4) 

   Update the values of the current candidate solution using Equation  11 

end for 

Update  𝐴𝑗, �⃗�𝑗and  𝐶𝑗 

Calculate the fitness value of each candidate solution in island  j 

Update�⃗�𝛼
𝑗
 ,�⃗�𝛽

𝑗
 and �⃗�𝛿

𝑗
 

Replace the nr best candidate solutions in island j with the nr worst candidate 

solutions in island ((j+1) mod s) 

t=t+1 

end while  

end for 

end for 

Calculate �⃗�𝛼(�⃗�𝛼
𝑗
 with the best fitness) 

return the �⃗�𝛼 

Figure 2. The Distributed Grey Wolf Optimizer (DGWO) Algorithm. 

 

Figure 3. Random-ring Migration Topology. 
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The computational complexity of DGWO (Figure 2) can be calculated based on its main steps as follows: 

1. The first five steps require 5 operations. 

2. Initializing the population of n candidate solutions for all islands requires n operations. 

3. Calculating the fitness of all candidate solutions requires n operations. 

4. Calculating the first three best solutions in an island requires k operations. 

5. The most inner for loop (number 4) that is used to update the population of an island requires k 

operations. 

6. Calculating the fitness of each candidate solution in an island requires k operations. 

7. Updating the first three best solutions in an island requires k operations. 

8. Replacing the nr best candidate solutions in an island with the nr worst candidate solutions in 

another island requires k+ k+ nr operations, which can be simplified to k because k >nr. 

9. Overall, the while loop (number 3) requires Mf.(k + k + k +nr) operations. This step can be 

simplified to Mf. k, because k>nr. 

10. For loop number 2 requires s.(k +k+Mf. k) operations, which can be simplified to s.Mf.k, because 

s.Mf.k is larger than s.k.  

11.  For loop number 1 requires Mw. s. Mf. k operations. 

12. The last step that calculates the best candidate solution in all islands requires s operations. 

13. All the operations of the algorithm can be calculated as 5+2n+k+Mw.s.Mf.k+s, which can be 

simplified to Mw.s.Mf.k operations. 

In summary, the computational complexity of DGWO is O(Mw.s.Mf.k). On the other hand, the 

computational complexity of the basic GWO is O(m.n), where m is the maximum number of iterations 

and n is the number of candidate solutions. Thus, it is better to run DGWO in parallel devices which 

will reduce the computational complexity of DGWO to O((Mw.s.Mf.k)/s), where s is the number of 

parallel devices (number of islands). In this case, the complexity of DGWO can be simplified to O(Mw 

.Mf .k). Note that any basic vector operation has been assumed to cost O(1) in the above analysis. 

4. EXPERIMENTS 

In this section, the DGWO is benchmarked on 15 test functions (Table 1 and Table 2). These functions 

are standardtest functions used widely by the researchers to evaluate and compare the performance of 

swarm-bsed evolutionary algorithms [3]-[4], [28], [43], [48], [61]. Section 4.1 shows the experimental 

setup. Section 4.2 provides an analysis of the performance of DGWO based on different experimental  

Table 1.  Test functions. 

Abbreviation Function name Range D 𝒇(�⃗⃗⃗�∗) 

f1 Generalized Schwefel's Problem 2.26 [-500,500] 30 −418.983 × D 

f2 Griewank's Function [-10,10] 30 0 

f3 Whitley's Function [-10,10] 30 0 

f4 Ackley's Function 2.9 [32.768, 32.768] 30 0 

f5 Alpine's Function [-10,10] 30 0 

f6 Schaffer's Function [-100,100] 2 0 

f7 Rastrigin's Function 2.5 [-5.12, 5.12] 30 0 

f8 Inverted Cosine Wave Function [-5, 5] 30 -D+1 

f9 Levy Function [-10, 10] 30 0 

f10 Schwefel's  2.22 Function [-100,100] 30 0 

f11 Rotated Hyper-ellipsoid Function [-65.536, 65.536] 30 0 

f12 Shifted Sphere Function [-100,100] 30 0 

f13 Shifted Schwefel Function [-100,100] 30 0 

f14 Shifted Rastrigin’s Function [-5, 5] 30 -330 

f15 Shifted Expanded Griewank’s Plus [-5, 5] 30 -130 

scenarios. Section 4.3 provides analysis about the performance of DGWO compared to recently 

proposed optimization algorithms (Grey Wolf Optimizer (GWO) [28], Cuckoo search (CS) [3], adaptive 

differential evolution with linear population size reduction evolution (L-SHADE) [62], memory-based 

hybrid Dragonfly (MHDA) [63] and Fireworks algorithm with differential mutation (FWA-DM) [64]. 
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Table 2. Mathematical formulae of test functions. 

Formula 

𝑓1(𝑋) = − ∑[𝑥𝑖sin (√|𝑥𝑖|)]

𝑛

𝑖=1

 

𝑓2(𝑋) =
1

4000
∑.

𝑛

𝑖=1

𝑥𝑖
2 − ∏.

𝑛

𝑖=1

cos (
𝑥𝑖

√𝑖
) + 1 

𝑓3(𝑥1 ⋯ 𝑥𝑛) = ∑  

𝑛

𝑖=1

∑  

𝑛

𝑗=1

(
(100(𝑥𝑖

2 − 𝑥𝑗)2 + (1 − 𝑥𝑗)2)2

4000
− 𝑐𝑜𝑠(100(𝑥𝑖

2 − 𝑥𝑗)2 + (1 − 𝑥𝑗)2) + 1) 

𝑓4(𝑋) = −20 𝑒
(−0.2×√1

𝑛
∑ .𝑛

𝑖=1 𝑥𝑖
2)

− 𝑒[
1
𝑛

∑ .𝑛
𝑖=1 cos (2𝜋𝑥𝑖)] + 20 + 𝑒(1) 

𝑓5(𝑋) = ∑ |𝑥𝑖sin (𝑥𝑖) + 0.1𝑥𝑖|

𝑛

𝑖=1

 

𝑓6(𝑥, 𝑦) = 0.5 +
𝑠𝑖𝑛2(𝑥2 + 𝑦2)2 − 0.5

(1 + 0.001(𝑥2 + 𝑦2))2
 

𝑓7(𝑋) = ∑[𝑥𝑖
2 − 10cos (2𝜋𝑥𝑖) + 10]

𝑛

𝑖=1

 

𝑓8(𝑋) = − ∑{

𝑛−1

𝑖=1

𝑒
[
−(𝑥𝑖

2+𝑥𝑖+1
2 +0.5𝑥𝑖𝑥𝑖+1)

8
]
cos (4 × √𝑥𝑖

2 + 𝑥𝑖+1
2 + 0.5𝑥𝑖𝑥𝑖+1)} 

𝑓9(𝑥) = 𝑠𝑖𝑛2(𝜋𝑤1) + ∑(𝑤𝑖 − 1)2[1 + 10𝑠𝑖𝑛2(𝜋𝑤𝑖 + 1)] + (𝑤𝑑 − 1)2[1 + 𝑠𝑖𝑛2(2𝜋𝑤𝑑)]

𝑑−1

𝑖=1

, 

 

where 𝑤𝑖 = 1 +
𝑥𝑖−1

4
, for all i = 1, 2, ..., d 

𝑓10(𝑋) = ∑ |𝑥𝑖|

𝑛

𝑖=1

+ ∏ |𝑥𝑖|

𝑛

𝑖=1

 

𝑓11(𝑋) = ∑  

𝑛

𝑖=1

(∑  

𝑖

𝑗=1

𝑥𝑗)2 

𝑓12 
(𝑋) == ∑ 𝑧𝑖

2

𝐷

𝑖=1

+ 𝑓𝑏𝑖𝑎𝑠 = 𝜋, 

where  z=X-o and  fbias=-450 

𝑓13(𝑥) = ∑  

𝐷

𝑖=1

(∑ 𝑧𝑗

𝑖

𝑗=1

)2 + 𝑓_𝑏𝑖𝑎𝑠,  

where  z=X-o and  fbias=-450 

𝑓14(𝑥) = ∑(𝑧𝑖
2 − 10cos (2𝜋𝑧𝑖) + 10)

𝐷

𝑖=1

+ 𝑓_𝑏𝑖𝑎𝑠,  

where  z=X-o  and  fbias=-330 

The definition of 𝑓15 is given in [66], 

where  z=X-o  fbias=-130 

4.1 Experimental Setup 

In each algorithm, the maximum number of iterations was 10,000 and the size of population was 30. For 

the GWO and DGWO algorithms, the values of vector  �⃗� were linearly decreased form 2 to 0 over the 

course of their simulation process. The parameters of the island model in DGWO were tested for 

different values as shown in Table 3. The parameters of each test function are shown in Tables 1 and 2.  

The percentage of abandonment in CSwas 25% as suggested in [4], [66].  The parameters of L-SHADE 

(external archive size, historical memory size, control parameter) were dynamically tuned as in [62]. 

The parameter setting of MHDA was taken from refernce [63]. The parameters of FWA-DM were set 

as follows: Ainit (initial amplitude)= 0.2, Afinal (final amplitude)= 0.001, F (scaling factor)= 0.5 and CR 

(Crossover Operator)= 0.9 as in [64]. 
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4.2 Analysis of the Parameters of DGWO 

Table 3 shows nine experimental scenarios used to investigate the relationships between the 

performance of DGWO and the parameters of the island model (s, Mf, Mr). The purpose of the first three 

scenarios is to investigate the relationship between the island number s and the performance of DGWO. 

Scenarios 3-6 aim to investigate the influence of  the migration frequency Mf  on the performance of 

DGWO. The purpose of the last three scenarios is to study the influence of the migration rate Mr  on the 

performance of  DGWO. 

Table 3. Scenarios for analyzing the parameters of DGWO. 

Scenario s Mf Mr% 

Scenario 1 2 100 20 
Scenario 2 5 100 20 
Scenario 3 10 100 20 
Scenario 4 10 50 20 
Scenario 5 10 100 20 
Scenario 6 10 500 20 
Scenario 7 10 50 10 

Scenario 8 10 50 20 

Scenario 9 10 50 30 

Tables 4-6 show the simulation results of the nine experimental scenarios ilustrated in Table 3. The best 

results in the tables (lowest objective values) are highlighted with bold. The results were averged over 

50 independent runs. 

Table 4. Simulation results of the algorithms for 15 test functions, D=30, runs=50, iterations=10,000 

(Scenario 1, Scenario 2, Scenario 3). 

Function Scenario 1 

s = 2 

Scenario 2 

s = 5 

Scenario 3 

s = 10 

f1 -1.56E+06 -2.08E+06 -2.10E+06 

f2 0.00E+00 0.00E+00 0.00E+00 

f3 4.57E+01 4.52E+01 4.49E+01 

f4 1.98E+01 4.44E-16 4.44E-16 

f5 6.44E-220 1.97E-222 1.64E-210 

f6 5.00E-01 5.00E-01 5.00E-01 

f7 0.00E+00 0.00E+00 0.00E+00 

f8 -9.00E+00 -9.00E+00 -9.00E+00 

f9 1.32E+00 1.32E+00 8.52E-01 

f10 7.27E+03 1.15E+04 4.21E+03 

f11 8.17E+07 5.27E+07 1.36E+07 

f12 1.00E+08 1.00E+08 1.00E+08 

f13 1.00E+08 1.00E+08 1.00E+08 

f14 -2.33E+02 -2.38E+02 -2.40E+02 

f15 2.49E+04 3.52E+03 3.15E+03 

Table 4 shows the simulation results of DGWO under different island sizes (s= 2, s=5, s=10). The results 

in the table show that DGWO in scenario 3 (s=10) performed better than in scenario 1 (s=2) and scenario 

2 (s=5). The results clearly indicate that the performance of DGWO improves with an increase in the 

number of islands. This is expected, because the existence of many islands (large value of s) allows 

different search regions to be explored simultaneously, while the existence of few islands (low value of 

s) means that few number of search regions can be explored simultaneously [31]-[32]. In addition, the 

population in a small island would most likely converge to suboptimal solutions earlier than expected 

[42]. It is worth pointing out that choosing a large value of s increases the computational complexity of 

DGWO. For example, if the number of islands is 10, then GWO will be repeated 10 times at each 

iteration of DGWO. Thus, it is better to run DGWO in parallel devices to reduce its computational 

complexity. Based on the results in Table 4, s=10 was used in Tables 5 and 6. 
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The convergence curves of the first three scenarios of DGWO for three functions (f1, f11, f15) are shown 

in Figure 4. It is obvious that convergence increases with the increase in iterations for all functions. 

Figure 4(a), Figure 4(b) and Figure 4(c) show that DGWO in scenario 3 is the fastest converging 

algorithm.  

 

(a) f1 

 

(b) f11 

 

(c) f15 

Figure 4. Convergence Plots of DGWO for Scenarios 1-3. 

Table 5 shows the simulation results of DGWO under different migration frequencies (Mf = 50, Mf = 100, 

Mf = 500). It is obvious that DGWO in scenario 4 (Mf = 50) performed the best followed by DGWO in 

scenario 2 (Mf = 100) and then DGWO in scenario 3 (Mf = 500). These results suggest that low migration 

frequencies improve the performance of DGWO compared to high migration frequencies. Basically, 

low migration frequencies provide more chances for a reasonable number of candidate solutions from 

the source island to move to the destination island with limited effect on the candidate solutions in the 

destination island. Consequently, the likelihood that convergence will take longer time to occur 

increases [31]-[32]. Based on the illustrated results in Table 5, Mf = 50 was used in Table 6. 
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Table 5. Simulation results of the algorithms for 15 test functions, D=30, runs=50, iterations=10,000 

(Scenario 4, Scenario 5, Scenario 6). 

Function Scenario 4 (Mf = 50) Scenario 5 (Mf = 100) Scenario 6 (Mf = 50) 

f1 -2.27E+06 -2.10E+06 -2.13E+06 

f2 0.00E+00 0.00E+00 0.00E+00 

f3 4.49E+01 4.49E+01 4.47E+01 

f4 4.44E-16 4.44E-16 4.44E-16 

f5 2.38E-224 1.64E-221 2.74E-218 

f6 5.00E-01 5.00E-01 5.00E-01 

f7 0.00E+00 0.00E+00 0.00E+00 

f8 -9.00E+00 -9.00E+00 -9.00E+00 

f9 7.26E-01 8.52E-01 1.57E+03 

f10 4.90E+03 4.21E+03 9.74E+03 

f11 1.40E+07 1.36E+07 7.76E+07 

f12 9.49E+06 1.00E+08 1.00E+08 

f13 1.00E+08 1.00E+08 1.00E+08 

f14 -2.60E+02 -2.40E+02 -2.44E+02 

f15 1.10E+03 3.15E+03 9.01E+03 

Figure 5 shows the convergence curves of the second three scenarios of DGWO for three functions 

(Figure 5(a) (f1,) Figure 5(b) (f11), Figure 5(c) (f15)). Figure 5(a) and Figure 5(c) show that DGWO in 

scenario 4 converges faster than the other algorithms, while Figure 5(b) shows that DGWO in scenario 

5 converges faster to a solution compared to the other algorithms.   
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(c) f15 

Figure 5. Convergence Plots of DGWO for Scenarios 4-6. 

Table 6 shows the simulation results of DGWO under different migration rates (Mr = 10%, Mr = 20%, 

Mr= 30%).  It can be clearly observed that DGWO in scenario 8 (Mr = 20%) performed better than DGWO 

in scenario 7 (Mr = 10%) and DGWO in scenario 9 (Mr = 30%).  These results suggest that there is no 

clear indication whether high values or low values of Mr improve the performance of DGWO.  A 

possible explanation for the results is that replacing a large number of candidate solutions in an island 

has an unclear effect on the diversity of its population, while replacing few candidate solutions in an 

island can act as a seed to enhance its diversity but with a limited effect [31]-[32]. 

Table 6. Simulation results of the algorithms for 15 test functions, D=30, runs=50, iterations=10,000 

(Scenario 7, Scenario 8, Scenario 9). 

Function Scenario 7 

Mr = 10% 

Scenario 8 

Mr = 20% 

Scenario 9 

Mr = 30% 

f1 -2.75E+06 -2.27E+06 -2.19E+06 

f2 0.00E+00 0.00E+00 0.00E+00 

f3 4.26E+01 4.49E+01 4.12E+01 

f4 4.44E-16 4.44E-16 4.44E-16 

f5 2.24E-219 2.38E-224 1.83E-223 

f6 5.00E-01 5.00E-01 5.00E-01 

f7 0.00E+0 0.00E+0 0.00E+0 

f8 -9.0E+00 -9.0E+00 -9.0E+0 

f9 8.52E-01 7.26E-01 1.32E+0 

f10 1.72E+04 4.90E+03 1.65E+04 

f11 2.91E+07 1.40E+07 3.15E+06 

f12 1.00E+08 9.49E+06 4.52E+07 

f13 1.00E+08 1.00E+08 1.00E+08 

f14 -2.54E+02 -2.6E+02 -2.46E+02 

f15 1.00E+03 1.10E+03 1.14E+03 

Figure 6 shows the convergence curves of the last three scenarios of DGWO for three functions (Figure 

6(a) (f1,) Figure 6(b) (f11), Figure 6(c) (f15)). Figure 6(a) and Figure 6(c) show that DGWO in scenario 7 

converges faster than the other algorithms, while Figure 6(b) shows that DGWO in scenario 9 converges 

faster to a solution compared to the other algorithms. Note that DGWO in Scenario 8 achieved the 

second best convergence speed for the three functions. 

In conclusion, the overall experimental results in this section indicate that high values of s and low 

values of Mf  improve the performance of DGWO. However, there is no clear indication whether high 

values or low values of Mr improve the performance of DGWO. 
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(a) f1 

 

(b) f11 

 

(c) f15 

Figure 6. Convergence Plots of DGWO for Scenarios 7-9. 

4.3 Comparison among DGWO and Other Algorithms 

The single-objective real-parameter optimization-benchmark suit of CEC2014 is composed of 30 

functions (Table 7). This suit represents an approximation of real-world optimization problems. The 

search range of each function in the suit is [-100.100]D. More details about these functions are available 

in [67]. 

Using the single-objective real-parameter optimization-benchmark suit of CEC2014 with 30 dimensions 

(30 decision variables) [67], the performance of  DGWO (Scenario 8) was compared with the 

performance of GWO and recently proposed optimization algorithms: Cuckoo search (CS), adaptive 

differential evolution with linear population size reduction evolution (L-SHADE), memory-based 

hybrid Dragonfly algorithm (MHDA) and Fireworks algorithm with differential mutation (FWA-DM).  
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Table 7. Single-objective  real-parameter optimization-benchmark suit of CEC2014.   

Function Function Type 

f1- f3 Unimodal functions 

f4- f16 Multimodal functions 

f17- f22 Hybrid functions 

f23- f30 Composite functions 

Table 8 shows the function error value (FEV) for the 30CEC2014 functions. The FEVis the distance 

between theaverage of best objective values found in all runs and the true optimal value. Note that the 

lowest FEV for each function (best result) is marked with Bold. The simulation results in Table 8show 

that L-SHADE ouperforms the other optimization algorithms by providing the lowest FEV for 11 

functions of the 30 functions. This is expected, because L-SHADE is a dynamic differential evolution 

algorithm thatdynamically adjustsitsinternal parameters and population size over the course of its 

iterations. Interestingly, DGWO is the second best performing optimization algorithm by producing the 

lowest FEV for 10 functions of the 30 test functions. This is because DGWO synchronously applies 

GWO to multiple islands, which accelerates its convergence to a good solution. 

Table 8. Simulation results of DGWO compared to five optimization algorithms. D= 30, runs=50, 

number of iterations is 10,000. 

 

Function GWO 

DGWO   

(Scenario 8) CS L-SHADE MHDA FWA-DM 

f1 2.00E+03 4.36E+00 3.47E + 07 9.00E-15 3.59E+03 4.91E+05 

f2 2.12E+03 2.36E+00 2.50E + 07 8.50E-11 3.82E+03 2.50E-16 

f3 2.89E-01 2.54E-04 4.10E + 04 5.83E-10 5.80E-07 1.88E-16 

f4 8.75E-03 1.63E-09 4.22E+02 2.58E-09 1.42E-08 2.23E+01 

f5 3.96E+02 2.00E+02 5.00E+01 2.00E+01 2.36E+00 2.11E+01 

f6 5.19E+01 1.21E+00 3.63E+01 1.25E-06 8.52E-14 1.82E+01 

f7 2.89E-03 8.53E-10 1.86E+00 7.25E-09 2.25E-11 2.53E-03 

f8 1.33E+00 1.51E-19 3.89E+02 1.25E-09 2.20E-19 9.53E-15 

f9 1.82E+01 1.03E+00 3.00E+03 8.96E+00 5.30E+00 6.54E+01 

f10 9.79E+00 3.20E-03 4.37E+03 2.36E-02 1.22E+03 1.13E+01 

f11 1.99E+04 2.95E+03 4.00E+03 2.30E+03 1.52E+02 2.19E+03 

f12 8.50E+00 6.30E-02 4.78E-01 9.00E-01 1.42E-01 3.25E-01 

f13 2.19E+00 4.59E-01 4.81E-01 6.50E-01 4.78E-01 3.11E-01 

f14 2.35E-01 1.99E-01 4.28E-01 8.60E-01 5.43E-01 2.99E-01 

f15 1.01E+02 7.23E+01 9.94E+01 1.60E+00 3.25E+00 8.36E+00 

f16 1.90E+01 9.53E+00 1.53E+01 1.02E+01 1.06E+01 1.10E+01 

f17 1.66E+02 4.55E+03 3.47E+06 2.20E+00 4.53E+02 6.59E+03 

f18 8.77E+00 3.94E+01 3.90E+03 1.90E+00 3.69E+00 7.24E+01 

f19 4.96E+01 1.22E+02 6.14E+01 5.30E+00 3.78E+02 1.04E+01 

f20 6.20E+01 4.73E+02 3.97E+04 4.30E+00 7.09E+02 4.37E+01 

f21 1.04E+03 7.09E+02 3.57E+05 3.69E+02 2.57E+02 8.75E+02 

f22 2.42E+02 2.73E+02 9.47E+02 1.32E+02 2.73E+02 1.62E+02 

f23 3.65E+02 3.69E+01 3.78E+02 3.26E+02 3.10E+03 3.16E+02 

f24 2.24E+02 2.25E+02 2.89E+02 1.93E+02 2.26E+02 2.96E+02 

f25 2.45E+02 2.11E+02 3.26E+02 2.00E+02 2.11E+02 2.09E+02 

f26 3.29E+02 2.10E+02 2.22E+02 2.69E+02 1.00E+02 9.93E+01 

f27 2.95E+02 4.09E+02 5.22E+02 1.26E+02 4.05E+02 4.10E+02 

f28 5.36E+02 1.65E+03 3.86E+03 3.62E+02 1.54E+03 4.22E+02 

f29 2.39E+02 2.29E+02 2.59E+05 7.33E+02 7.86E+02 2.78E+02 

f30 3.32E+02 2.83E+00 2.39E+04 6.99E+02 2.63E+03 4.69E+02 
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This indicates that DGWO performs well compared to powerful optimization algorithms. Note that 

GWO and CS have the worst performance compared to the other algorithms. A possible explanation is 

that CS and GWO do not employ any special convergence-enhancement technique compared to the 

other tested algorithms. 

5. CONCLUSIONS 

The current paper presented the Distributed Grey Wolf Optimizer (DGWO) algorithm that is based on 

a distribution model called the island model. The population in DGWO is divided into small populations 

in an attempt to enhance the diversity of the population and the run-time of the algorithm. DGWO 

applies the original GWO to the population of each island and then allows selected solutions to be 

exchanged among the islands based on the random ring topology and the best-worst migration policy. 

Different experimental cases were designed and used to study the sensitivity of the performance of 

DGWO to the parameters of the island model (number of islands s, migration frequency Mf and 

migration rate Mr). The overall experimental results suggest that high values of s and low values of Mf 

significantly improve the performance of DGWO. However, there is no clear indication whether high 

values or low values of Mr improve the performance of DGWO. 

In addition, 30 functions of CEC2014 (real-parameter single-objective optimization-benchmark suit)  

have been used to compare the performance of DGWO to the performance of well-known optimization 

algorithms (CS, L-SHADE, MHDA, FWA-DM). The results indicate that DGWO produces competitive 

results compared to those produced by the other compared algorithms. Interestingly, DGWO produced 

the lowest FEV for 10 functions of the 30 test functions of CEC2014. This is expected, because DGWO 

synchronously applies GWO to several islands, which accelerates its convergence to good solutions. 

Moreover, DGWO provides better chances for unfit candidate solutions in each island to evolve to better 

candidate solutions.  

There are four interesting directions for future work. First, it would be interesting to incorporate the 

island model to multi-objective discrete GWO [38] to explore its efficiency in solving the scheduling 

problem in welding production. This scheduling problem is one of the most time-consuming processes 

in modern industry. Second, a binary version of DGWO will be developed and used to solve the problem 

of feature selection [35], [68]. Feature selection is normally considered as a complex time-consuming 

problem when it is used with large datasets. Third, hierarchical Q-learning [69]-[70]  and  cooperative 

Q-learning [71]-[72] require heavy and complex computations to efficiently solve learning problems 

with large state space or action space. Based on the fact that the population of Q-values (i.e., values of 

state-action pairs in Q-learning) in Q-learning can be represented as an optimization problem [1], [17], 

[66] and [71], the DGWO algorithm will be applied to hierarchical Q-learning [69]-[70] and cooperative 

Q-learning [71]-[72] as discussed in [17], [66]. Finally, the experimental results in Section 4.3 

demonstrated that L-SHADE [62] performs better than many powerful optimization algorithms. 

Therefore, the incorporation of the island model into the L-SHADE algorithm will be addressed in a 

future study in an attempt to elevate the performance of L-SHADE.  
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 ملخص البحث: 

ثلددددددر تعددددددز ية "الذددددددر " يددددددالخو  يملخت ددددددر" لدددددد   ياة "الذددددددخ   ي   ددددددر  ي  دددددد ازلر  دددددد    ل

ددددددموج و ددددددز  ودددددد ة ذ  لدددددد   ودددددد م تذ ذر  ي  ددددددخ"ت  و ملذددددددر  ي.ذددددددخت   و ي بنذددددددر نلددددددِّ ت.نذددددددر  ي من

ل عدددددددزت  لددددددد    ي ددددددد  ت بع دددددددخ  يدددددددالخو  يملخت دددددددرج و دددددددز  وددددددد ازل   ن دددددددخ  ي ددددددد  ل ددددددد   

ت  يع لذددددددر   لثةلددددددرج ولدددددد   يدددددد    دددددد    ي ددددددلبذر  يمل خ ذ ددددددذر ي دددددد ي  دددددد     ي  دددددد  م  و ي  ددددددمم

ت  ددددد   ددددد  جم دددددخ  دددددز ت   ددددد   ددددد  بددددد    لدددددة  بدددددب  لثخيذدددددر  ددددد  لم  ددددد  لب دددددم  لددددد  ن لذدددددر 

  ي  خكخ    بب  .ز    ي نةع    ل      ياة "الذرج

ل ياة "الذدددددر  يدددددالخو   ندددددةع  دددددذ   ي يملخت دددددر  ددددد  ل خويدددددر ي   دددددار  ية" دددددر ت.دددددزً تخذذدددددم ل لةاندددددخ

 دددددد   ياة "الذددددددر  و يدددددد  نبددددددم تنهددددددذو ل   دددددد   ياة "الذددددددر  دددددد   ذ ددددددر ل  ةنددددددخ  ل دددددد .لر 

"ج  ياة "الذددددددر  ي  ددددددلب "ا  نددددددخعل نلددددددِّ  ين ددددددة ا  ي عددددددمو   ن ددددددة ا  ي ب ددددددلب . م ددددددر صددددددخذم  ( ب

"  ل ددددددخ   دددددد     بددددددخت   ي لددددددة ددددددلب   ت بددددددا  ياة "الذددددددر   صددددددلذر نلددددددِّ كدددددد   ل ددددددم  لدددددد   ي ب

دددددل"  ي ا دددددخ       ضددددد  ندددددخعل نلدددددِّ ت.نذدددددر  ي ل.دددددخ   يع دددددة لذر ووذخودددددر  ي  دددددم   دددددذ"   دددددذ   ي ب

    ددددد  كددددد و  ودددددةجج وتدددددة م  ياة "الذدددددر  ي عزميدددددر  ذ دددددر ج ضددددد  يل لدددددة   ي مبددددد ر  ذدددددم  ي  ذددددد 

   ل دددددم  كددددد  ت  دددددة"  يدددددِّ  لدددددة   ج ضددددد     لدددددم  يدددددا   ل دددددز لددددد      خيذدددددر    دددددخت  ي لدددددة

  ي ثخيذرج

ددددددد خ   ي   دددددددر    يدددددددمر يلاة "الذدددددددر  ي عزميدددددددر  ي . م دددددددر جم دددددددخ    ددددددد  ج  تع ددددددد  ولددددددد   ي من

 خوددددد از ً ج  دددددل  ل ة ا دددددر    لدددددم  يدددددا   عنددددد   ل خمذدددددر  ي .لذددددد  لددددد  تع.ذدددددز  ي  دددددخ خ  ل.خ"مدددددر 

 خيصدددددددذم  ي.خل دددددددر لددددددد  ية "الذدددددددر  يدددددددالخو  يملخت دددددددرج ولددددددد  مخ ذدددددددر جيدددددددمر  تدددددددوم ت.ذدددددددذو 

 ددددددد مة ع جيدددددددمر لدددددددد   ياة "الذدددددددر  ي . م دددددددر  ددددددد   دددددددار  ية" دددددددر لدددددددد  يددددددد   ل.خ"م  دددددددخ 

دددددددموج كددددددداي   دددددددمر ت.ذدددددددذو   خودددددددذر  ياة الذدددددددر   ياة "الذدددددددخ   ي بنذدددددددر نلدددددددِّ ت.نذدددددددر  ي من

 ي . م ددددددر ي  خذم ت ددددددخ  خودددددد از ً ي ددددددر ن ددددددم  ت يمددددددر  ي بددددددخ" لعذخ" ددددددرج وجبددددددخ"   ي .خ"مددددددر 

ل  و ي بدددددددخ"  ي  خوددددددددذر  ي  ددددددددخ"  يذ  دددددددخ  يددددددددِّ ج   ياة "الذددددددددر  ي . م دددددددر تدددددددد ت  جت عل لنخ  ددددددددخ

  "الذخ    يمرج خي .خ"مر ل   ياة
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ABSTRACT 

An enhanced hexagonal shaped planar antenna is presented for ultra-wideband (UWB) applications. In this paper, 

a hexagonal patch with six circular cuts at its vertices is designed on FR4-substrate with 50 Ω microstrip 

triangular tapered feed line and a bevelled partial ground plane with five half circular sleeves. The design is 

investigated using the high-frequency structure simulator (HFSS). The simulated and measured scattering 

parameter S11 (Reflection Coefficient) results show good impedance matching in the frequency range (3 - 27.57 

GHz) satisfying return loss (RL = |S11|) ≥ 10 dB with a percentage bandwidth (PBW) of 160.75%. High gain and 

efficiency, radiation pattern similar to the electric dipole in E-plane and good omnidirectionality in the H-plane 

are achieved. 

KEYWORDS 

Ultra-Wide Band (UWB), Reflection coefficient, Circular cuts, Sleeves, Bevel, Gain and bandwidth. 

1. INTRODUCTION 

The most important requirements in modern communication systems are to provide a wide frequency 

range with very low power consumption. The UWB wireless technology is launched in 2002 by the 

Federal Communication Commission (FCC) which authorizes the unlicensed use of the frequency band 

3.1 to 10.6 GHz with PBW (PBW = 100% ∗ bandwidth/center frequency) of 91.33% and -41.3 

dBm/MHz maximally allowed radiated power [1]. Nowadays, the new wireless communication systems 

in military and civilian applications are searching for an enhanced wideband that covers both the short 

and long frequency ranges. 

Different techniques have been proposed by different researchers to enhance the antenna bandwidth 

with a low profile and compact size. Rectangular patch with one round cut in its four corners with one 

ground groove that has a shape composed of triangle and rectangle to get 8.28 GHz bandwidth (3.42 - 

11.7 GHz) with a PBW equal to 109.52% is presented in [2]. Three ground plane modifications 

consisting of two rectangular sleeves, two rectangular slots and one rectangular groove are introduced 

in [3] to achieve a bandwidth of 19 GHz (3.4 - 22.4 GHz) with a PBW equal to 147.29%. Two 

trapezoidal patches are etched on both sides of the substrate with a microstrip feed line to increase the 

PBW to 114.28% [4]. Adding three steps in the lower patch corners of rectangular shape patch and using 

microstrip feed line are proposed in [5] to increase the bandwidth to (2.33 - 12.4 GHz) with a PBW 

equal to 136.73%. Adding a rectangular slit and attaching L- and T- shaped stubs on the radiating 

circular patch with an offset feed achieve a PBW of 127.87% (3.08 to over 14 GHz) [6]. Cutting a bevel 

in the rectangular patch and etching two rounded inverted L-shaped slots with an open end in the square 

ground plane achieve a PBW of 129.18% (2.7 - 12.55 GHz) [7]. A triangular patch with one rectangular 

slot and two slits fed by coplanar feed line with the defected ground are used to increase the PBW to 

112.5% (2.8 - 10 GHz) [8].  

Hexagonal patch antennas are studied by different researchers and achieve good PBW. Folded hexagon 

UWB patch antenna with an offset feed at one of its vertices achieves a PBW of 144.33% (2.796 - 

17.296 GHz) [9]. Hexagonal patch antenna with two symmetrical slots is etched at the center of the 

patch with a microstrip feed line to achieve a PBW of 109.09% (2 - 6.8 GHz) [10]. A spanner shape 

hexagonal patch antenna is designed by defecting the patch with a rectangular shape slot to achieve a 

PBW of 118.79% (2.95 - 11.58 GHz) [11]. A coplanar waveguide (CPW)-fed hexagonal patch antenna 
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with six small hexagonal elements (fractal elements) is added to its corners to achieve a PBW of 93.33% 

(4 - 11 GHz) [12]. Different configurations of hexagonal shape patch antennas are introduced in [13] 

with defected ground planes to reduce the antenna size without affecting the bandwidth. One is 

composed of the hexagonal patch with L-shape and bevel slots and four rectangular slots in the ground 

plane to achieve a PBW of 120.43% (2.98 - 12 GHz). While the other consists of the hexagonal patch 

with one horizontal rectangular slot and bevel slots, one circular slot on the feed line and four rectangular 

slots in the ground plane to achieve a PBW of 135.2% (2.9 - 15 GHz). A new hexagonal patch antenna 

is proposed in [14] which consists of small five trapezoidal elements which are added to the center of 

the patch edges, small six hexagonal slots on each of its corners and another hexagonal slot added at the 

patch center to achieve a PBW of 126.06% (3.1 - 13.67 GHz). Two hexagonal patch antennas are 

proposed in [15], one of them achieves the UWB with PBW of 129.55% (3.1 - 14.5 GHz) by etching a 

rectangular groove and cross slot in the ground plane. The other is designed for the super-wideband 

antenna (SWB) to achieve a PBW of 154.61% (3.2 - 25 GHz) by adding a deep groove that divides the 

ground plane into two strips laid symmetrically around the feed and triangular slots at the upper corners 

of the ground plane. 

In this paper, a new enhanced hexagonal UWB microstrip antenna design is proposed and investigated. 

The antenna shape and dimensions are outlined in Section 2. The proposed antenna consists of a 

triangular tapered microstrip feed line, a hexagonal radiation patch with six circular cuts at the patch 

vertices and a bevelled partial ground plane with five half circular sleeves. The simulation results and 

discussions are presented in Section 3. The experimental verifications are outlined in Section 4. Finally, 

the conclusion is given in Section 5. 

2. ANTENNA STRUCTURE 

The proposed antenna with the geometrical parameters is shown in Figure 1, where all dimensions are 

obtained carefully by parametric analysis (explained in Section 3) in order to achieve the desired 

bandwidth over the needed frequency range. The antenna dimensions (in mm) are: the substrate is FR4 

- epoxy with a thickness h = 1.6, tanδ = 0.02, εr = 4.4, width WS = 36 and length LS = 36.  A triangular 

tapered feed line is designed using the equations given in [16] and the length of the triangular tapered 

feed line is chosen approximately equal to the guided wavelength with Lf = 9, Wf =3 and Wf1 = 1.5. The 

distance between the hexagonal patch and the circular cut edges at the patch middle is a = 18 and six 

circular cuts at the vertices with a radius b = 2. The partial ground plane length Lg = 8 and width Wg= 

31. The ground bevel has a length s = 7 and is located at a distance p = 3.5 from the lower substrate 

edge. In order to enhance the design, five half circular sleeves are attached to the ground plane in the 

bottom layer with a radius rs = 0.5. 

 
  

Figure 1. The hexagonal antenna structure; (a) the basic model, (b) the proposed antenna top layer and 

(c) the proposed antenna bottom layer. 

3. DISCUSSION AND PARAMETRIC STUDY 

The design started with the basic model which consists of a simple hexagonal patch fed by a rectangular 

microstrip feed line with a partial ground plane as shown in Figure 1. 

 

( a ) 

 

( b ) 

 

( c ) 
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(a) (where Lgb = 11 mm, Wgb = 40 mm, Lfb = 12 mm, Wfb = 3 mm and ab = 18 mm). The achieved 

PBW for this design is very low with bad impedance matching. The enhancement of the bandwidth is 

achieved using different means, including changing the length and width of the ground plane, adding 

sleeves to the partial ground plane, changing the length of the tilted ground plane edge, adding patch 

circular cuts and adjusting the microstrip feed line shape. The effect of each parameter on the bandwidth 

(with the scattering parameter S11≤ - 10 dB) was performed and optimized to reach the final design. The 

parametric results in the paper are generated from the final design by varying one parameter at a time 

and keeping all other parameters constant as listed in Section 2 to show the effect of each parameter 

alone. The bandwidth enhancement process is as follows: 

3.1 Ground Plane Modifications 

The ground plane dimensions are important parameters in the design of the UWB antennas since the 

bandwidth depends strongly on them [17]. The simulation results for the scattering parameters S11using 

HFSS simulator for Lgequal to 7, 8 and 9 mm are shown in Figure 2. High values of Lg cause narrowband 

with a lot of rejection bands, while decreasing Lg leads to high bandwidth with lower starting operating 

frequency. Choosing Lg = 8 mm achieves higher bandwidth, but it still needs to adjust the impedance 

matching over the different frequency ranges.  

 

Figure 2. The reflection coefficient when varying the ground length (Lg). 

A parametric study is also conducted on the ground plane width (Wg) between (29 - 33) mm, where 

better impedance matching is achieved with lower starting operating frequency when Wg = 31 mm. The 

presence of sleeves in the ground plane increases the inductive part of the input impedance and generates 

additional resonant mode to improve the overall bandwidth [3, 18].  Parametric analysis is performed 

on the half circular sleeves’ parameters to investigate their influence on the antenna performance. The 

sleeve parameters are the sleeve numbers (N) and their radii (rs), where rs is varied between (0 - 1) mm, 

while N is between (3 - 7). The simulated reflection coefficient for the sleeve number (N) variation 

shows that using N = 5 achieves lower starting operating point, wider bandwidth and better impedance 

matching. The reflection coefficient for the sleeve radius variations is shown in Figure 3, where it can 

be noticed that varying rswill affect mainly the impedance matching and consequently the covered 

bandwidth. The optimum value to use for the proposed antenna is rs = 0.5 mm and N = 5. 

Bevelling the ground top corners with symmetrical tilted cuts generate more resonant frequencies and 

adjust the input impedance imaginary part which leads to wider impedance bandwidth [19]-[20]. 

Parametric analysis is conducted on the ground cut length (s) between (5 - 9) mm, where the optimum 

value for s is 7 mm, since below and beyond this value, the impedance matching degrades at different 

frequency bands.  

3.2 Using Triangular Tapered Feed Line 

The use of a triangular tapered feed line will enhance the matching between the feeding point and the 

hexagonal patch to smooth the current path and reduce the incident wave reflection, which achieves 
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wider bandwidth [16]. The reflection coefficient comparison when using rectangular and triangular 

tapered feed lines and by keeping all dimensions as in Section 2 is shown in Figure 4. It can be observed 

that higher bandwidth and better impedance matching are obtained when using a triangular tapered feed 

line. 

 

Figure 3. The reflection coefficient when varying the sleeves radius (rs) using five sleeves. 

 

Figure 4. The reflection coefficient to compare between the rectangular and triangular tapered feed 

lines. 

3.3 Incorporating Symmetrical Circular Cuts at the Hexagonal Patch Vertices 

Adding cuts in the hexagonal patch leads to perturb the surface current path length which will generate 

more than one resonant frequency and increase the bandwidth. Parametric analysis is conducted to 

examine the effect of the circular cuts’ parameters on the bandwidth. The important parameters to study 

are the number of the circular cuts (M) and their radius (b), where M is varied between (0 - 6) and b 

between (1 - 3) mm. The location of the cuts is varied such as for M = 2 the cuts are on the middle 

corners and for M = 4 the cuts are in the upper and the lower corners, while for M = 6 the cuts are on 

every corner. The simulated results for varying the cuts’ number M are shown in Figure 5, which 

confirms that increasing the number of cuts will enhance the impedance matching and the covered 

bandwidth. The simulated reflection coefficient for radius variation is shown in Figure 6. Varying the 

cut radius b, the lower operating frequency changes, because the current path on the patch is perturbed. 

The main noticeable effect of the patch cuts’ radius b is at the impedance matching. It is concluded that 

the optimum value for M=6 and for b = 2 mm. The proposed antenna reflection coefficient versus 

frequency using HFSS software tool before and after all modifications is compared in Figure 7. The 

achieved bandwidth when RL ≥ 10 dB ranges from 3 till 27.57 GHz with a PBW equal to 160.75% with 

better impedance matching. 
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Figure 5. The reflection coefficient when varying the patch circular cut number (M). 

 

Figure 6. The reflection coefficient when varying the circular patch cut radius (b). 

 

Figure 7. The simulated reflection coefficient for the antenna before and after modifications. 

The simulated radiation patterns for the E and H planes at various frequencies 4, 6, 15 and 20 GHz are 

shown in Figure 8, where the E and H planes are the yz- plane (φ = 90˚ and 0˚ < θ < 180˚) and the xz-

plane (φ = 0˚ and 0˚ < θ < 180˚), respectively. In the E-plane, the antenna exhibits a dipole shape at low-

frequency range, but because of the existence of higher-order modes, the number of lobes rises with the 

increase of frequency. The H-plane shows good omnidirectionality at low-frequency range and becomes 

less omnidirectional with an increase in frequency. Figure 9 shows the simulated peak realized gain, 

where the gain has a low value at the start of the desired band and increases as a function of the frequency 
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band and ranges between 5 and greater than 7 dB. The radiation efficiency for the proposed antenna is 

shown in Figure 10, where it starts at98% and ends with 80%. 

 
 

 

 

 
 
 

Figure 8. The radiation patterns at:(a) 4 GHz, (b) 6 GHz, (c) 15 GHz and(d) 20 GHz (E--- &H __). 

 

Figure 9. The proposed antenna peak realized gain. 

Comparison between different published works and the proposed antenna are shown in Table 1. The 

proposed antenna achieves a wide impedance bandwidth with simple design compared to other works 

in [9]-[15]. Although the proposed antenna has a larger substrate area than those in [9], [12]-[13] and 

[15], the achieved impedance bandwidth is larger. 

(a) (b) 

 (c) (d) 
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Figure 10. The proposed antenna radiation efficiency. 

Table 1. Comparison between the proposed antenna and antennas presented in other published 

works.  

Reference  

                  Parameter  

Antenna substrate 

area (mm2) 

Impedance 

bandwidth (GHz) 

Percentage 

Bandwidth (PB) 

[9] 27 x 24 2.8 - 17.3 144.33 % 

[10] 54 x 49 2 - 6.8 109.09% 

[11] 31 x 52 2.95 - 11.58 118.79% 

[12] 25 x 25 4 - 11 93.33% 

[13] 13 x 46.5 2.9 - 15 135.2% 

[14] 39 x 36.5 3.1 - 13.67 126.06% 

[15] 35.5 x 30.35 
(UWB) 3.1 – 14.5  

(SWB) 3.2 - 25 

(UWB) 129.55% 

(SWB) 154.61% 

 

Proposed Antenna 

 

36 x 36 3 - 27.57 160.57% 

4. EXPERIMENTAL VERIFICATION 

The designed antenna is fabricated on an FR4 substrate with a dielectric constant εr = 4.4 and a 

height h = 1.6 mm as shown in Figure 11. The facilities at King Abdullah Design and Development 

Bureau (KADDB) were utilized to test the fabricated antenna. The reflection coefficient is measured 

using Agilent N5242A vector network analyzer. The simulated and measured reflection coefficient 

results for the proposed antenna are shown in Figure 12 and they compare favourably. The difference 

between the measured and the simulated results are due to different factors which are not considered 

through the simulation process, such as the accuracy and precision of fabrication techniques used, the 

SMA connector welding and its effect in the frequency range beyond 18 GHz, as well as the non-

homogeneous behaviour of the FR4 substrate with frequency variations. 

5. CONCLUSION  

A new planar enhanced UWB antenna is designed for UWB applications. The proposed antenna consists 

of a hexagonal radiation patch with six circular cuts at its vertices, a triangular tapered microstrip feed 

line and a bevelled partial ground plane with the addition of five half circular sleeves. The design is 

investigated using electromagnetic simulators HFSS. The simulation results show good impedance 

matching over (3 - 27.57) GHz for a return loss (RL) ≥ 10 dB. Results of the measurements and 

simulation compare favourably. Higher gain and efficiency, as well as dipole shape radiation patterns 

in the E-plane and omni directionality in the H-plane, are obtained. 
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Figure 11. The fabricated proposed antenna: (a) patch antenna and (b) ground plane. 

 

Figure 12. The simulated and measured reflection coefficient curves for the proposed antenna. 
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 ملخص البحث:

فييييي الييييي، اُقدم ييييي اساح ميييييدااليييييدُم اأجييييييقاأ جييييي ا دُ ييييي اُق ييييي  اأييييي ا  ييييي ا ي  مييييي  اُق يييييي  ا

ا  يييييدُ ااُمفحييييي ا  يييييدام   ييييي  ا مييييي ا ييييي ة ُقتيييييفااقافييييي متاُقصميييييدة ا ييييي ا ِيييييو  ام صييييي ا دُا ييييي  ا ج 

ا مييييي ا ييييي  ا يييييفحلا يييييم فاFR4أييييي اسا  ييييي  اأييييي ا يييييد ا ساأيييييتاذيييييلا م،حييييي اأشميييييطاأجيييييتد ة

اأ ييييييد ا  ا50أم  أتييييي ا واح تيييييدقا مييييي اذوجييييي ا  وييييي اا  اسا أيييييتا ييييييقا مشييييي اأجيييييتد  م ييييي 

ا   يييييدقاقمتيييييفااُ ا  ِيييييرااُمفحييييي     يييييدا ييييي اُ تمِييييي راُقتِيييييو  اُقومتيييييفلا   يييييت دُااأ  ييييي   

اأص أيييييي اُقت ييييييت ا اS11ُقص ق ييييي أاهرا ا ييييييف اُق تيييييي مكاُقوتصمميييييي ا  قو   يييييي سا ُقم يييييي  اف ويييييي اح يييييي ة

  جيييييي ل ف  ساا57 27-3)أص أيييييي اُ( ص يييييي  ةاأدُرأيييييي ا  ييييييدساقمو  صيييييي افيييييي اُق ييييييي  اُقتييييييفااقا

احجيييييييي   اأييييييييتا ييييييييي  ا ييييييييفااقا جيييييييي ت اا10مميييييييي افمييييييييدام ييييييييد احجيييييييي  قا  اح حييييييييدا ميييييييي اأ 

ا فص ق ييييي ا  ق ييييي ساهشييييي ف اُقييييي ا ويييييلاه يييييص  اأو  ييييي اقييييي ولا75 160 % ا  يييييدا  ميييييتا جيييييعا ييييي ا 

ساأيييييتاه يييييص  افييييي ا و يييييتاُ( ج لييييي  افيييييي اEه يييييص  اليييييدُم ا  ييييي م اُى يييييي  افييييي اُقوجييييييتد ا

  Hُقوجتد ا
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ABSTRACT 

Root extraction is an important primary process in most Arabic applications, such as information retrieval 

systems, text mining, text classifiers, question answering systems, data compression, indexes, spelling checkers, 

text summarization and machine translation. Any weaknesses of root extraction will affect negatively the 

performance of these applications. Sonbol’s Arabic root extraction algorithm achieves high accuracy of 

performance and gives new classification for Arabic’s letters which minimizes the affix ambiguity. The comparison 

and testing of the existing Arabic root extraction algorithms on unify datasets shows that they still need some 

enhancements. Arabic root extraction is mainly based on using patterns, where as much as the algorithm has 

patterns as much as the accuracy is better. In this study, we improve Sonbol’s Arabic root extraction algorithm, 

by enhancing its rules and increasing its patterns. We use 4320 patterns to extract the roots, which is the largest 

patterns’ list extracted by Thalji’s corpus. We test the new algorithm on Thalji’s corpus that contains 720,000 

word-root pairs. This corpus is mainly built to test and compare Arabic root extraction algorithms. The new 

algorithm is compared with Sonbol’s Arabic root extraction algorithm. The algorithm of Sonbol et al. achieves an 

accuracy of 68%, whereas the new algorithm achieves an accuracy of 92%. 

KEYWORDS 

Arabic root extraction algorithm, Stemming, Arabic language processing. 

1. INTRODUCTION  

Arabic language is one of the most used Semitic languages. Semitic languages are spoken in a number 

of regions that were common in distant times in many regions of Africa and Asia over many decades. 

Some of these languages are not used now, such as Akkadian, Assyrian and Babylonian and some 

languages are still used nowadays, such as Arabic, Hebrew and Syriac. Semitic languages are a branch 

of the Afro-Asiatic language family originating in the Middle East (Bennett, 1998) [1]. 

In Arabic, vowels are used to ensure the exact meanings of words. If the word is non-vocalized, in many 

cases it is an ambiguous word and then we need to read the sentence and sometimes the whole text to 

understand the exact meaning. These vowels are written above or under the letter. Table 1 shows vowels 

in Arabic and corresponding letter/s in English. Some words in non-vocalized texts may have more than 

one meaning (ambiguous words). So, they have different roots. For example, the non-vocalized Arabic 

word “والدين/WALDN” has three possible words “والَِديَْن /WALEDAYN”, “وَالدَّيْن/ WA ADDAYN” and 

ين“ “ WA ADDEEN”. And then, the possible roots are /وَالد ِ دلَ وَ  /WALAD” (son), “ديَن/DAYN” (debt) and 

 KTB” which has three/كتب“ DEEN” (religion). Another example is the non-vocalized Arabic word/دِين”

possible interpretations: “  ََكَتب/ KATABA” (he wrote), “ َِكُتب/ KUTIBA” (has been written), and “  ُكُتب/ 

KUTUBUN” (books) [2]. We converted the Arabic letters and words into Latin characters 

(uppercase), so that the reader who is not familiar with Arabic texts can read it with ease. This 

way, the reader will be able to read words as the way they sound phonetically. 

Root extraction is an important primary process in most Arabic applications, such as information 

retrieval systems, text mining, text classifiers, question answering systems, data compression, indexes, 

spelling checkers, text summarization and machine translation. 

mailto:zythalji@iau.edu.sa
https://en.wikipedia.org/wiki/Afroasiatic_languages
https://en.wikipedia.org/wiki/Middle_East
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Table 1. Vowels in Arabic and corresponding letter/s in English. 

No.  Vowels in Arabic Corresponding letter/s in English 

1  ِِ  E 

2  ُِ  O 

3  َِ  A 

4  ِْ  No letter 

5   ِ  En 

6   ِ  Un 

7   ِ  An 

8   ِ  Duplicate the letters 

Therefore, many Arabic root extraction algorithms are presented in many different studies that tried to 

algorithm of Sonbol, Ghneim and Desouki [3]. The algorithm of Sonbol et al. comes after the algorithm 

of Khoja and Garside [4], which is well-known in extracting Arabic roots. Khoja and Garside 

algorithm’s accuracy amounted to 95% when they tested their algorithm with their own dataset. Sonbol 

et al. tried to improve Arabic root extraction algorithms in order to increase the percentage of accuracy. 

The algorithm of Sonbol et al. accuracy amounted to 98% when they tested their algorithm using their 

own dataset.   

Al-Shawakfa, Al-Badarneh, Shatnawi, Al-Rabab’ah and Bani-Ismail [5] made a comparison study of 

existing Arabic root extraction algorithms. This comparison included the algorithm of Sonbol et al., 

Khoja and Garside algorithm and other algorithms. This comparison was conducted in a unified dataset, 

in order to evaluate these algorithms fairly. Khoja and Garside algorithm’s accuracy was 34%, whereas 

Sonbol algorithm’s accuracy was 24%. Variance in the accuracy values is due to the differences of 

datasets that were used in the testing process. The study by Al-Shawakfa et al. revealed that existing 

Arabic root extraction algorithms still need more improvement. It also presented some weaknesses of 

Khoja and Garside’s algorithm and the algorithm of Sonbol et al. In this study, we continue completing 

Sonbol’s work by improving their algorithm.  

There are three different approaches to extract the roots of the word; rule-based approach, lookup table 

approach and statistics-based approach. Recently, most of the root extraction algorithms are rule-based 

approach [5]. This approach mainly has two parts; the lists of affixes (roots and patterns) and the rules. 

Each Arabic root extraction algorithm tried to enhance the lists and/or the rules.  

However, most algorithms suffer from the following problems: 

 There are neither standard dataset nor complete lists of Arabic affixes, patterns and roots. Each 

work collects or generates their own dataset or lists.  Most of the lists which contains the affixes, 

patterns, roots and lists that they used in each work are not publicly available. They just wrote samples 

of these lists. As a result, every time a new root extraction method is proposed, the researchers need 

to collect their own data or generate their own list independently. This will cause overlapped works, 

where each work is trying to solve the same problem instead of improving each other’s work, which 

resulted a waste of time and resources. In addition, the lists used might have significant difference in 

terms of number of words, which will make it difficult for researchers to fairly compare the 

performance of existing works. Therefore, in recent works, the researchers tried to extend these lists 

by adding new contents [6].  

 Arabic has a complex structure, which makes it difficult to extract the roots [7]. All Arabic root 

extraction algorithms suffer from affixes’ ambiguity, so that it is difficult to distinguish between affix 

letters and root letters. 

This work focus on solving these problems. The structure of this paper is organized as follows; in Section 

2, different related previous studies and their drawbacks are discussed. Section 03 describes the proposed 

methodology which includes the details of each process. Section 0 explains the experimental 

implementation of our algorithm and its evaluation process. Section 5 concludes the main points of the 

paper and gives some future directions. 
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2. PREVIOUS STUDIES 

In this section, we give a brief overview of previous rule-based Arabic root extraction algorithms. Khoja 

and Garside and Garside algorithm [4] is a very popular rule-based Arabic root extraction algorithm. 

Khoja and Garside and Garside algorithm reported 96% accuracy of their stemmer using newspaper 

text. Al-Shalabi [8] presented an Arabic root extraction algorithm, which is a rule-based algorithm that 

is used to extract trilateral roots of Arabic words. This algorithm has been tested on a corpus of 72 

abstracts 10582 words from the Saudi Arabian National Computer Conference, where its accuracy was 

about 92%. 

Al-Kabi and Al-Mustafa algorithm [9] is based on affix removal. They tested their algorithm on small 

data sets containing 1,827 words. The system failed to analyze 55 words, since their patterns are 

unknown. This failure was mostly due to foreign (Arabized) words. The system enables to analyze the 

rest 1,772 words and achieved 91% of accuracy.  

Sonbol, Ghneim and Desouki [3] algorithm is a rule-based root-extraction algorithm, the principal idea 

of which is based on encoding Arabic letters with a new code that preserves morphologically useful 

information and simplifies its capturing toward retrieving the root. They conducted their experiments 

using two different corpuses. The first corpus consisted of lists of word-root pairs 167,162 pairs. The 

second corpus was a collection of 585 Arabic articles from different categories (policy, economy, 

culture, science and technology and sport). This corpus consisted of 377,793 words. In general, the 

accuracy was about 96%-98%. 

Another work is Ghwanmeh, Al-Shalabi, Kanaan, Khanfar and Rabab’ah algorithm [10], which is a 

rule-based algorithm used to find trilateral Arabic roots. According to Ghwanmeh et al.., their algorithm 

has only failed to analyze words that are normally foreign, irregular or do not have trilateral roots. A 

corpus of 242 abstracts from the Proceedings of Saudi Arabian National Computer conference in 

machine-readable form was used in the testing procedure. The set of abstracts was chosen randomly 

from the corpus for analysis. The results obtained showed that the algorithm extracts the correct roots 

with an accuracy rate up to 95%. Many algorithms have been conducted under this type, like the Kchaou 

and Kanoun algorithm [11], El-Defrawy, El-Sonbaty and Belal algorithm [12] and Ayedh and 

Guanzheng algorithm [13]. 

Also, many morphological analyzers have been conducted to properly provide maximum morphological 

information on Arabic words, such as the proclitic, the prefix, the lemma, the suffix, the stem, the root, 

the enclitic, the tag and the pattern. One of them is MADAMIRA [14], a morphological analyzer that 

provides many information on Arabic words. MADAMIRA combines two morphological analysis 

systems; MADA [15], [16] and [17] and AMIRA [18].  

In addition, Al-Khalil Morphological System 2 [19] is a recent morphological analyzer that provides 

many information on Arabic words. It deals with vocalized and non-vocalized Arabic words. It 

overcomes many errors of the previous system Al-Khalil Morphological System 1.  

In general, all rule-based Arabic roots extraction algorithms share seven processes, which are: 

normalization, removing prefixes and suffixes, matching the word against patterns, extracting the roots 

from the patterns, comparing the roots with the roots' list, returning the extracted roots and finally 

making enhancement to extract the correct roots, as shown in Figure 1.  

The difference between one algorithm and the others is in the details of each process. Also, every 

algorithm has different lists of prefixes, suffixes, roots and patterns. The main problem is in process two 

and process four. In process two, in many cases, the algorithms remove the matched prefixes and suffix 

letters, but these letters are part of the root. So, the result is a wrong root. Our proposed solution to this 

problem is done by not removing prefixes or suffixes and collecting more rules to reduce affix 

ambiguity. In process four, the algorithms match the word against patterns to extract the root. The main 

problem is the limited number of patterns that are collected till now. The extraction accuracy will 

improve if the algorithm can test as many as existing word patterns. Our proposed solution to this 

problem is using longer pattern lists. The proposed algorithm uses Thalji’s pattern [6], which is the most 

recent list. This list is automatically generated from most of the Arabic dictionaries and contains (4320) 

patterns, which is the longest list discovered until now. These patterns contribute to enhancing the 

accuracy of Arabic root extraction algorithms. 
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Figure 1. Main processes in rule-based Arabic root extraction algorithms. 

3. METHOD 

The root is the base form of the word that gives the main meaning of the word. In this section, the 

methodology for the proposed Arabic root extraction algorithm is explained. The proposed algorithm is 

an enhancement of the algorithm of Sonbol et al. by increasing the rules and the lists to find all possible 

roots of the word.  

3.1 Normalization 

The normalization steps for the algorithm of Sonbol et al. are as follows: 

 Removing the kasheeda symbol ("_"). 

 Removing the diacritics. 

 Replacing the Hamza’s forms (ئ ,إ ,ؤ آ, ,ء) with the letter (أ).  
 In this section, we extend Sonbol’s normalization process by the following steps: 

 Removing the punctuations. 

 Removing the non-letters. 

 Duplicating any letter that has the Shaddah: “ َّ " symbol.  

3.2 Encoding 

In this step, Sonbol coded the Arabic letters based on six symbols {O, P, S, PS, U, A}, representing six 

groups of letters each of which shares certain characteristics: 

O: Original letters. These letters are surely part of the root. They are: (“ث”, “THAA”), (“ج”, “JEEM”), 

 ,(”ZAY“ ,”ز“) ,(”RAA“ ,”ر“) ,(”THAL“ ,”ذ“) ,(”DAL“ ,”د“) ,(”KHAA“ ,”خ“) ,(”HAA“ ,”ح“)

 ,”ع“) ,(”TAA“ ,”ط“) ,(”DAA“ ,”ظ“) ,(”THAD“ ,”ض“) ,(”SAD“ ,”ص“) ,(”SHEEN“ ,”ش“)

“AYEN”), (“ق”, “GAF”), (“غ”, “GAYEN”). This means that if the word contains one or more of 

these letters, these letters should be part of root’s letters.  

P: Prefix letters ”ل, س, ف, ب“ (BAA, FAA, SEEN, LAM). These letters should be treated as part of the 

root word if they appear in a different part of the word other than the prefix part. Otherwise, these letters 

are considered ambiguous letters (can be part of the root word or added letters to the root word). If these 

letters are ambiguous letters, the algorithm initially considers them as prefix letters.  There is a 

possibility for these letters to become (O) letters (root’s letters) in the next steps.  

S: Suffix letter (“ه’’, Haa). This letter should be treated as part of the root word if it appears in a different 

part of the word other than the suffix part. Otherwise, this letter is considered as an ambiguous letter. If 

this letter is an ambiguous letter, the algorithm initially considers it as suffix letter.  There is a possibility 

for this letter to become (O) letter (root’s letter) in the next steps.  

PS: Prefix-Suffix letters “ن ،م ،ك”(KAF, MEEM, NOON). These letters can appear only on both sides 

of the word; i.e., in the suffix part or in the prefix part. These letters should be treated as part of the root 

Process 7 : Make enhancement to the extracted roots

Process 6 : Return the extracted roots

Process 5 : Compare the roots with the roots' list

Process 4 : Extract  the roots from the patterns

Process 3 : Match the word against  patterns

Process 2 : Remove prefixes and suffixesz

Process 1 : Normalization 
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word if they appear in a different part of the word other than the prefix-suffix part. Otherwise, these 

letters are considered ambiguous (can be part of the root word or added letters to the root word). If these 

letters are ambiguous letters, the algorithm initially considers them as prefix-suffix letters.  There is a 

possibility for these letters to become (O) letters (root’s letters), (P) prefix letters or (S) suffix letters in 

the next steps.  

U: Uncertain letters (” ا, و, ي, ت  ”(TAA, YAA, WAW, ALEF)). These letters can appear anywhere in 

the word. It is not possible to verify whether these letters are part of the root word letters. Several cases 

are associated with these letters as they may change, omit or convert from one letter to another during 

the derivation process following well known Arabic rules “EBDAL and EALAL”. For example, the 

Arabic word” قيل/KEEL” (It was said) and its root “قول”, the letter “و” is converted into “ي” during the 

derivation process.  

A: Added letter (“ة “only (TAA MARBUTA)). This letter is always considered an additional letter.  This 

letter is always deleted. 

3.3 Some Improvements to the Last Coding  

In this section, Sonbol et al. added some improvements to the last coding, by applying the following 

conditions: 

 The letter “ب” (BAA) is a prefix letter if it is situated in the first three letters; otherwise, it is an original 

letter (part of the root word letter). This rule means that if the letter “ب” (BAA) is situated among the 

first three letters, it is an ambiguous letter. On the other hand, it will be part of the root word if it 

appears in place other than the first three letters of the word. For example, with the words “ , بأمرك

 .is situated among the first two letters (BAA) ”ب“ the letter ,(BEAMRK, WBLSA”EED)”وبالصععع يد

So, it’s an ambiguous letter. Initially, the algorithm considers it as a prefix letter. Then in the next 

steps, it may change to (O) letter (root’s letter). Another example is the word “افبالباطل/AFBLBATL”; 

this word has the letter “ب” (BAA) appearing twice in the word. The first “ب” (BAA) letter is an 

ambiguous letter, as it appears as the third letter in the word. Initially, the algorithm considers it as a 

prefix letter. Then, in the next steps, it may change to (O) letter (root’s letter). The second “ب” (BAA) 

will be considered part of the root word, as it appears as the sixth letter of the word. 

 The letter “ف” (FAA) is a prefix letter if it appears among the first two letters; otherwise, it is an 

original letter. This means that if the letter “ف” (FAA) appears among the first two letters of the word, 

it is an ambiguous letter.   If the letter “ف” (FAA) appears in a place other than the first two letters, 

it is part of the root word. Initially, the algorithm considers it as prefix letter. For example, in the 

words “ , افغيرفاسعععتأهر هافهد,  ” (FHD/FASTAJRTHA, AFGYR), the letter “ف” (FAA) appears among 

the first two letters of the word. So, it’s an ambiguous letter. Initially, the algorithm considers it as a 

prefix letter. It may change to (O) letter (root’s letter) in the next steps of the algorithm following 

certain rules. Another example; the words “سافهت  / TSAFHT” ,“متفائلين/ MTFAELEEN” and “وأ فكت/ 

WETFKT”; the letter “ف” (FAA) is considered to be part of the root word as it appears in places 

other than the first two letters of the word.  

 The letter “س” (SEEN) is a prefix letter if it is followed by one of the letters " أ, ن, ي, ت" (HAMZA, 

NOON, YAA AND TAA); otherwise, it is part of the root word. For example, the words “  سععععتب/ 

STBKA, سععععا غير/ SATGYR  ,سععععجتواهد /SNTWAJD,   سععععيج ل /SYNJLE”; the letter “س” (SEEN) is an 

ambiguous letter, as it is preceding one of the letters " أ, ن, ي, ت" (HAMZA, NOON, YAA AND 

TAA). Initially, the algorithm considers it as a prefix letter. It may change to (O) letter (root’s letter) 

in the next steps of the algorithm. Another example is with the words “كالأسعععد, مأسعععور” (KALASD, 

MASOR); the letter “س” (SEEN) is considered part of the root word, as it is not preceding one of the 

letters " أ, ن, ي, ت" (HAMZA, NOON, YAA AND TAA).  

 The letter “ل” (LAM) is considered a prefix letter if it appears among the first five letters of the word; 

otherwise, it is part of the root word.  

 The letter “ه” (HAA) is considered a suffix letter if it appears among the last three letters of the word; 

otherwise, it is part of the root word.  

 The letter “ك” (Kaf) is considered a prefix letter if it appears among the first three letters of the word; 

otherwise, it is a suffix letter. 
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If the algorithm of Sonbol et al. finds three O-Letters (or more) in the encoded word, these letters are 

considered root letters and the algorithm is terminated. However, in this work, the enhancement of the 

algorithm of Sonbol et al. is to continue searching for other possible roots and for longer roots (more than 

three letter root word). 

3.4 Applying Transformation Rules 

In this section, the algorithm of Sonbol et al. applies transformation rules between groups to obtain a 

maximum number of original letters. Transformation rules are mentioned below:  

 R1) Change each (P) after (O) to (O).  

For example, with the word “ضيوف / DYUF”, “ض” (DAA) is an (O) letter, “ف” (FAA) is a (P) letter; in 

this case, (P) comes after (O). So, “ف” (FAA) is changed to (O) letter, which means that it should be one 

of the root’s letters. Until now “ض, ف” (FAA, DAA) are part of the root’s letters. 

 R2) Change each (S) before (O) to (O).  

For example, with the word “الهداية/ ALHDAYH”, “د/ DAA” is an (O) letter, “ـععععهـعععع” is a (S) letter; in this 

case, (S) comes before (O). So, “ـهـ/HAA” is changed to (O) letter, which means that it should be one of 

the root’s letters. Until now “ـهـ, د/ DAA, HAA” are part of the root’s letters. 

 R3) Change each (PS) before (P) to (P). 

For example, with the word “كالسيوف/KALSOYUF”, “كـ/KAA” is a (PS) letter, “ـسـ/SEEN” is a (P) letter; 

in this case, (PS) comes before (P). So, “كـعع/KAA” is changed to (P) letter, which means that it should be 

one of the root’s letters or prefix letters, but not a suffix letter.  

 R4) Change each (PS) before (O) to (P).  

For example, with the word “مجت مون/ MNTKMON”, “ـعععجـععع/ NOON” is a (PS) letter, “ـععع ـععع/ KAA” is an (O) 

letter; in this case, (PS) comes before (O). So, “ـعععجـععع/NOON” is changed to (P) letter, which means that it 

should be one of the root’s letters or prefix letters, but surely not a suffix letter.  

 R5) Change each (PS) after (S) to (S).  

For example, with the word “مجتهك/ MNTHK”, “ك/KAF” is a (PS) letter, “ـهـ /HAA” is a (S) letter; in this 

case, (PS) comes after (S). So, “كـععععععع/KAF” is changed to (S) letter, which means that it should be one of 

the root’s letters or suffix letters, but surely not a prefix letter.  

 R6) Change each (PS) after (O) to (S). 

For example, with the word “علمك/ELMK”, “ك/ KAAF” is a (PS) letter, “عـعع/A’A” is an (O) letter; in this 

case, (PS) comes after (O). So, “ك/ KAAF” is changed to (S) letter, which means that it should be one of 

the root’s letters or suffix letters, but surely not a prefix letter.  

 R7) Change each (P) after (S) to (O). 

For example, with the word “التهبت/ ELTHBT”, “ب/ BAA” is a (P) letter, “ـععععهـعععع/ HAA” is an (S) letter; in 

this case, (P) comes after (S). So, “ب/ BAA” is changed to (O) letter, which means that it should be one 

of the root’s letters. Until now, “ـهـ, ب” (BAA, HAA) are root’s letters. 

 R8) Change each (S) before (P) to (O). 

For example, with the word “البهتان/ ALBHTAN”, “ـ ـه /HAA” is an (S) letter, “ـ ـب /BAA” is a (P) letter; in 

this case, (S) comes before (P). So, “ـععععععهـعععععع/HAA” is changed to (O) letter, which means that it should be 

one of root’s letters. Until now, “ب, ـهـ” (BAA, HAA) are the root’s letters. 

As in the previous step, if the algorithm of Sonbol et al. has three O-letters in the encoded word, these 

letters are considered root letters and the process will terminate here. However, the enhancement of the 

algorithm of Sonbol et al. is to continue searching for other possible roots and for longer roots, with more 

than three root length.  

3.5 Extracting All Possible Patterns of the Word 

The algorithm of Sonbol et al. uses the idea of traditional algorithms, but with the aid of the encoded 
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word. Traditional algorithms store lists of Arabic prefixes, suffixes and patterns. These algorithms delete 

prefixes and suffixes, then use the pattern to extract the root from the reminder. The enhancement of 

this process is done by using larger lists’ content and not removing the prefixes or suffixes, but applying 

the patterns. It’s worth to mention that the presented algorithm assumes that patterns are composed of 

three elements: prefix, stem and suffix.  One of the problems that were experienced by most of the 

previous algorithms is that they delete clitics before comparing with patterns. And in many cases, these 

clitics are parts of roots and not clitics. For example, with the words “  كعععال,ون, الت”(Altka, kalehon), 

removing “كال, ال” (AL, KAL) will give these roots ”    ,حون”(TKA, HON), ignoring other possible roots 

 In this section, we use the pattern’s list of Thalji’s corpus that was automatically .(LKA, KLH)”كلح, ل  “

extracted [6].  Up until now, this corpus contains the largest list of 4,320 patterns, which is the most 

appropriate list to be used in this work.  Previous algorithms have used short lists that were manually 

collected. In addition, they did not publicly publish all the lists’ contents. Thalji’s patterns are listed in 

appendix A, so that future researchers can benefit from them.  

 In this step, we compare the word with the Thalji’s list of patterns and return all matched patterns. For 

example, for a word like ”فهد/ FHD”, the algorithm found two original letters, ”ـعععععععهـععععععع, د”(DAA, HAA). 

Next, the word is compared to the list of patterns and all matched patterns were returned. The word “فهد/ 

FHD” matches the pattern” ف ل   / FA’L”. The word “فهد/ FHD” is the first possible root. Another example 

is the word “الب,ر/ ALBAHER”, where the algorithm just finds two original letters, which are” حـععععععع, ر  ” 

(RAA, HAA). The word is compared to the list of patterns and all matched patterns were returned. The 

word “الب,ر/ ALBHR” matches the pattern ”الف ل/ ALFA’L”. The word “ب,ر/ BHR” is the first possible 

root. Also, this word matches the patterns “اف ععل, ف لععل”(FA”LL/ EFA”L), then “اب,ر, الب,ر” (ALBHR/ 

ABHR) are also possible roots.  

3.6 Extracting All Possible Roots for the Word 

All possible roots are found by matching the words against the list patterns. All the possible roots that 

match the patterns are extracted after finding all possible patterns. 

3.7 Solving the Problems with Ealal Rules and Ebdal Rules 

When we have a weak letter (ALEF, YAA AND WAW), we replace this letter with the two other letters 

and check if the result is a valid root. If so, we add this root to the possible roots. For example, in the 

word “قعععال/ KAL”, the algorithm replaces ”ا/ ALEF” with “ي/ YAA” and “و/ WAW”. So, “قول, قيعععل” 

(KEEL, KAWL) are possible roots. 

3.8 Minimizing Possible Roots by Comparing them with Roots’ List 

In this section, we use the roots’ list of Thalji’s corpus that was automatically extracted from most well-

known Arabic dictionaries. It is the largest roots’ list found till now with 12,000 roots. This list is longer 

than the list that is used in Ababneh, Al-Shalabi, Kanaan and Al-Nobani stemmer [20]. It has about 11,347 

roots. The distribution of roots for these two different lists is shown in Table 2. 

Table 2. The distribution of the roots for two different lists. 

Roots List of Thalji’s corpus List of Ababneh, Al-Shalabi, Kanaan 

and Al-Nobani stemmer 

Two-letter roots 500 115 

Three-letter roots 7912 7198 

Four-letter roots 3180 3739 

Five-letter roots 360 295 

Six-letter roots 48 0 
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The presented algorithm uses Thalji’s list to minimize the possible roots, whereas the algorithm of Sonbol 

et al. used a short list of roots. For example, in the word “الب,ر/ ALBHR”, the possible roots are ” ,ب,ر

 are excluded, because (ALBHR, ABHR) ”اب,ر, الب,ر“ while the roots ,(BHR, ALBHR, ABHR) ”اب,ر, الب,ر

they are not found in the roots’ list. 

4. EXPERIMENT AND EVALUATION 

In this section, the presented algorithm is compared with other algorithms with the same approach, which 

is the rule-based approach. These algorithms are Khoja and Garside’s Arabic root extraction algorithm 

and Sonbol’s Arabic root extraction algorithm. In addition, the presented algorithm is also compared with 

one of the most recent morphological analyzer systems, which is Al-Khalil Morphological System 2. 

Al-Khalil Morphological System 2 gives maximum morphological information of Arabic words, such 

as the proclitic, the prefix, the lemma, the suffix, the stem, the root, the enclitic, the tag and the pattern. 

A complete comparison was conducted between the algorithms on Thalji’s corpus in terms of accuracy. 

Thalji’s corpus is an automatic corpus that is built from ten old Arabic dictionaries; this corpus is mainly 

built to test and fairly compare Arabic root extraction algorithms. This corpus contains 720,000 word-

root pairs, which helps to avoid the interference of a human expert normally needed to verify the correct 

roots of each word used in the testing or comparison process. Moreover, this corpus has more than 4,320 

types of words derived from 12,000 roots. Therefore, the list used in this experiment is more 

comprehensive compared to previous works. 

The result of testing shows that the accuracy of Khoja and Garside’s algorithm was 63%, the accuracy of 

the algorithm of Sonbol et al. was 68%, the accuracy of Al-Khalil Morphological System 2 was 75%, 

whereas the accuracy of the presented algorithm was 92%. Figure 2 shows the performance accuracy of 

all compared algorithms. 

 

Figure 2. Accuracy of the algorithm of Khoja and Garside, the algorithm of Sonbol et al., the 

algorithm of Al-Khalil and the presented algorithm. 

The main problems of Khoja and Garside’s algorithm are that it does not consider many roots, prefixes, 

suffixes and patterns. It suffered from affix ambiguity problems. In addition, it returned just one solution 

for non-vocalized words, ignoring other possible solutions. Besides, it replaced a vowel letter with the 

letter “و” that sometimes returns a root that is not related to the derivation word. Finally, it produced 

wrong roots being unsuccessful to extract roots for derivation words that contain the “ابدال/ EBDAL” rule. 

The main problems of the algorithm of Sonbol et al. arise if the root does not contain any constant letter, 

if the root does not start with a constant letter or if the root contains only one constant letter. Also, it does 

not consider many roots, prefixes, suffixes and patterns. In addition, it returned just one solution for non-

vocalized words, ignoring other possible solutions. 

The main problems of Al-Khalil Morphological System 2 are that it failed to analyze some words, which 

were about 25% of the input words. Table 3 shows a sample of these words. For example, the words 
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 are (ARSDT, MKASR, MDARJH, JARODH, SHJER) ”ارصعععععععععدت, مع عععاصعععععععر, معععدارح, هعععارودة,  ععععععع عيعر“

straightforward to find the roots, because they contain three original letters, but the algorithm fails to 

analyze them. And in some cases, it returns non-acceptable roots. For example, with the word 

 WKE” is not an/وق “ where the root ,(WKA,LKE)”وق , ل  “ ALTKA”, the generated roots are/الت  “

acceptable root, because “ل/LAM” letter cannot be an infix letter. Also, the algorithm matches the word 

to the wrong pattern, which is “ف اة/ FA”AH”. In addition, the algorithm fails to find all possible roots of 

non-vocalized words, like the word “  الت/ ALTKA”, where it doesn’t return the possible root “   /TKA”.  

The main problems of the proposed algorithm are that it fails to extract the root of derivation words with 

one letter length. In Arabic language, there are some few derivation words with one letter length, like  ,ِق"

 These derivation words are derived from a weak root with a length of three letters .(KE, RE, A’E)عِ, رِ"

and these weak letters are deleted during the derivation process.  

Table 3. A sample of unanalyzed words by Al-Khalil Morphological System 2. 

 سخريا البضيع دواعب ارصدت م اصر مضمار مدارج قضيم عواطف عفير

 ال ريم ال بابرة ال ارودة الش ير التواهد التماهيد الت دمية التساخين البهيم البجود

 الرهيع الرهوليه الدبسه الخليف الخبيص ال,وارد ال,كومات ال,ريصه ال ورب ال فل 

 الطوارف الضراغمه الصجاديد الشريم السميد السبله الزهرة الزغاليل الرعاديد الرحيق

 زهيره رصيد دهريا ه,و ا بالمجاقيش المغبرة المرا د اللطيم ال جزي ال ريكة 

Another case in which the proposed algorithm still fails is to find the root of derivation words as in the 

word “درهم/ DERHAM”. The algorithm produces these roots “درر, درأ, دري, دور, ودر "(WDR, DWR, DRE, 

DRA, DRR). In this derivation word’s matter, the algorithm finds two constant letters in the derivation 

word and tries to find the third constant letter in order to produce trilateral roots. However, the proposed 

algorithm is stopped to continue looking for the fourth one.  

The proposed algorithm and Al-Khalil Morphological System 2 produce more than one possible root of 

the derivation words. In contrast, Khoja and Garside’s algorithm and the algorithm of Sonbol et al. 

produce just one root. In this section, the proposed algorithm and Al-Khalil Morphological System 2 are 

evaluated in terms of the average of possible roots per word and the number of processed words per 

second. The result is summarized in Table 4. 

Table 4. Comparison between the proposed algorithm and Al-Khalil Morphological System 2. 

The algorithm The average of possible roots 

per word 

The number of processed words 

per second 

The proposed algorithm 3 101 

Al-Khalil Morphological System 

2 

5 105 

5. FUTURE WORK 

The presented algorithm particularly contributes to enhancing the algorithm of Sonbol et al. by increasing 

its rules and extending its lists’ contents by using Thalji’s lists. The presented Arabic root extraction 

algorithm is compared with Khoja and Garside’s Arabic root extraction algorithm, Sonbol’s Arabic root 

extraction algorithm and Al-Khalil Morphological System 2. The testing and comparing processes are 

conducted on Thalji’s corpus, where the result of testing shows that the accuracy of Khoja and Garside’s 

algorithm was 63%, whereas the accuracy of the algorithm of Sonbol et al. was 68%, the accuracy of Al-

Khalil Morphological System 2 was 75%. The presented algorithm achieved an accuracy of 92%.  

In future, we plan to enhance the accuracy of the presented algorithm, overcome some weakness points 

and enhance the result to return just the exact root word. In order to implement this, the system must have 

the ability to understand the whole sentence or sometimes the whole paragraph. 
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APPENDIX 

,الف ول ,ف لة ,وف ول ف ل ,الف لة ,يف ل ,ف لا ,مف ول ,المف ول ,والف لة ,الفوعل ,والفوعل ,الفوعلا ,والفي لة ,في لة ,في لا ,ف ولا ,ف ول ,فوعل ,فوعلا 

لف يلة ,وف لت ,الفاعل ,المف ل ,والف ال ,الف ال ,ف الة ,الف لاة ,ف لون ,ف لاة ,ف يل ,ف ال ,والتف ل , ف ل ,مف لين ,وفاعلون ,فاعلة ,فواعل ,وفاعلات ,ا

بف لها ,ف يلها ,ومف ل ,مف ل ,الف ل ,والف ل ,والمف ل ,ف لته ,ف لت ,المفاعل ,ف الها ,مف ولة ,والمفاعل ,مفاعل ,لف لة ,وف يلك ,يفاعلك ,و فاعله ,

اعل ,الفي لة ,وفي لت تفاعل ,التف ل ,والافت ال ,يفت ل ,في لية ,وفي لة ,والفي ل ,في ل ,وف الا ,وف ل ,و ف ل ,الف الية ,والف الة ,ويفاعلها ,فاعل ,وللف,وال

, ,يف لون ,و ف لت , تف ل ,الفي ل ,وفي ل ,الف لان ,والف لان ,ف ل  ,ف ال  ,والفاعل ,وف لان الة ,فف ل ,بف والة ,والفواعل ,ف وال ,ف و استف لتهاف

,بالفي ل ,ف يلا ,و فاعلت ,وفاعلة ,وف ولت ,وف الة ,فاعلا ,الفواعل ,وفاعل ,فواعلا ,الف لا ,الفي الة ,بفي الة ,الفياعيل ,في ال ,وفي لتها ,فياعلة ,وفياعل 

وف يلة ,والانف ال ,بالف ل ,بالمف ول ,مف لا ,انف لت ,وانف لت , ف لا ,وافت ل ,بالفاعلين ,متف ل ,والف ول ,متف لا ,والف يلة ,ف يلة ,الفي له , ف لوا , ف لت ,

ف الة ,وف لا ,ف لها ,ف يلته ,والف يل ,ف لجا ,وافت لت ,افت الا ,وف لة , ف له ,يف له ,كالف يل ,الف يل ,والمتف ل ,والمف ول ,انف ل ,فياعل ,ف الا ,بف الته ,ال

ف ل ,فتف ل ,فانف لت ,لانف اله ,وف ال ,مفاعلا ,فف له ,يف لجه ,وف يل ,والفاعلة ,والفوعلة ,وف لاوات , فاعل ,و فاعل ,المف لة ,وف اليل ,ف ولهم ,يجف ل ,وان

 يلا ,يف لهن تف لته , ف,بالمفاعل ,ومتف ل ,وف ولته ,بالف ول ,والف لولة ,الف اليل ,والف اليل ,ومف لا ,فانف ل ,مجف ل ,ف له ,ومجف ل ,الف لات ,ف لان ,فاس

 له ,والمف لات ,مف لة ,ومف لة ,والتف يل ,التف يل ,مف وللات ,والمجف ل ,استف لته ,ليف ل ,مف ال ,لفاعل ,لف ل ,ف ل  ,فيف ل ,بالف يل ,وانف ال ,مف

الف ولة ,يفت لها ,وف يلتك ,ف يله ,وف يلا ,وف لات ,افت ل ,والمف لة ,وف له ,واليف يل ,فاعلته ,ف لات ,بف ل ,الفوعلة ,اف ل ,يفوعل ,مف لات ,يفت له ,و

 ال ,كف ل ,كالف ل ,ف لن ,وفواعله ,وفواعل ,ف لل ,وف للة ,واف ل ,والف لل ,ف لك ,وافت لك ,فيجف ل ,يف لوا ,بالف ال ,والفاعلان ,كف يل ,وفاعله ,الافت

ف ول ,ف وله ,والف لوة ,ف لو ين ,ف لو ان ,الف ال  ,وا ف له ,ومفت ل ,مفت ل ,ف الات ,والمفاعلة ,يفاعلها ,وف يلته ,و ف لهم ,ويف ل ,ف لا هم ,لمف ل ,لم

ف لانة ,ف لتها , فت ل ,والف لات ,واف لتها ,الف ل  ,و فاعلوا ,وفاعلته ,فف لته ,واف لت ,يفت لوا ,وفاعلت ,يفاعله ,ف لوا ,والمف ال ,وف لته ,ومف لان ,وم

عول ,ف الل ,ففاعل ,ف ولها ,ومف ال , ف لج  ,مف اله ,و ف يل ,والف يل  ,والف ل  ,بالف لة ,بالتف يل ,ومفاعيل ,مف ولا ,ومف ول ,ف الين ,الفاعول ,فا

فت لت ,المفاعلة ,افت لوا ,يتف ل ,ف الته ,والمفت ل ,بالمفت ل ,والاف يلال ,وافت لتها , جف ل ,والف ل  ,الف ل  ,بالف ل  ,فالف ول ,وف ل  ,مفاعيل ,مفتت ل ,ا

تف لت ,ف لتين ,ف اليل  فاعلوا ,افت لا ,و ف لتها ,والفي ول ,الفي ول ,فالفاعل ,اف ال ,وف ولا ,المستف ل ,واستف لت ,والف يله ,ومف ولة ,يف لن ,متف لة ,ف,

له ,مفاعلة ,يف لان ,واليف ول ,يفاعيل ,بمف ال ,وف ليه ,ف يلان ,ويفت لان ,ويتفاعلان ,فف لتم ,ف لانا ,وف ل  ,استف لت ,واستف ل ,يتفاعلان ,بفاعلة ,ففاع

 ف لهم ,مف لان ,بف الة ,ويف ول ,بف له ,بيفاعيل ,اليفاعيل ,بالتفاعيل , ف يل ,ف الية ,كالف لة ,وف لتهم ,مف ولات ,فف يل ,التف يلا ,مفاعلها ,المتف لون ,

لوا ,الف لانيون ,ويف لون ,والفاعلين ,ف ولة ,ف لجاه ,الف ولا ,فاعلتها ,وف لج  ,وف لهم ,ف ال  ,مفت لون ,المفت ل ,و ف لكم ,ف الاه ,بف ال  ,وفوعل ,فافت 
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,والفاعلتان ,وافت لته  ,بالف لات ,والف لول ,بف لول ,وف لك ,بمف لين ,ف يلات ,فاعلات ,وف لجا ,ف لاه ,وف لها ,مفت لا ,يتفاعل ,المفاعيل ,بتف يل ,ومجف له

ن ,والمف ولة ,والاستف ال ,فاعلون ,استف ل ,واستف لته ,والاف الة ,ومفاعلته ,وافت ال ,والف الات ,يفت لون ,افت ل  ,فالف ل ,افت ال ,افت له ,ف لاوات , ف لا

ول  لف ولة ,والف ,مستف ل ,بف ول ,ف ليات ,بالف لا ,ف لتك ,كتف ل ,لف الة ,ف اله ,لف ال ,كف ال ,ومستف ل ,ف اللة ,ف لج  ,ف اول ,الف اول ,ف لانة ,ا

ف لك ,ف لولة ,وف لول ,وف ولة ,لتف ل ,ف لكم ,فاعلهم ,وف لون ,ف لين ,الف لون ,للف ال , ف ال ,مفاعلوك ,لمفاعلة ,والف ال  ,ف ليه ,الف الا ,الف يلات ,ي

ف وللوا ,يتف لن ,ف لهم ,ف لتان ,فانف لا ,وف لانة ,ف لجاها ,لمف لة ,والف له ,ف ليل ,الف ليلة ,بف ليل ,ف لجة ,والف لن ,المفت لة ,فافت ل ,يستف ل ,واف وللت ,وا

اعل  ,فواعلها ,الفاعلتين ,في ول ,نف ل ,وف التا ,يفاعل ,كف لك ,ففاعلتها ,فاعلت ,ف لتهم ,بمفاعيل ,الف لج  ,والف لجة ,ف لانه ,ف لية ,الفاعلة ,الفاعلين ,ف

فت اله ,بالمف لة ,والف وال ,الف اويل ,ف اويل ,و ف يل  ,انف ال ,فتف لوا ,انف الا ,الف لين ,فيفت ل ,المف لا ,وف لانها ,ف ليها ,ف لانات ,لف لانات ,وف لتها ,ا

لمف الين ,ومفاعل ,فالمفاعل ,افت ال  ,وف ولها ,اف لت ,المف لات ,يف لجا ,افت لته ,يف للها ,الف لول ,وف لولة ,المف لل ,اف لل ,فيف له ,فاعلوا ,والمف الان ,ا

متف ل ,للفاعل ,الف لوة ,وف يله ,ف الت  ,ف يلت  ,مف ولل ,ف لون  ,الف لية ,واف ولل ,يف ولل ,اف وللا ,فاف لوها ,الف لولة ,كالمف يل ,وفوعلة ,ال ,لف ولا

  ,في لان , ف يلهما ,للف ول ,فافت له ,والافت الة ,ف ولات ,وف اول ,ف يلون ,بفاعل ,كالف لان ,والف ال  ,والف لانة ,مف وله ,للف ل  ,فوعلانية ,في لان

,بالفواعل ,وف وله  ,وافت لوا ,وف يل  ,وف لوا ,والفاعول ,والف لاوة ,لف لان ,يف ولة ,كف لة ,والف لاة ,كالف لاة ,ف يلية ,واف يلال ,بمف ولل ,ومف لات

,المف ال ,وافت له ,وفاعلتك ,وف لوه ,كالمف ل ,للف ل ,والمف الة ,ف ولته ,يف لها ,اف لا ,لجف لا ,اليف ول ,بالمف ل ,واف ال ,اف يلالا ,ومفت لا ,بمف ل ,ف اليها 

ن ,الف الين ,مف لون ,مف الة ,والفاعلية ,فوعلة ,بف لهم ,ف لتج  , ف ليج  ,ف يلهم ,فت لل ,الف يول ,ف اييل ,ف يولون ,مف يل ,المف يل ,اف وال ,والف الا

 لهما ,التفاعل ,اف لوا ,ويفت لها ,فيف لها ,وف اله ,اف له ,والمف لتان ,اف الا ,وافت الا ,والف ليل ,والف ليلة ,ف ليلا , ف لونج  ,ليف لوا ,ليفاعلوا ,الاف ال ,يف

,فف لجاها  ,فاعلها ,بف اله,يتف لل , تف لل ,كف ليل ,الف ليل ,لاف ل ,والف ولية ,ف ولاة ,ف ولية ,الف ولية ,اف ول ,اف والا ,واف ول ,واف ولا ,وف ال  ,بف ال 

نيون ,ف لانية ,ف ولاه ,فتف له ,وف لين ,بالف ولية , ف يلة ,بالف الة , ف لك ,بف لة , ف لته ,ف لول ,فالف يل ,افت لهما ,فف يلجا ,و ف لته ,ويفت ل ,وف لان  ,وف لا

,لمتف ل , ف ل  ,فف لها ,ليتفاعل ,بمفاعل ,فالف ال ,و ف له  ,يف لج  ,والف التان ,لف ل  ,والتف لل , ف لل ,بالف يل  ,مفاعل  ,وف لانا ,المف ولة ,وف يلات

ف لا ,ويف لها ,مف الا ,والف لوت ,لتستف ل ,يتف لون ,وفاعلها ,الف لوان ,ف لوان ,والف لوانة ,الف لوانات ,يتفاعلج  ,ف يل  ,ف يلك ,المف لون ,ومف له ,وال

,في الة ,فياعيل ,والف لين ,بالف ل  ,بف لات ,مفت لات ,فف لا ,وف لية ,وف الية ,وف ليت ,والف اليت ,في لت ,كالف ال ,والف لون ,ف لوة ,كف لان ,والفي ال 

,ف لله ,والتف الة , ف الة  ,الف ليون ,ف لج  ,ف لجاة ,وفاعولة ,فف لت ,و ف لجا ,ف لان  ,ف ليته ,المستف لة ,فاستف لوا ,و ف لوا ,ف ليا ,والف لانية ,والفاعل 

,ويستف ل ,ف لاوان الف اليات ,ف اليته ,ف لو ,لف لك ,يف لونها ,ليف لوها ,لتف لها ,واليف ل ,اليف لا ,وافت الل ,افت الل ,و ستف ل ,ف اليات , ف يلها ,بمف ول ,

يفاعل ,واليف لات ,افت ليل ,وافي لل ,بالف ال  ,ف لاويه ,وف لاليه ,افت لل , ف الا ,ومفاعلا ,مفاعلات ,والفاعولة ,والمف لا ,في له ,واليف لة ,يف لات ,بال

لا ,بف لل ,الف الل ,ف للة ,افي لل  ,افت لجاهم ,وف لوان ,للف لان ,وف لاة ,يف ولا ,يفاعل  ,يفاعلات ,لف لا ,الف ال  ,ف التان ,ف التهم ,فت للة ,الف لل ,ف ل

,وف للت ,الف يلل ,وف لل ,مف للة ,الف لال ,وف للته ,ف اللها ,ف للوا ,الف للة ,اف لالا ,ف للية ,والف للة ,والف الل , ف للا ,الف اللة ,مف لل ,والمف لل ,ف للت 

,الف لليلة ,اف للال ,واف للت ,ومف لل ,واف لل ,ف اللا ,ف لولا ,وف للا ,الف اللا ,والف اللة ,المتف لل ,ف لل  ,ف لليون ,الفي لول ,في لول ,والفي لول ,وف للون 

ف لل ,ويف لل لا ,ف يللانة ,ف يللان ,وف لل  ,وف اللة ,وف اللا ,وف للان ,الف لل  ,والف لل  ,بف لليها ,والف لال ,بالف لل ,اف للالا ,يف لل ,فا,والف لليلة ,مف ل

 لل ,الف للا ,متف للا ,ف للتها ,والف للان ,ف لولها , ف للت ,ف الله ,الف للان ,ف الل  ,فت لللت ,كف للات ,اف للت ,كالف لل ,ف لال ,وف للها ,وف لال ,التف

لليا ,و ف لل ,الف للية ,ف لليات ,الف للوت ,الف للوه ,والف للاه ,وف الل ,ف للون ,الف ولل ,ف وللة ,ف اليلها ,وف للتها ,ف للتهم ,والف للية ,الف لالة ,ف لالة ,ف 

ف لل  ,والف لليل ,الف لليل ,ف لليل ,ف لالها ,ف لوله ,ف اليله ,ف لللا ,والف للل ,للف للل ,لمف لل ,مف لله ,الف للل ,ف للل ,الف لل  ,ف لل  ,ف للاة ,بف للا ,وال

,وبالف ال ,والفاعله ,ف لانون ,والف لللة ,ف لللون ,وف لللات ,اف للل ,الف لللة ,ف لللة ,الف للل  ,ف لللات ,الف لللانة ,الف للل  ,وف لللت ,والاف ال ,ف يلتها 

له لتان ,الف لتين ,فوعلت ,فواعيل ,وف لوها ,وافواعل ,المف ولين ,الف يلا ,فتفت ل , فت له ,وفاعلج  ,والف ليك ,والف اليك ,ف لكة ,فاع,بف وال ,والف 

,ف اليه ,واف لته ,افت لجا   ال,وفاعلجاه ,ف يل  ,الف الان ,بفاعول ,مف لها ,للف لة ,وف الها ,وف لتا ,ف لتيهم ,فوعلتا ,ويفت لوا ,مفاعله ,بالمف ال ,وفاعلا ,وفي

لمف ل  ,افت الك ,ف لاها ,و فاعلجا ,و فت ل ,ف لت  ,كالف الل ,للفاعلة ,الفاعلات , ف يل  ,والف لية ,يف لهم ,بمستف ل ,بف يلة ,وبمف له ,والمف ل  ,مف ل  ,ا

,فالف لة , ف ليا ,فوعلته ,وافت ليل ,المف ولا ,و ف لتهم ,فاعلك ,ف التك  , ف لونا ,التف ال ,ف لوهم ,للمفت ل ,بف الها , ف لن ,لفي ل ,ف لوه ,وفاعلوه ,بف يل

والمف لان ,والاف يل ,لمف ال ,استف له ,ف لجاهم ,والمفاعيل ,واف الت ,الفاعله ,ف لتجا ,وف لجاهم ,فيف لكم ,ونف ل ,المف لين ,مجف لا ,كتف يلك ,مجف لة ,

الفياعل ,والف يلان ,الف يلان ,بفاعله ,بف لان ,للمف ول ,فالمف ل ,الف الات ,وكف ل ,فف لان ,كالف الة ,وفي لان ,وفي لين ,وفي لون ,والمستف ل ,التفاعيل ,

لون ,وف الاك ,الف ليت ,والتف ال ,والف ايل ,ف الت ,والمف يل ,وافت لل ,كالتفاعل ,والفي لون , فاعلا ,كالمفاعلة ,لاف ليين ,كفاعل ,مفوعلا ,واف ل  ,يتفاع

ف لات ,الف لن ,يف ال الف اله , فاعلت ,متفاعلة ,والمتفاعل , ستف لوا ,اف الت ,الف لتان ,وف لجاها ,وفاعيل ,بف لين ,يفاعلون ,والتفاعيل ,لاستف اله ,مست,و

لا ,و ف لة ,الف يلية ,ف لالا ,وف لله ,الف للوة ,فالمف ولة ,والف الون ,الاستف ال ,و ف ل  , ف لة ,باف الين ,بف لاة ,ليفت ل ,والفت الل ,والف الية ,استف لا ,يفت 

,اف يلت ,اف يالا ,مف يلة ,وف للوات ,الف للول ,ليتف لل ,الفي لال ,ف للته ,بالف اليل ,وف لالة ,الف للاة ,فتف لل ,اف لل  ,والمف لل  ,والف لالة ,والف يل  

,افوعل ,متف له ,فاعلجاه ,مستف لة ,والتف لة ,مفت لة ,بالفاعلة ,وفاعلتهم , ف لون ,فاعلين ,يتف ول , ف ولا ,متفي ل ,يتفي ل ,الف ولات ,وفي لا ,بفاعلات 

واعله ,فافت لت ,وافت اله ,ف الهم ,مستف لا ,مف ول  ,بالمفاعلين ,المفاعلين ,يف لونج  ,الف يل  ,وف يل  ,بالف لتين ,متفاعل ,والفي لانة ,بفي لا ,ومف وله ,ف

وا ,بفي ل ,بفياعل ,بمف لات ,في يل ,والمفاعل  ,المفاعلا ,وف ال  ,فاعيتل ,و في ل , في لا ,فف لهم ,افت لها ,فتجف ل ,والف ولا ,فاف ل ,والف لولية ,ف اليا

,وف لانيه ,الف لوي م ,يتف لوا ,والفياعلة ,الفياعله ,الف لو ,وف ول  ,والفوعلات ,فيف لون ,ف لاوي ,ف لاوية ,وف لونا ,اف ولل ,بتف ال ,ف لانيهم ,وف ليه

التفاعل , فاعله ,الف ول  ,ليف له ,ومفت له ,لفاعلة ,وبجوف ال ,والف الجة ,وف لوت ,ف يللة ,واف لتاه ,وواف لتياه ,وف لتجا ,فافت لتها ,فاعتلاله ,ونستف ل ,ب

,الف للتان ,ف للانة ,الف لله ,مجف يل ,بالمفاعيل ,لف يل ,واف لج   ,ففي ل ,مف ولان ,ولف لة ,الاف للال ,وبف لل ,لتتف لل ,المف للا ,وفاعلل ,الفاعلل ,يف للان

ه ,وفياعيل ,والاف لال ,فاعال ,الانف ال ,بمف لة ,والفاعلات ,وفي ليل ,وافت لوه ,استف لوه ,و ف يلها ,ف لتن ,ويف له ,و فاعلتج  ,ف يلاه ,و ف لها ,لف لان

,كالف ول ,فاعلت  ,والمف لون ,يف لوه ,والف ليت ,ف ليت ,وف ليا ,والفاعلون ,لف له ,وف لجاه ,الف يل  ,باف ل  ,ولاف يل ,و فت لون ,نتف ل ,وفاعلجا ,الف الون

فت لات ,لف لن ,وف التها ,والفي لان ,في لانة ,ومف ولا ,وف الت  ,وفاعل  ,وف التك ,متفاعلا ,الفاعيل ,ف الون ,اف ولت ,فاف لا ,افت الة ,لف يل  ,فف لج  ,وم

 ها ,بالف الات بف ل ,ومف لون ,مفاعلك ,الف يللات ,وف يلل ,مف ولون ,فاعلجا ,فاعلتجا ,بالمف الين ,واف له ,مفوعل ,ومسفوعل ,وف الته ,للمف ل ,ف لا,و

ها ,مفاعلته ,ف الك ,ف لتكم , ستف ل ,واستف لجاها ,ف التها ,فوي لان ,لف لوا ,كمف ل ,استف لوا ,الفواعيل ,يف ول ,ومف لها ,والمفت لة ,وف الهم ,اف تال , ف لت

لفوعلل ,الفوعلل ,المف للة ,ومفاعيلها ,مستف لين ,الفاعلتان ,ف لوت ,ف لتمو ,الف لوت ,ف الن ,ومفت لها ,وافت الها ,فيستف له ,يستف لوا ,وفاعلتها , ف يلك ,وا

يلا ,ف للاوات ,ويتف لل ,متف لل ,والاف للال ,ومف للات ,الف للوا ,ف ليلة ,كف لول ,الف الل  ,الف اللات ,وف لليل ,ومف للة ,الف لتل ,ف لتلا ,اف للوا ,ف لل

ف يل ,وبالمف لة ,يتمف لون ,لف اللة ,ف لولل ,فاعلج  ,الف يليل ,فسيف لون ,واف وال ,في لا هم ,فياعلا ,اف لال ,واف لوا ,والف اول ,المف ولل ,والف لاوان ,للت

ه ,فت للها ,والف الين ,اف يل ,والفي ل  ,بالتف ل ,فاعلول ,فف للا ,ف للها ,وف ليل ,و ف للت ,بف للة ,يف للوا ,بالف لال ,فليف ل ,مفي لان ,ومف الين ,المف ل

,اف لته ,فوعله يف لج  ,فاعوله ,كالف لات ,لف يلة , ف يلهم ,بفاعوله ,والفوعل  ,افت لتك ,فتف لها ,اف لوها ,فاف ل ,وف الات ,كتف يل ,للف يل ,وانف ال  ,ل

نه ,افاعتلال ,لف الات ,والفوعليل ,فف لجا ,وف لانه ,مف لته , فاعيل ,الفي لا ,والفوي لة , ف لها ,و فت لها ,وبف لها ,كالمف لة ,نفت له ,ف ولتك ,ويتف لو

ف لج  ,اف لان ,فاعولة ,ف لا ه ,واستف له ,المتفاعل ,ومف يل ,فاعلوها , فوعله ,وف لجيه ,والف لاو ,والاف لان ,وف يللة ,مفاعيله ,فاعلان ,والف يال ,سي

ن ,مفاعلا   ,ومفاعلة ,مفت لين ,متفاعلين ,ف يلتجا ,وفاعول ,والفي وال ,ويتف لا ,فاعولا ,بالفاعل ,فف لوا ,والف لان  ,ف لتم ,ويف لونه ,ف لهما ,يستف لو

مفاعل ,بف لته ,ف للان  ,فاعلل ,الف للات ,ف اللين ,يف للون , ف للها ,الف الله ,والف لالية ,استف ال ,مستف لك ,والفاعل  ,بف لتين ,بالف لين ,وبالف ل ,ولل

ج  ,الف يلين ,وافت لجا , فاعلجا ,كف لالية ,والف للان  ,ف للانية ,الف للان  ,ف للين ,ف لاليل ,مف للات ,ف للانيا ,ف يللا ,كالف لل  ,والف يليل ,متفاعلون ,استف ل

,ف ليان ,ف ليون ف له ,والتف ل  ,المف ل  ,المجف ل ,الف اييل ,والف لكة ,ف لانها ,فف وله , مف ل ,مف يلا ,المف ولات ,وف لياوان ,ف لييان ,ف لييون , ف يله ,ن
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,فالتف يل ,وفاعوله ,للتف ل ,بف لتيه  ,ف ولكم ,والف يول ,ف يول ,لف ول ,وانف لوا ,واف لها ,فانف لوا ,فليف لن ,ويف لج  ,فمف ل ,فاعلجاهم ,فف لجاهم ,الفاعلية

فوعلان ,اف ولة ,الفياعلة ,ففاعلو ,ف ول  ,الفاعلا ,بالف ولة ,و ف لوه ,بمفت ل ,ف اليل  ,ف ليله ,ف لليلة ,و ف لج  ,ف يال ,الف والا ,والفوعال ,فوعالة ,وال

في ال ,وفي الة ,والف اليان ,اف يالها ,الف له ,فوي ل ,وفوي ل ,فافت لها ,كف ول ,يف لانه ,والف لو ,للفاعول ,فا ف ل ,لف ولهم ,ومف ولها ,واستف لجهم ,ال

ال ,المفي ل ,الف الاة ,الفي لان ,وافي للول ,يف لول ,ف لاله ,بالاف الة ,والاف التين ,الاف الة ,كف لت  ,ففت ل ,يفت لك ,ف التيه ,كف الة ,ف للله ,اليف لل ,كالفي 

ة ه ,بف ل  ,و فاعيل ,لمف ولة ,بافت الك ,لافت الها ,وف تل ,لف للة ,ف التكم ,ييف ل ,فوي لون ,وفوي لات ,الفوي لة ,فافت لجا ,ومتف ل,فاعلوهم ,ف لجه ,يتف ل

 يلال ,بالف يلة الاف,واستف ال  ,فوعالا ,وف لللة ,متفاعلان ,ف لا ة ,الف لانية ,وف لونة ,الفي ل  ,لتف يله ,وفي ليات ,متف لا ها ,يفت لان ,الاف لال ,

عللات ,والفواعيل ,يتف لونها ,في ل  ,والفوعيل ,والف ولل ,فت ل ,ف للولة ,ف للجا , في ل ,يفي ل ,ف لانيه ,كمف ال ,والفاعال ,وفوعل  ,وفوعلان  ,الفو

,لتفاعل ,الافت لال ,ف ايل ,والفي لل ,وافت للته ,ف ولك ,يفاعلونها ,الف وايل ,ف وايلات ,فتف ول ,فف لتكم ,مفاعلون ,للمفاعل ,التف لة ,الفاعل  ,بفوعل 

فاعليل ,يف لا ,وافت لها ,اف لن ,للمف لات ,ف الاة ,فاع ,الفاع ,والفاع ,الف لولل ,ف ولل ,الف الول ,الف لولية ,فاف للت ,بف للين ,فف لله ,واف لليته ,ويف لليج  ,

ه ,والمفاعلات ,ومفاعلا هم ,وفاعلوا ,ولف يل ,استف لجاه ,وكالفاعل ,وكالف الة ,و ف يلك ,الفواعلة ,ف لتا ,كالف لل  ,يف لونه ,والفاعول  ,نف لها ,و فاعلت

 ,اف ل  ,واف ل  ,ف لوات ,في الا ,بالف ال  ,ويفت لك , فاعلها ,ويفت له ,فواعلهن ,و فاعللوا ,ف ولوا ,و ف الا ,والتف ل  ,بالمف يل ,و مف لت ,يتف لا

 الان ا ,فيفت لون ,بف لك ,ف تل ,وف لاه ,وفوعلت ,فالتف ل ,بفاعلين ,الفاعال ,اف لج  ,اف لجا ,بافت ال ,فف لة ,ف لتما ,مف لتك ,فاعيل ,ف,وافاعتلال ,واستف لو

لة ,واف لان  ,الفاعة ,اف لتها ,والف لوان ,ف لويها ,اف لالها ,والتف ول , ف ولة ,فتفاعلوا ,ليف لوهم ,مف لان  ,المف لان  ,كالمف لان  ,ويتف ل ,والفواع

,والفاعة ,فاعه ,بفاعتها  ,الفاعات ,فاعة ,وفاعة ,ف وا ,في وا ,الفيع ,فيع ,والفياع ,بالفياع , في ت ,والفياع  ,فاعت , فيع ,في جا ,وفي ة ,و في ت ,التفيي ا

لا ,فاعلاة ,الفاعلا ين ,فاعولتها ,فاعللة ,الفي لان  ,ويف للها ,والفواع ,فوعه , فوي ا ,فالف يلة ,في ل  ,ومتف لل ,كف ال  ,كالمستف ل ,الفاعولة ,والفاع

لتفت له ,لمفت ل ,وف يلها ,بالمفاعلة ,ف يلين ,ليف لوك ,استف الا ,استف ل  ,فالاستف ال ,فاعللا ,ف اليلهن ,الف وال ,وف اولة ,ومفاعلهم ,الف لول  ,فالف ل  ,

مفي يل ,وللف يل ,لف يله ,اف لوه ,لتف لكم ,بالمف لات ,ف للوت ,ف ليك ,بف ليه ,للف الة ,والمف ول  ,فلتفت ل ,لف وله ,بف لانه ,وبف الته ,ف يلو , ف يلكم ,

 ف لتكم ,الف لاوات ,الفاعلان,فاستف ل ,وف لانهم ,ف لانهم ,بالف لان ,فالف ولة ,للف يلين ,ف يلل ,الفي لانات ,ف لوان  ,ف للان ,المتف لين ,فواعلهم ,فاعلتكم ,ل

,مف لتان ,مفاعيلهم  ,بمف له ,فاعلجيها ,مفي لة ,بالفي ال ,مف لتهم ,فاف لهما ,ف يللات ,الفوعال  ,الفوعال ,كالف اليل ,وفواعيل ,بالفواعل  ,والف اليات

مف ال  ,الف لولين ,بالف لول ,بالف للة ,بفاعال ,المفي يل ,المتفاعلون ,مفاعلهم ,اف لون  ,والف لو   ,فليف لها ,لف لهما ,واستف لج  ,وفاعلتان ,و ف يلات ,

 يلتين ,المف لية ,لتف لجها ,ف لانك ,للمف لة ,وف ليك ,المفاعلون ,الف لا ون  ,الفي لون ,في لون ,الف لان  ,ف لتكها ,ويف لوا , تفاعل ,كالمتف ل ,الفاعلولة ,ف

لتين ,الف ليل  ,بفاعيل ,فاف لان  ,فواعلات ,فيتفاعلان ,واستف ال ,وفي ل  ,لتف ل  ,بف الهم ,المفاعلات ,بف ول  ,نف لك ,الفوعيل ,ف لالو ,فاعلتك ,الف ا

ف لية ,للف اليل ,وافت لوهم ,مف لهم ,ويجف ل ,ويف لك ,فتفاعلت ,لجف لجك ,استف لكم ,الفاعلون ,في لانا ,كالفي ل ,لتف لج  ,فتف ل  ,مف لت  ,وافاعل ,بف لال ,بال

,بالافت ال ,افت الها ,وانف الا ,ومفاعل  ,مفي ل ,واليفاعيل ,اليف ول  ,ف للاوي ,والمف ولية ,ولف ل , ف لوها ,وف ولية ,و فاعلها  ,وافت لهم ,وف ول  ,ف يلتك

اعلين ,استف لجا ل  ,وف,الفاعيلون ,الف ليلية ,ويتفاعل ,كمف ول ,التف ل  ,وف لهما ,للفاعلين ,المجف لة ,الف يلال ,وفي ول ,فت للا ,فاعتلل ,بتف يلها ,ف و

 لان ,وف لجه ,ف لجت ,يتف لها ,فليتف ل ,الفاعولات ,واف ليه ,المتف لة ,ومف لين ,وف للل ,ف لوكم ,الف وليون , ف يلية ,الف يال ,لف لهن ,الف ليلات , جف

ل ,بتفاعيل ,الفاعيالات ,الفاعيال ,الف يلاوان , ف للوا ,فاف لوه ,الفاعالة ,فتف لوهم ,فيت لل ,وافت ليلة ,افت ليلة ,بافاعتلال ,لف ولته ,فجف له ,بف للته ,للاستف ا

وا ,ويف لهم ,وبف يلهم ,ومف لان  ,ف لوك ,نفاعلهم ,ويتمف ل ,بمف يل ,لتمف ل ,كف لان  ,وف يلاه ,مفاعليه ,الف ليان ,بالف ليان ,ف ليانية ,ففاعلها ,فليف ل

,بالفاعول ,والمتف لة ,ففاعلوه ,مف الكم ,يف يل ,ولتف ل ,ستف ل ,وف لن ,لف لين ,بف لتها ,التف يلية ,وف ولتهن ,بمف اله ,ف لانهما ,فتفاعلا ,فالتفاعل ,فاف لن 

ف يلية ,وف لويه ,ويفاعل ,والفاعولات ,والف يلل ,فف لن ,وف لتك ,فواعلة ,والفاوعل ,الف لانة ,ف اليين ,لافت ال ,بمفت لها ,بفواعل ,للمف لين ,وف اليات ,وال

 لانات ,والجف ل لف لها ,بف وله ,وبف لك ,فاعول  , ستف لها ,فاعلتهم ,فالفواعل ,افت لهم ,في وله ,فف يلة ,ومجف لة ,والفي التان ,و ف ول , ف ول ,وف,

لمفي ل ,لمفاعيل ,والف للاة ,الف لجة ,واستف لها ,وبالمف ال ,وبالمفت ل , فاعلهم ,وافت لج  ,وف لانية ,بالف للان ,كالفاعل ,المتفاعلان ,لانف ال ,فف لتهم ,وا

 ليات ,فف الها ,امف ل ,ف لجته ,وافت لله ,فوعلات ,مفت لان ,فالمفاعلة ,الفاعلوان ,وف الين ,ف لوي ,لف لته ,ف لا هن ,والفي لان  ,وافت لا ,مف الان ,والف

ن ,الف اليين ,الف للين ,وف لوك , ف لوهن ,ويف لونها , ف لونهم ,مفت لجا ,مفت له ,فتف لته ,يتف للون ,ف ليهم ,والف لانين ,ومفت لة ,ف يولة ,افت الات ,ف اليا

اف ليه ,و فاعلا ,ومف ل  ,وف لجتها , فاعلته ,مف الها ,بمفاعله ,فاعتللها ,فت للت ,ف الجة ,فاعتللا , ف لجا ,بافت ل ,وبف له ,وبمف الها , ف لتهم ,ف يليلة ,ف يلتان ,

انات وف ليات ,للمفاعلة ,لفاعلون ,وف لوي ,الف تلان ,في لات ,وبف ال ,ولف لجا ,فوعل  ,واف يل ,ف للتان ,استف لتم ,كف له ,ف وليا ,فاعلت,اليف يل ,بف ولها ,

ال ,وف والة ,وف لاله و,مفي يلة ,مف يلات , مف لت ,والفوعول ,الف ليانة ,لف الته ,مف ليها ,واف لوهن ,بالفاعلات ,وف للن ,وفوعله ,بفي لتجا ,كف لانك ,وف 

تهم ,ف لوها ,وفاعول  ,والف يلتان ,وفاعلهم ,وفاعلان ,في لته ,وبف لته ,انف لوا ,لتف يل  ,والاف ولة ,انف اله ,يفت لهما ,ويفوعل ,مف لاة ,بف لاي ,وف يل

لاية ,فوعلية ,و ف لتج  ,ف لوكة ,وف لوكة , ف اليل ,والاف ل ,لفوعلا ,وافت لالة ,التف ول ,وافت لوها ,ليتف ل ,بف ل  ,والف ولان ,وللف ل ,والف لوك ,والف 

م ,استف لهم ,ونف لا ,والافي ل ,والف ول  ,وسجاوف لت ,ومفت لون ,بالاف ال ,وف ليته ,لمفت لون ,ف ولجة ,والف لاوات ,و ف ال ,وف يلون ,لف يلها ,واستف له

ف ال ,والفي لية ,وف لوة ,فالمف ول ,والف لانات ,والفوعلانية ,والفي لانية ,واليفت ول ,الف يله ,الف لانات ,يتف للن ,ففاعلا ,ويفت لون ,مفت لتان ,كالم

,والاف وال ,واف ولته ,افت للت ,يف لة ,اف ولا ,والفياعل ,والفياعيل ,الفي الية ,بف ولته ,لف لات ,و ف يله ,والف يولة ,والف اويل ,والف يولون ,واف ولت 

فاعلك ل ,وافاعلل ,فالفاعلة ,كالف ال  ,ف الكم ,لف لول ,المفت لات ,الف لاوة ,و ف للوا ,ف ليكما ,الف ولين ,والفت لل ,مف لت ,مف لتا ,في,و ف ولته ,الاف وا

لية ,ومف الا ,الف اليتان ,لتف لن ,متفاعلات ,ف لوانة ,والمتف لات ,فانفت لت ,يف ل  ,مف الين ,وف ليلة ,الف تل ,وافت لتهم ,و ف لتم ,وف لج  ,والف لج  ,لف و

,والمف لاة ,ف لاويها  ,وف التهم ,الف يللين ,فف لوها ,فوعلوا ,والفوي لان ,وف لو ,اليف ل ,وفت لل ,ف اليون ,ف ولت ,وف والا ,متف لتان ,و ف الة ,و ف يلة

,والف اليتان ,كالمف ول ,والمفوعل ,بف لتهم ,الاف الا ,ومف ولل  ,نفاعلكم ,وافي لل  ,وافي الل ,وف لوانه ,ف لوانا ,ف الاك ,الفت للتان ,وفت للة ,وف يال

له ,ومستف لة ,والتفي ل ,ف اليكما ,كافت ال ,والفاعيل ,ف يليل ,لف الا ,ومف يلة ,الف ليات ,الف ولوهو ,والمف ولل ,وليف ل ,وفوعلان ,ف اليت ,وبف لة ,ومفاع

له ,بالفي لة , في يلا ,وف اليله ,الف لاية ,ف لايون , فاعلج  , ف ليه ,والمف لن ,وفاعول  ,فت لله ,مف وللا ,ف لانكوهو ,لتف لهم ,لمفت لا ,والفوعل  ,وفياعي

ات ف له ,المتفي لون ,الفي لاني,فاعلاوات ,والفاعيلة ,ف اليك ,بالف يلية ,فت اللة ,فت الل ,و ف يلا ,في تلل ,واف تل ,واف تلجا ,ف اولة ,والف للتان ,وف يلوا ,فلي

,وف ليون ,لف ول   ,ف تله ,ف لاي ,وف يلاي , ف لهما ,وف ولوا ,و ف لجه ,والمتفاعلات , تفي ل ,لف لتها ,الفوعل  ,والفي يل ,لتف لت ,و ف لات ,المفي لة

 ل  ,الف لوى ,ف لاك ,وف لو   ,اف يلاله ,ف وليون ,مف ولين ,يف يله ,لفي ال ,وفي له ,ف لونا ,للف يلة ,الف لانين ,وف ليان ,ومف الة ,افاعيل ,لمف له ,والفي

,في ولا ,الف لانيات ,مفوعلة ,والمفوعلة ,وكالمف ولة ,كالمف ولة ,واف لاه ,وواف ليتاه ,ف ليجة ,وف لجية ,يافاعل ,يفي لون ,وف لجته ,وفتاعل ,المف ولون 

ونة ,الف الجة ,واف لجا ,الف يليا ,في لتك ,ف لتيها ,الف لو ان ,والف اولة ,وف لجة ,فاف لت ,والف ليان ,وافت الت ,اف يلا ا ,وفي ل  ,والف لوان  ,الفي ل  ,ف ل

لتمون  ,نتمف ل ,ونتف ل ,وف لتان ,لفت لل ,واف لانية ,والاف يلان ,ففت لة ,وفي اله ,الف لولان ,والف ولل  ,وافت لج  ,ليف ل  ,مف لية ,مف ليا ,بف يله , ف 

واله ,وف للوا ,بف لله ,والمتف لل ,المف للل ,ف للل  ,مف لللة ,لتف يلهم ,والف ويلة ,وف لانك ,افت لن ,والف يليات ,و فوعل ,المفي لان ,ومفي لانا ها ,ف 

,واليف لية  له ,فاعلتان ,لفاعلين ,وف يول ,والف اليجة ,الفوعلية ,فيفت له ,بف يلتهم ,لمف يل ,و ف الها ,مجف لين ,وف ليلته ,والمف ل  ,يفوعله ,ومف ل  ,لتف

بفواعله ,باستف اله ,استف لك ,للف ال  ,ف لو ه ,في لل ,وفاعلت  ,ليجف ل ,مف ل  ,الف يلتين ,ويجف لا ,في اللها ,اف لها ,بفواعلك ,ويتفي ل ,مف ولتين ,وافت لال ,

ولا ,واف للال ,الف لويل ,وف لللون ,والفت للل ,و ف للته ,لمفاعلتهم ,و تف ل ,فيف لونها ,مف ولتان ,وف للوها ,الفوعليل ,وف للين ,وف للاة ,ف لولان ,وف ل

 الين ,والف يلات ,افاعلوا ,لمتف لل ,واف لل  ,والف الل  ,واف لللت ,والف للولات ,مف للل ,الف لاللة ,لف لان  ,وفياعلة ,ف ييل ,و مف ل ,استف الك ,ليفاعل ,بف

 و ل ,بف يلته ,يف لونك ,وفاعلجاهم ,للف يل  ,وف لا هم ,ف لاوة ,ف لاو ,ف لاوون ,والف يلون ,ف لتيه ,ومفوعل ,بمفاعلة ,الف تل  ,الف ا لة ,والمف و ل ,مف

 لللل ,لف لال ,وف لتج  ,ف الو ,فاعلو ,مف لانة ,لتف الة ,ويتف لها ,فافت لته ,والفاعولل ,وكف يلة ,كف اله ,الفوعلال ,لف الل ,ومف للها ,ف للوهم ,و ف للجا ,والف

والتف ييل ,وافاعول اليه ,وف لجت ,ف وللا ,الفي وال ,بمجف ل ,وف يلان ,وف التان ,لبف لة ,والف الاة ,فالمف له ,و ف ل  ,المتف لات ,يف لجكم ,لاف لجك ,,الف 
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له ,وف لوله ,والف للانة ,لف للل ,الف للال ,واليجف ل ,افت لتها ,اف لانية ,وف لتيه ,وف التيه ,ومفاعلك ,الف لجون ,ف لجين ,و ف لله ,واف لليت ,بف اليله ,وبف لا

,وف للول ,الفي الون  ,الف لاللان ,يف للل , فوعل ,و في لت ,فاعليكون ,اليف لة ,وفاعلوهم ,نستف ل ,ف ياله ,والمف لة كون ,وافت لتجا ,ففاعلون ,ولافت اله

الة ,يف لت ,والتف لت ,اف لة ,الاف لين ,وف يلين ,لتفاعلها , فت لان , فت لها ,يفت لونها ,الفوعل  ,لف يال ,ف يلكم ,الف يللية ,بمفي ل ,الاف لة ,ف ولهن ,والفي 

 اله ,واافاعلة ,افت للجا ,المفت لل ,الفت للة ,الفي لية ,كفاعلة ,واليفاعل ,ف الليون ,بف اللة ,وف وللة ,لفوعلة ,الف الن ,افت لله ,الف يلتان ,كف ل  ,وافت للت ,لافت

,و في لة ,باف له  ة ,بافت لل ,اف يل  ,والف ويل ,مفي لا ,مفي لون ,مف لك ,ف ليلته ,اف للاة ,المف لل  ,واف للاه ,الف اله ,بفوعله ,وبفاعله ,ففاعلوا,والف الان

عالة ,الف اليجة ,واستف لجاه ,متف للة ,الفاعل  ,والف يللان ,كاف ال , ف لين ,ف يالة ,واف اللت ,ف يلاك ,الفاعول  ,فف لوه ,مف تل ,لف لا ها ,واف اله ,والفو

,ف لاية ,والمف للية ,بالف ليل ,وف لل  ,الفوعيلة ,يتف ل  ,باف ال  ,مستف له ,لف لانها ,الفت لل ,وف الان ,بالتف ل  , ف لتا , ف لية ,لفي ل  ,لفوعلان  ,لف يلهم 

,بف يلتها ,والفاعالات ,الف ليا ,وبالف يل ,والمف ولون ,مفاعلين , ف اله ,وانف لجا ,فف لل  ,لفاعلان ,ويف يل ,التف الة ,لاف لة ,واليف ولة ,اف لليت ,افت لتهم

الاهما ,الف ليين ,والتف يلة ,والتف لوت , ف لوت ,بف التين ,ويتف لون ,والفوعلية ,بافت ليلة ,وفوعال ,اف وللوا ,فتف ل  ,ماف لة ,الجف يل ,كف لولة ,لف يل  ,وف 

اعلج  لتة ,ف يلتة ,لمف لا ,يتف لج  ,للف لول ,ف لولاه ,سيف لون ,ف يلت  ,فف للان  ,الف ا يل ,والافاعل ,بف الات ,فافت لوه ,فتف لهم ,وف,كالفاعلية ,وف 

عليات ,الفاعليات ,الافاعل ,الاف ل ,فيتف ل ,يتف لتون ,وبالمف للة ,وف لالا ,الف ليللة ,الف يليات ,الفوعلان ,الاف يلل ,وافاعلا ,ف اليا ها ,الافاعيل ,والفا

علة ,الاف لان ,الافاعلة ,والف للال ,وافوعل ,افوعلالا ,فاعلوك ,وف لتج  ,ف لوان  ,الفياعول ,فاعيال ,في الها ,مفاعلت  ,في ولة ,بف اليلها ,وبمف ل ,والافا

للا ,بمف لل ,ولاف لوله ,الف وللان ,ف وللان ,وف وللان ,وف يللان ,لمفاعلتها ,فيف لله ,ف لياوان ,وف لياوين ,ف لياوى ,ف لياواى ,ف ليين ,ف للات ,واف 

 ول ,والافاعيل ,بالف للول ,بتف يلك ,وبلف لل ,والف للين ,ف لللاة ,فالفياعل ,مف لن ,وف الل  ,ف لوانات ,ف للانا ,ف للتين ,وف ولل ,ومتفاعل ,بالفواعيل ,الاف

هما ,بف يول ,الف يللة ,الف يللان ,وف تال ,افاعلال ,واف لالا ,كمستف ل ,اف ل  ,بالفوعلة ,مف لكم ,وفوعلا ,وف يليل , فت لج  ,مف ولها ,بالف ولل ,ف لت

لف لول ,وف لوهم ,وبف ل  ,بمف لجا ,فاف ل  ,الفت للان , ف لون  ,الف لت ,فف لتها ,نف ال ,وف للية , فاعلتم ,ونف له ,ف اليلا ,ف يالا ,وف يالة , ف الها ,كا

,ا ف لالا يا ,الف الك ,الف لوك ,وف الك ,والمف ولات ,فاعلوه ,والاف ول ,اف يلا ,الف اويلات ,الف للالة ,ومف لته ,وفاعلتج  ,بف لت  ,وا ف ل ,فوعل

ا ,ف ا ,يتفاعلن ,الف اليا ,ويتف تل ,والا ف لال ,فاعليه ,نفت ل ,بالتف ال ,والاف يلل ,وف اليا ,الف للتين ,مف التان ,بتف لو ها ,الف اة ,فوع  ,ف وت ,وف يته ,ف ي

 فاعلن ,ف لجية ,ف لجيه ,ف و ل ,ا ف لل ,متف لات ,ف لجتها ,مف لجا ,ف ليانة ,ونستف لا ,افت التها ,و فاعيله ,واستف الك ,انف الهم ,فالفاعول ,فت ليله , ف لجيهم ,

ف ولاه ,يف لته ,فف لوهم ,وف لتهما ,فف لجاه ,يستف لك ,يف لونهم ,ف الهما ,ف لتاه ,بف لا ,اف الها ,الفواعلا ,لف لت ,فف ليته ,كالف يله ,و ف لا ,ومفاعلون ,وا

ت ,يستف لان ,وف اليه ,بمف اليه ,فمفاعل ,و فاعلوه ,وفواعلة ,فمتف ل ,ف يالها ,فاعلتيه ,ف الا هم ,يتفاعله ,الف اولة ,ف اوله ,فاستف لج  ,كف لات ,مف الا

   ل ,الفاعليجا ,واستف لتك ,بف ليها ,ونفت ل ,بف لتك ,ف الهن ,يستف لن ,لتتفاعل ,وواف لاه ,فف ل  ,واف لا ,فيفاعل ,لجف لجه ,وفي ول,المف لتين ,ف يلاي ,فجف

واعلهما ,ويفاعلهم ه ,ف,وفياعيل  ,فياعيلك ,يتف لان ,يفت لن ,بف يلها ,وفوعلوا ,ف يليه ,مف لتها ,ف لتموه ,ومفت لهم ,مستف لو ,بمفاعلكم ,ومفاعلكم ,فاعلا

,فاعلتيها ,افت لوه ,فمف لة  ,واستف لجا ,والجف لت , فاعلاه ,بفواعيلها ,بفي الها ,ويفاعلج  , فاعلتا ,ف لا ك ,ومفاعلها ,فتفاعل ,بفي لانته ,فياعيله ,وفواعلهم

بفواعلها ,بالف يله ,في ول  ,مف الهم ,والف لك ,وف لتين ,لف اوله ,بمف ولة ,و فاعلاه ,يفاعلن ,ففاعلت , ستف لون ,ويف لونهم ,في التيه ,في الات ,بفاعلته ,

لفوعله ,ويفاعيله ,فاف له ,بالفوعال ,فالمف لة ,فتفاعلاه ,وبمفاعلهم ,اف اليل ,ليستف ل ,وفوعلية ,واستف لك ,يف لله ,وف ولهم ,يفاعلج  ,بمستف لين ,ا

لج  ,فواعل  ,فافت لجاه ,ف لال  ,ومف ولوهو ,فاعلية , فاعلون ,ومفاعلات ,وبف ول ,نتفاعل ,بالفوعل ,ف لاوين ,واف لن ,مف لجة ,ومف ولتها ,وف يلهما ,افت 

م ,وف ولات ,بف الاها ,و فاعلون  ,لبالمف ال ,ف لتاهما ,وف لتاه ,بف ولا ,للف اله ,مف لانه ,بمفاعلهم ,والمف لتين ,وافاعله ,المف لانية ,وف الجة ,لف له

لان نه ,وف التا ه ,ف لولك ,وف ليها ,فتفاعلوه ,الفاعليه , ف يلا ه ,بمف ولين ,وفوعلته ,وف يلتها , تفاعلان ,يتف لهم ,ويتفاعلون ,ولف ,ف الياها , ف لو

 ل  ,ومتفاعلة ,فوعلها فت,ومتفي ل ,فواعلكم ,وافت للج  ,كفاعلته ,وف لا ه ,وفاعلوها ,ف لاكما ,ومف الها ,والفاعلتين ,فف لتج  ,مف ليه ,فتف لا ,فاعلون  ,وم

ت ل ,وفوي ل  ,وف لت  ,ومف لتهم ,وف يلت  ,لف لتهم ,وف اليها ,في اله ,في ال  ,فياعيل  ,فاستف له ,يف لكم ,فاستف لت ,وف يلتان , ف يلجا , فاعيلهم ,فليف

فت لك ,وافت لتك ,يفت لج  ,يفت لهم ,في لين ,ومفاعيله ,لفاعله ,وفاعلاه ,وفاعلك ,كالمف ل  ,بفياعيله ,ومستف لا ,بف لا ها ,فاعلا ه ,لاستف ال ,بف اليل ,وم

لمفاعل ,وف ولتك ,ومف لت  ,ف ولان ,فواعلك ,فتف يل ,و فاعلجاه ,مفاعلجا ,وف لا ها ,بمف لتيه ,بمف لته ,استف لتها ,لمتفاعل ,فاستف لا ,ففاعلتهم ,ومتف له ,كا

م , ستف لان ,فافت لهم , ف لتجا ,ويفت لجه ,ويتف لجه ,وبف اله ,ف التين ,ف التا ,نف لهما ,يتفاعلك ,الف اليت ,وف لانيهم ,ف لتهن ,ف لا كم ,ومتف لا ه ,مف لتك

 اللتهم ,مفاعلهن ,مفت لك ,المفاعلية ,يتف لونه ,و ف لهما ,متف لين ,والف ولات ,ف لتموها ,ولف لك ,بف لكما ,ويف لة ,اليف لات ,ف لهية ,ومف لهم ,مف وللة ,وف

ت اللوا ,والف لتين ,فوعال ومتف لك ,كالفياعل ,و فاعلج  ,ف لاهما ,فف لجاهما ,فاعللها ,ف لجاهن ,وف اليلهم ,فت للوا ,فاعتلله ,ف لا   ,بف للها ,استف الهم ,ف,

ف ليه ,وف لانون ,ف ولا ها ,ويفت لهم ,وفاعلهما ,كالف يلة ,ومف لتها ,ويف لن ,ومف اله ,بف ال  ,بفي ول ,وف يليلة ,اليف لية ,والتف لية ,التف لية ,بتفاعل ,وم

ف لا ,ومتفاعلا ,فوعولا , فاعيلها ,لمجف ل ,وبمف ولة ,مجف له ,متف لون ,وبالمفاعل ,بالف ولاة ,لمفاعل ,لاستف لت ,والف ا يل , فوعلا ,بف اليه ,ستف له ,ومت

لل ,مف لهن ,ومفاعلهن ,ويفاعله ,بمف ليها ,وافوعلة ,افاعل ,ويف ل  ,بمف ليه ,لف الها ,لمفاعلته ,وبف لات ,التف لات ,واف لة ,بالفوعل  ,ففاعلته ,وفيت 

ها ,فاعولها ,فبالف ال ,افت الهن ,و ف وله ,فاعتلالها ,نتف له ,ونفت له ,ف تال ,الفت الل ,لجف لن ,ف لجاك ,فت للات ,وفت للها ,بالف له ,ف ليتان ,ف اليجه ,ويفت لون

ه ,يفاعلجا لونه ,يفاعيلها ,اليف ل  ,استف لتهم ,فاعليها ,المفاعله ,يف لو ,للافت ال ,وفواعلها ,المف لان ,افت الجا ,الفوعول ,بمفت ال , ف لج,واستف لوه ,يستف 

مستف لين ,فاستف لها ,وبفواعل ,واستف لوهم , فت لانه ,التفاعلية ,واستف لتها ,ولافت لت ,فافت لج  ,بفاعلت  ,فوي لة ,اففت له ,يالف لة ,وف لتم ,وبف لين ,ال

ل ,الفاعللان ,افت لاى ,يستف لها ,وسا ف له ,ومفاعلتك ,و فاعلوها ,والمفاعلون ,واستف لا ,لبف له ,لمستف ل ,مف ولك ,فافت لان  ,ف لجاكم ,الفاعلو

للت ,والجف لة ,استف لوها ,ف لاهم ,وف لاهم ,كتفاعيل ,الفي ولا ,الف للانية ,ويالف لة ,ونف لل ,ف للتج  ,الف لالل ,كافت ل ,فف ال ,لانف الها ,وف لان  ,اف ا

  ,فلتف ل ,فياعلها ,ف اللته ,ففي لا ,فاعولته ,ف لاويون ,واف يلالا ,اف يلال ,الف تلة ,الجفاعل ,ليفت لن ,لف للا ,ف للك ,كف لل ,والمف للة ,فاستف ل  ,وف للان

ف يلا ,فيف لان ,لتف لون ,وبف يل ,فف يلها ,الفوعالة ,ف يليها ,كف الل ,فف للوا ,والفاعليل ,في لانيا ,كالمف لل ,والف ليلان ,وليف لن ,كمفاعل ,الف لوكة ,فت

لة ل ,اسف ل ,ف ليجان ,ف ا ,واستف اله ,ف لهن ,والتف يلا ,ف ليلها ,ف لالكم ,ليستف لها ,ويستف لون ,ف لانكم ,نف لهم ,فاف ال ,اليتف ل ,لفاعول ,والف تل ,بيف 

 ف لجهم ,ف لتموهم ,فاعولك ,بفاعول  ,ف ويل ,بالفي ول ,مف لوها ,وف اليهم ,كالف لال ,باليف ل  ,وف يللات ,ففاعيل ,الف لو ين ,بالف لوة ,والف لولان ,

,مف لتين ,مفاعيلها ,بالف الين ,لف ولها  ,افاعلتم ,كالف اله ,ف الل  ,ف الليان ,يفاعلجهن ,بتفاعلهم ,فوعلين ,كالف للة ,افت لهن ,بف ولة ,وف لجانة ,اليجف ل

الف اللية ,وف الهما ,لف اليل ,وللفاعول ,فالمتف ل ,الف التان ,والفاعولية , فاعيل  , فاعيله ,ف لواي ,للف لية ,وفي لية ,بف لوله ,وبف اليله ,بف ليله ,ف للال ,

,المفت لون ,مفت لها ,لافت الهم ,انف الها ,بفواعيل ,الفواعلات ,المجف يل ,وف اللتان  ,ومف لتك ,الف لال  ,ففاعلج  ,ف للوه ,اف لهم ,فتف لوها ,نتفاعله

ف لا ,الف لليات ,ف للتا , ف ليجا ,بالمجف يل ,والف الا ,فتف للت ,بف للا ها ,بالف اله , فاعلك ,يتفاعلوا ,الف يالة ,يتفاعلونه ,والف يلانة ,ومف ولات ,بف لانها ,ان

ليفاعل ال ,لاف يلاله ,فف لك ,فف لهما ,وفوي لا ,ليف لوه ,ف ولتها ,وانف لتا ,وفواعلهما ,ف للولا ,وبف لانه ,بلف ل ,الفي الل , ف لوهم ,ا,فتف لج  ,وللف 

ليلهم ,الف الت ,وفاعلو ,اليف ليين ,واليف ليين ,ف لويه ,يفاعلا ,لف لل ,ف ولل  ,والف ولل  ,الف ولل  ,فوعلت  ,وفاعولهما ,بفي لة ,بفي ال ,ويف لكم ,بف ا

لات ,بف الان ,بافت اله ,نفاعل ,بف لتكم ,ف وليين ,فالمفت ل ,بالف لاة ,لاف لال ,كف الته ,ف اللهم ,يجف لوا ,بف لكم ,ف لوهن ,فتف للوا ,ف ليانات ,يفاعلوا ,فالف 

 لجة ,فيف لن ,فف للت ,الف للول  ,والف للول ,ف للول ,الف اليك ,كف ل  ,ف يلتهم ,ف للت  ,وف للتيه ,بالمف ولة ,ف يليته ,ولجف لجه ,يف لونا ,بف لالة ,ومف لن ,ومف

 ولن ,فوعلان ,وافت لاه ,فوعلتها ,وفي الا ,المفوعل ,يف لجها ,متفاعلجا ,ففوعل ,والمف للا ,فيف لهم ,ولف له ,والف يلا ,وفياعيلك ,فف ل  ,ف لتة ,وف ولن ,ف

لف ل  ,ف يلال ,ليف لكم ,ولتف لكم ,ولجف لكم ,لجف لكم ,ويف لونا ,بفوعالة ,وفي لته ,كف لتها ,فوي لين ,نف ول ,ليف لها ,يفاعلهن ,ف لتاها ,المفاعيلا ,ليف لك ,فا

لها ,كالافت ال ها ,فف و,كالف الات ,يجف لان ,للف يلات ,الف يلون ,بالف يلات ,الف لللا ,بفاعل  ,والفي لولة ,يفت لونه ,كف لها ,واف للل , ستف ل  ,بفي لان

المف لين ,وبالمف لين ,بفوعلة ,باف لال , ف لاك , ف لان  ,فف ليل ,انف لن ,والف لوانية ,ف لوانتك ,الف لوانة ,ف الان  ,يفت لكم ,وف اليلها ,الف اليان ,نفوعل ,ب

,فالف للة ,كالمفاعيل ,ف للاه ,والف لالل ,و ف لون ,ف يلاوان ,و ف لوها ,الفي لل  , فت لجا ,ويفت لوها , فت لوا ,ليفاعلن ,المستف لون ,ولف ول ,فاعلتين 

 لين ,ويف لهما ,وف يلن ,بف الك ,كالمفت ل ,يفت لونا ,يفت لوه ,ف لليلات ,فتفي ل ,لف لليل ,فاعال  ,وف اويل ,مجف لان ,وانف اله ,الف ولانة ,الف لللل ,للف
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مف الا ,ف تلة ,ف لايه ,لف للوا ,فوعول ,كفاعله ,و فاعلتها ,وافاعلتها ,فوعللات ,فف لتان ,كف لله ,فف للوها ,ف يلجا ,يف ليه ,ويف لياه ,و فاعلك ,سجستف لهم ,ال

وكمف ل ,كاف له ,للف ولية ,بالف الل ,يف يلا ,فمف الا ,الفوعلين ,ليفاعله ,والف للون ,يف لونهن ,كالفواعل ,وبالف ليا ,والف ليا ,بتف ول ,بالتف ول ,ومفي ل ,

ون ,كالف ل  ,الف لاوان لتف لة ,المف الة ,ف يلتيها ,ويف لات ,لمف لان ,كالتف يلة ,ف الا جا ,ف الجا ,ف ولتهم ,فيف لوك ,فف ول ,فمف ول ,والف لو   ,ف لاني,ل

ف ل  ,فف يلان ,وف اليتان ,ويفاعيل ,باليفاعيل ,الف ليلا ,و ف يلهم ,وفاعليه ,والفيوعل ,للمف ل  ,ممف ل ,الجف ل ,بجف ل ,لتف يل ,فف الته ,وفوي لة ,كف يلة ,الت

ن ,بفي لان ,ومفوعلة ,المفوعلة ,للف يلتين ,اف لون ,افت لجها ,والمفاعلا ,فف اله ,وللف الة ,فتفت له ,بمف الة ,المتفاعلة ,وفاعولها ,بالفاعولة ,فاعليين ,فاعليتي

ف لن ,المف لوها ,بتف لها ,اف للانا ,والاف للان ,مف للين ,فاف للوا ,والف لجية ,وف الاها ,للف ل  ,فف الا ,والممف ل ,فممف ل ,الممف ل ,ف لكما ,ف يلا ه ,فال

ف للها ,لتف للجها ,لتف للت , ف لت  ,والمف لان  ,بفوعلا ,ف لياوون ,ف لياوي ,ف لياواي ,واف للتا ,بف ولله ,كاف ل ,ويف لوها ,ف الا ها ,و ف لتا ,الفي ليين ,ف

,الف ليتين ,الف ليتا ,بف الل , ف لجاه ,يف للك ,ليف لونك ,فوعل  ,ويف لجا ,و تفاعل , ف لوه ,ف ليجا ,وف لتاها ,وف الياها ,وبف ولته ,في لولا ,ف ليتين  ,بف التهم

ته ,والف الل  ,وف لولها ,ومف للا ,بتف يله ,بالف يليات ,وف لولته ,والاف لل ,ويتف له ,التف يلات ,كالتف يلات ,والمف يول ,فاعلتم ,الف لالا ,فاعليج  ,افت لل

فاعلين ,افت للون  ,والف للل  ,اف للاه ,لف ليك ,ففواعله ,افتي ل ,وافت للها ,فاعليا ,كالف لوت ,الف لولا ,وف ليتها ,وافت لن ,كيف لون ,مفت يل ,المفي لون ,والم

علن ,وف الاه ,الف لالون ,الف لانا ,فف اول ,المف لتان , ف لتك ,بفوعال ,والف للا ,ولفاعل ,الف لكة ,بالفاعليين ,بالف لل  ,وفاعالات ,وفاعال ,ف لال  ,فا

ت للون ,في ليا ,بالف للية ,ف اللات ,فاف لون  ,و ف ولت ,فالمف ولات ,مف لاه ,فوعلاه ,ف اويله ,ف اويلات ,ف للالا ,اف لللت ,ف ويلا ,للتفاعيل ,الف لالول ,يف

ا ,فاف ليها ,ومستف لات ,مفاعلان ,فتتف ل ,ومف ولهما ,يستف لج  ,فاعلاك ,ليف لون ,واف ليها ,فالافت ال ,واليف لان ,ففاعلهم ,مفاعلون,ف لليه ,ومتف لين 

ت ل ,فاعلتاها ,بف الكا ,سيف,الفوي ل ,الف يللا ,وف ليله ,الفي يل ,ف ولجا ,ف ليل  ,يستف لونج  ,ويستف لونها ,ف لول  ,بف يلتين ,بالمتف ل ,فافت لن ,مفاعلتكم 

ل ,ف تلا ,وف لا ة ,الف ليول ,فف لتا ,بالمف له ,الفي ولان ,فاعلللل , ف لتم ,فياعول ,بالفياعيل ,والمفي لة ,اف يلانا ,والمفت لات ,المتفاعلات ,بمتفاعله ,ف تي

,المف ليجا ,كالف ل  ,فف لول ,المفت لان ,بف ليجا ,ف لكا ,فيف لونه ,افت لك  ,للف لتين ,وافاعلوا ,بمف لكم ,سيف له ,ف الليا , ف لتج  ,اف للا , ف ليها ,بف يلات

,اف لللا ,بالفي لان  ,فالفي ل  ,وف لون  ,وبف يلته ,مف ولا ه ,في لها ,كالتف ال ,بالمف ل  ,بالتف لل , ف للن ,الف ليك ,الفي لين ,لانف الهما ,ليفت لجكم ,مف للله

 ن ,بالفياعلة ,بالف لل  ,ولافت ال ,نف لا ,بتف ل ,الف لليون ,ف يتلوها ,بف الل  ,الفياعلا ,لفي لانه ,كف للة ,بالمف للة ,فاف لجا,فاعلاهم ,والف للل  ,ف لللا

 للوا ,الفى لة ,والف اة ,واف ,وف لليلة ,ف للايه , ف يلت ,بالفي لان ,لف لجا ,سيف لها ,يستف له ,بف يلتكم ,بالف يلين , في يل ,فتي يل ,نفي يل ,فوعالات ,ف يليا

الفاعلة ,يتفاعلونها ,فوع  ,وف وي ,ف وي ,ف لانيجا ,ف لانيا ,متف ليجا ,وف لكم ,فافت لا ,لف ولتهما ,كالتف يل ,و ف للها ,كيفاعيل ,بيف ول ,واف لوها ,ك

,ومف ول  ,فيفت لان ,وبف ال  ,ف وليتهم , ستف لج  ,لف ال  ,يفاعلونهم ,ففاعلتم ,فوعلتم ,ف لاواه ,الف للو ات ,وف للوه ,ف لانان ,فيف لوا ,الفوعلان  

فاعول ,سجف ل ,لتف لوه ,للمف لل ,وف التاها ,ومف ولك ,ومف لللا ,وف ولان ,بف التها ,المستف لات ,ف وللانة ,وف يللانة ,فف الل ,والف وللة ,والف والة ,كال

,فوعالج  ,ف الوك ,فف لون ,فالف لون ,مفت لهم ,باليف ول ,ف ليتة ,كف ليت ,وف لجيا ها ,الف لجاة ,وف لتموهم ,والفي الية ,وفوعلانة ,وفي لانة ,وفي لان  

لله ,يتف لكم ,ف ولين ,المفاعل  ,مفاعليان ,لبف ل ,بف يل  ,والف يللتان ,بف لويه ,الف لويهان ,والف لويهون ,ف للهما , ف لونجا ,ليف لون  ,والف ولن , ف 

لته  يلاله ,واف لوه ,والمتف ول ,فالف يلان ,الف ولاوات ,استف لوهم ,وللف لة ,وف ولاه ,وف للولات ,الف للولا ,اليف ولة ,يف ولها ,لمف ,والمف لانيات ,واف

ف للانه ,وفي لول ,اف لات , ,المفت لين ,وافت لتج  ,بف اليها ,لف لجج  ,مجف لها ,ف التجا ,فوعلك ,كتف يله ,فاعلتهما ,كالف لين ,والف لويل ,فافت لون ,ف يلتهما

ا ,ومفي لانها ,مفي لانات ,فف لجها ,بف اليهما ,والف يللة ,استف اله ,والف اللا ,الفي ولة ,وكف ل  ,لفياعل ,الف لتن ,فاعلا ها ,في ليت  ,فالف لان ,ومفي لان

ستف ال ,ليف لن ,ويتمف لون ,المف وللة ,بالف الية ,بيفت ل ,فمف لات ,ف ليكم ,المف لت ,اف وللت ,مف ولليجا ,ف اللك ,يف لليج  ,فالمف ال ,والتف لول ,بالا

لا ,في لتهم ,وفي لا هم , تف له ,ف الليها ,فالف لية ,بالمجف ل ,وف ولت  ,وف الله ,الف الىل ,وف اللية ,وف للهم ,فف للتها ,وف الا ه ,الف يليين ,فالمفاعلا ,وف وي

,ونف لة ,ونف ال ,الفي ولل ,فاعللوا ,وف للتم ,ف لالية ,في لله ,والف لولا ,ف للالين ,الف للالان ,في للها ,فت تلله ,كفاعول  ,في يال , تف لون ,فاعتللهم ,لمجف لة

الفياعل ,مفاعيلن ,امف لل ,ب,الفاعولية ,ليفت له ,بالفاعلية ,ف لجات ,والف تال ,ولجف لا ,ف ىيل , ف ىلا ,ف لتلت ,الفاعولا ,ما ف ل ,المتفي ل ,فتت لل ,كتفي ل 

لهم ,فالف ليات ,مفاعلكم ,وفاعلانن ,فاعليان ,وف لاك ,في للون ,كالف يلا ,كالف ىلا ,ليتف لوا ,والمستف لة ,والفاعلان  ,ف الا   ,فف للان  ,ف لانيتان ,بف ي

لاك ,ولتف لجه ,والف يلاة ,وكالف ل , ف لكم ,المف للين ,ومفت لين ,والف ولاة ,الف ولاة ,وف ولك ,للمتفاعل ,ف لانين ,اف وله ,و ف للهما ,الاف للل ,لاف لل ,وف ي

 للا ه ,فاف لوهم ,كاف للت ,وف لتكه ,وافت لتكه ,بالمف ل  ,سيف لك ,كفواعل ,بانف ال ,فيف لوها ,ف اليلك ,فتتفاعل ,وافت لجاك ,مف لا هم ,مف لا ه ,وف اللها ,ف

لمف لل ,والف للانية ,الف ول  ,والانف لال , فت لون ,بف لللة ,وف الل  ,فالمف لات ,يستف لا ,بف اللجا ,بف ولك ,فف يله ,اف للها ,فيفاعلونهم ,يفت لجه ,فمفاعله ,با

 لا ا ها ,والف تلان ,اف,كف يله ,في وال ,الف لالية ,ف لليلته ,واليف يلة ,ف للو ,استف لها ,ففاعلوهم ,فيف لوه , ف لجها ,ليف لاك ,بف لت ,بافت لت ,لتف يل

له ,والمف الا ,ف يلتيه ,فف اليل ,فافت لوهم ,وبالمف ل ,وف الون ,لف يلكم ,ف للهم ,لجف ل ,لف لونا ,ف يلللة ,ف يلللاة ,وف يلللاة ,ف ولهما ,بف يال ,في ولية ,لا ف 

ل ,ويف لول  ,لفواعل ,الف اليلا ,واف لال , فت لج  ,فت ليل ,والمفاعله ,بالف يول ,ف اليتهم ,فتفاعله ,كافت لال ,و ف الت  ,افت يل ,فت للجا ,ويف ليل ,ويف لو

ف لت , فاعليجا ,الفت للل ,و ف لهن ,كتف الة ,افي لل ,افتوعيل ,ف لتياه ,فاستف لجا ,لفاعتلال ,بف للتيه ,افت للة ,واف يلانها ,وفت له ,يف لوها ,بف اليهم ,ك

وهن ,واستف لتم ,ويستف لن ,فاستف لتم ,فتف لجا ,وبالف لة ,بتف يلهم ,فيف لهما ,فت اللا ,فا ف لت ,ا ف لت ,الف لللال ,فاعولجا ,الف وليين ,والف يلاوان ,وف ل

,يسفت ل ,افت الهم ,والفاعلول ,افت لون  ,وللف لات ,فاف لها ,بف يلين ,ف يليج  ,فالفواعلا ,و فت له ,بمفاعلته ,الايف لان ,سيف ل ,فاعلجاكم ,لمف ليه 

,فتفاعلوها  ,فاعلكم ,اف لونا ,افت لونا ,ففاعلة ,وف يلهم ,ف ولتجا ,ف يلجك ,فليفاعلها ,يف ليون ,وسف ل ,يسف ل ,سف ل ,سف لا ,كتفاعل ,فليتفاعل,المتفاعلين 

علاوات ,ليف ال ,افت لوها , فاعلوها ,الف اليون ,فاعلتج  , فاعلة ,و ف لان ,لاستف الهم ,والاف يال ,اف يال ,ف ايلات ,وف ايلات ,ويفاعلات ,فف ايل ,يفا

افت ال  ,كالفي لان ,الفاعليل ,ويف ولة ,مستف لان ,يف لجك ,فتفاعلته ,لف لكم ,فياعلهم ,لتفت لجها ,افت لتم ,بف التك ,واف لاها ,فيستف ل , فت لونها ,لتفت لون ,و

ف لاها ,مف لونه ,فتف لتج  ,فف لوهما ,ومف ولته ,ف لالانة ,متف ل  ,ف الكا ,فاعليلة , ف يلا هم , ف يلات ,بالتف يلات ,ونفاعل ,فوعلون ,ف يلهن ,والاف لة ,و

لون ,فافت لوها ,فتف لون  ,بالف الك ,وف لك  ,الف لوان  ,بف لانهم ,فاعلا   ,التمف ل ,لتفت ل ,وفواعلات ,للف لل ,فاعلجاها ,فلتف له ,لمف لهم ,وفي لها , ف ل

,وف للجان ,الفواعليين ,ومفي لا ,بالمفي لات ,ففي لوا ,في لوا ,ف ايلهم ,ف ايلكم ,الف ايل , تف لوا ,وليف لجهم ,ف لالان  ,الفي الان  ,ف لانن ,ف للن ,ف لىها

لوك ,اف لكما ,اف  ,فاعلوهن ,ف لاكم , فاعلوهن ,ياف ل  ,فستف ل ,لمف ولون ,ف ولتهن ,لف ولتهن ,لمف لين ,بفاعليه ,لتف لوا ,ولتف لوا ,وليف لوا ,اف لك

,ياف ال ,ليفاعلوكم  ,اف لوهم ,اف لتج  ,اف لتم ,فاف لج  ,لاف لتم ,لاف لوك ,لاف لجاكم ,نف لكم ,واف لتهم ,واف لك ,واف لون ,يف لوكم ,مف ليهم ,لفاعلوا

وف ولهما ,و فاعلون , ف لونهما ,وسيف ل ,يفاعلونك ,كالمف لين ,فف لجاهن ,لف لجاه ,لجف لها ,وف لجاكم ,ولجف لك ,ولجف له ,ونف لهم ,ليف لجكم ,وسيف لها ,

يف لون ,فالفاعلات ,ولجف ل ,فاف لهم ,واف لهم ,ففاعلجاها ,و ف لونه ,يفاعلكم ,ياف لة ,ياف لتجا ,ياف لت  ,فسيف لهم ,لجف لجهم ,واف لوهم ,لمف لون ,يف لوك ,وس

 لا ,يف لاكم ,يف لجكما ,ف لكن , فاعلوهم ,ف لتمون  ,لافت لتم ,ليستف لجهم ,ويستف لكم ,فتف لوه ,لجف لجكم ,لتف لجا ,و ستف لوا ,و ستف لون ,ولجف لجهم ,ويستف

  ,لف ولجا ,وليتف ل ,بف الكم ,بف لهن ,ف لجاهما ,والمجف لة ,سجف لهم ,سيف لهم ,ليف لجهم ,ونف لكم ,ستف لونهن ,فستف لون ,فللف ل ,كف لكم ,لتف لة ,لف ل

,بف ولكم ,بف ولجا ,بف ولهم ,نف لن ,ويف لا , ف لونها ,فف لجاك ,يتفاعلا ,لف لجاك ,اف لهما ,بالف لن ,بف لتجا ,للف لن , ف لانه  ,ونف لك ,فبف ل ,فكف ل ,فلف ل

لهم ,ويفاعلون ,ف الي ,بف لجا ,بف الا   ,مف لوا ,وبالف ول ,وبف وله ,وبف ول  ,ولجف لن ,ولف وله ,لتف لوها ,وف الكم ,فاف لون ,لبف يل ,ليف لجه ,بف لهما

ة ,لف التجا ,بفاعلكم ,بفاعلهم ,مفت يلا ,ولجف لجكم ,مفت للون ,يافاعل  ,ولتف لن ,يف لونكم ,والمف لين ,فياعيلهم ,للفياعيل ,للفي ال ,بف الا هم ,ف التهما ,فف ال

ف لتم ,ف لتموهن ,فف لوهن ,ومف لك ,ليف لهم ,لف الجا ,لف اله ,والف يلين ,والمتف لين ,بمف ل  ,ليف لجها ,استف لون  ,فيفاعله ,مستف لون ,والمستف لين ,ان

وفاعلوهن ,وف يلتكم ,ياف ال  , ستف لوه ,ويستف لونك ,يستف لونك ,ولف ال ,فتف لونها ,فلف لتهم ,لتفاعلوا ,ولتف لجهم ,افت لوكم ,افت لتموهم ,يفت لوكم ,

ستف ل  ,ويستف لوا ,ويستف لونه ,ستف لون ,لف الين ,لجف لهم ,فف يلا ,لف يلا ,لف لتا ,لف لتم ,لمف ولا ,يامف ل , ف لونهن ,فيتف لون ,واستف لكم ,فاستف لوه ,وا

جف لوا ,ف ولكما ,لمجف لون , فاعلونهم ,فلفاعلوكم ,فليفاعل ,فاعلوكم ,يفاعلوكم ,يفاعلونكم ,فاف ليه ,ليف لونا ,افت لتموها ,وليفت لوا ,بمف لهم ,فتجف لوا ,في

لا ه ,وفي للوا م ,متف لكم ,مجف لون ,و ف لك ,وف ولهن ,يجف لون ,بف يل  ,للمتف لين ,فف لكم ,فف لتموه ,فتف لون ,وبف لهم ,وللفاعلين ,بف لا ه ,لف ,لف ولك

ه ,فسيف لونها ,يستف لوه ,فاف لوهن,وليتف لوا ,ويتف لوا ,فافت لوهن ,لف لجاهم ,ويف لونكم ,و فاعلتم ,ولتفاعلتم ,يفاعلجك ,استف لوكم ,لافت ل ,وبف لت ,فلف ل . 
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 ملخص البحث:

ثععععععل  مإن  اسععععععتخراج ال ععععععاور عمليععععععة أساسععععععية مهمععععععة فعععععع  غالبيععععععة  طبي ععععععات اللغععععععة ال ربيععععععة، 

الجصعععععععععوص، وأنظمعععععععععة  و صعععععععععجيفالجصعععععععععوص،  و ,ليعععععععععلأنظمعععععععععة اسعععععععععترهاع الم لومعععععععععات، 

، و لخععععععععيص والتععععععععدقيق الإملائعععععععع ، رسععععععععهالإهابععععععععة عععععععععن الأسععععععععهلة، وضععععععععغ  البيانععععععععات، والفه

ن الجصعععععوص، والترهمعععععة األيعععععةي وإن أي ضععععع ف  فعععععع  اسعععععتخراج هعععععاور الكلمعععععات معععععن  ععععععأنه أ

 يؤثر سلبا  عل  الأداء ف   لك التطبي اتي

ا  ا  هديععععععد ُ, ععععععق خوارزميععععععة سُععععععجبلُ لاسععععععتخراج ال ععععععاور دقععععععة عاليععععععة فعععععع  الأداء و  ععععععد م  صععععععجيف

ح عععععاتي ت واللامعععععن  عععععأنه أن ي لعععععل كثيعععععرا  معععععن الغمعععععوض المت لعععععق بالبادئعععععاللأحعععععرف ال ربيعععععة 

 ربيععععععة و بُععععععين الم ارنععععععة والف,ععععععص للخوارزميععععععات المتاحععععععة لاسععععععتخراج ال ععععععاور فعععععع  اللغععععععة ال

 أن  لك الخوارزميات لا  زال ف  حاهة إل  ب ض الت,سيجاتي

ة ة ال مليععععع، إذ  عععععزداد دقعععععالاوزاني تمعععععد اسعععععتخراج ال عععععاور فععععع  اللغعععععة ال ربيعععععة علععععع  اسعععععتخدام 

ج ة، ي ععععععري  ,سعععععععين خوارزميعععععععة سُعععععععجبلُ لاسعععععععتخراي فععععععع  هعععععععاه الدراسعععععععالاوزانبزيععععععادة ععععععععدد 

 وزن 4320ي و ععععععععم اسععععععععتخدام أوزانهععععععععاال ععععععععاور مععععععععن خععععععععلال  ,سععععععععين قواعععععععععدها وزيععععععععادة 

ععععععة معععععن م مو  عععععم اسعععععتخراههاوزان أأطعععععول قائمعععععة  ال ائمعععععة ههعععععا و  عععععدلاسعععععتخراج ال عععععاور، 

عععععععة ف,ععععععص الخوارزميععععععة ال ديععععععدة باسععععععتخدام  لععععععك الم مو  ععععععم"ثل عععععع "ي كمععععععا  بيانععععععات قواعععععععد

ر الكلمععععععاتي وال ععععععديو ععععععاور الزوج مععععععن  720000التعععععع   ,تععععععوي علعععععع  واعععععععد البيانععععععات قمععععععن 

تخراج المععععععاكورة إن مععععععا بجُيععععععت لف,ععععععص خوارزميععععععات اسععععععقواعععععععد البيانععععععات بالععععععاكر أن م موعععععععة 

 ال اور وم ارنتهاي

ل ععععععد  مععععععت م ارنععععععة الخوارزميععععععة ال ديععععععدة بخوارزميععععععة سُععععععجبلُ لاسععععععتخراج ال ععععععاور، وكانععععععت 

%، فعععععع  حعععععين بلغععععععت دقععععععة الخوارزميععععععة 68سُععععععجبلُ ح  عععععت دقععععععة بلغععععععت  الجتي عععععة أن  خوارزميععععععة

 %ي92جة ال ديدة الم,سَّ 
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ABSTRACT 

Selecting effective and significant features for Hidden Markov Model (HMM) is very important for detecting 

anomalies in databases. The goal of this research is to identify the most salient and important features in building 

HMM. In order to improve the performance of HMM, an approach of feature pruning is proposed. This approach 

is effective in detecting and classifying anomalies, very simple and easily implemented. Also, it is able to reduce 

computational complexity and time without compromising the model accuracy. In this work, the proposed 

approach is applied to NSL-KDD (the new version of KDD Cup 99), DDoS, IoTPOT and UNSW_NB15 data sets. 

Those data sets are used to perform a comparative study that involves full feature set and a subset of significant 

features. The experimental results show better performance in terms of efficiency and providing higher accuracy 

and lower false positive rate with reduced number of features, as well as eliminating irrelevant redundant or noisy 

features. 

 KEYWORDS 

Anomaly detection; Feature pruning; Hidden Markov Model; NSL-KDD; DDoS; UNSW_NB15; IoTPOT. 

1. INTRODUCTION 

Increasing size of data and network traffic has made information security more complex and challenging 

than at any time in the past. Information security is intended to protect information (data) and 

information systems from any malicious activities and unauthorized access [1]-[9]. However, the 

increasing size of data maximizes number of computations and minimizes detection accuracy rates [9]. 

Therefore, in recent years, many researchers have worked on this problem and applied the feature 

pruning method on several data sets to improve the detection performance and obtain faster and more 

cost-effective results. Using a feature pruning method for machine learning is a way to solve this 

problem.  

This research examines the full feature set on NSL-KDD, DDoS, IoTPOT and UNSW_NB15 to reduce 

the number of features and identify the most salient and significant features that give higher accuracy 

and lower false positive rate. Therefore, a subset of significant features in detecting anomalies can be 

obtained by using one of the most popular machine learning techniques, HMM. These significant 

features can then be used in building an HMM that can effectively achieve much better prediction and 

detection performance. The remainder of this paper is organized as follows: Following the introduction 

to our work in Section 1, Section 2 reviews HMM and its problems. Section 3 describes the approach, 

followed by Section 4 which illustrates the experiments of this study. At the end, conclusions are 

presented in Section 5. 

2. HIDDEN MARKOV MODELS 

HMMs have been extensively utilized in many applications, such as speech recognition, finance, 

computer vision and bioinformatics. Hidden Markov Models can be defined as a tool for representing 

different probability distributions over sequences of observed variables [1]. In HMM, the sequence of 

observations is 𝑂 = {𝑂1, 𝑂2, … , 𝑂𝑇},  where 𝑂𝑇 is one of the observations symbols and T is the number 

of observations in the sequence. This sequence that goes through over time is observable and it’s 
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generated by a stochastic process. In contrast, the sequence of states X= {X1, X2…XN}, where N the 

number of states in the model, is not visible to the observer; therefore, it’s not directly observed in this 

process. In a Markov chain, the probability of each state at time t is predicted based only on the previous 

state at time t-1 as shown in Equation (1). Figure 1 shows the first-order Hidden Markov model. 

𝑃 = (𝑋𝑡+1|𝑋1, . . 𝑋𝑁) = 𝑃(𝑋𝑡+1|𝑋𝑡)                                                    (1) 

 

 

 

 

 

 

Figure 1. First-order hidden Markov model. 

Mathematically, an HMM is defined as:  

 𝜆 = (𝐴, 𝐵, 𝜋)                                                                               (2) 

where,  

A is the state transition probability distribution. It’s a single matrix N × N (N is the number of states), 

with each element aij representing the probability transitioning from state Xt-1, i to Xt,j as shown in Figure 

2. It can be written as: 

𝑎𝑖𝑗 = 𝑃(𝑋𝑡−1, 𝑗 = 1|𝑋𝑡 , 𝑖 = 1)                                                              (3) 

P is the emission probability. It is a single matrix N × M (N is the number of states and M is the number 

of emissions), where each element bkj represents the probability of making observation Ot,k given state 

Xt,j as shown in Figure 2. It can be written as: 

𝑏𝐾𝑗 = 𝑃(𝑂𝑡 = 𝐾|𝑋𝑡 = 𝑖)                                                                 (4) 

𝝅 is the initial state distribution. I is an initial vector that contains the probabilities of starting in each 

of the states. It can be written as: 

𝑃(𝑋1|𝜋) = ∏ 𝜋𝑖

𝑁

𝑖=1

                                                                        (5) 

 

 

 

 

 

 

 

 

 

Figure 2. Structure of a hidden Markov model system, where the arrows between states X1, X2 and X3 

represent state transition probabilities and the arrows from states to emissions represent emission 

probabilities O1,O2,O3,O4. 
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Thus, an HMM can be characterized by a set of three parameters: the probability distribution of the 

initial states (π), the probability matrix of transition probabilities between states (A) and the probability 

matrix of emission probabilities for each state (B). HMM can be used in real-world applications by 

solving the following three fundamental problems: 

 The Evaluation Problem: Given an HMM 𝜆 = (𝐴, 𝐵, 𝜋)  and a sequence of observations 𝑂 =
{𝑂1, 𝑂2, … , 𝑂𝑇}, compute the probability (likelihood)) of the observed sequence that was 

generated from the system given the model  𝑃 = (𝑂|𝜆). This problem can be solved by two 

algorithms; namely, the forward algorithm and the backward algorithm. 

 The Decoding Problem: Given an HMM 𝜆 = (𝐴, 𝐵, 𝜋) and a sequence of observations 𝑂 =
{𝑂1, 𝑂2, … , 𝑂𝑇}, find the most likely hidden state sequence X1, X2,…XN that produced the 

observed sequence. This problem is solved using Viterbi algorithm.  

 The Learning Problem: Given an HMM (𝜆 = (𝐴, 𝐵, 𝜋)  and a sequence of observations 𝑂 =
{𝑂1, 𝑂2, … , 𝑂𝑇}, adjust the model parameters (𝐴, 𝐵, 𝜋) to maximize   𝑃 = (𝑂|𝜆) to obtain the 

most descriptive model for the system. The Baum-Welch algorithm is used to solve this 

problem.   

More expansion of these problems mentioned above and their solutions can be found in [2] 

3. FEATURE PRUNING METHOD 

Feature pruning method is a method of eliminating features from the original dataset to obtain a subset 

of features. Reducing features from the full data set will not only reduce the data size that is required to 

process and the computational complexity, but selecting a good feature set also helps to improve the 

efficiency and accuracy of the detection model approach. It plays a key role in building detection 

models. On the other hand, using all features without applying feature pruning method might increase 

the overhead of the model, which leads to increase the time to build the model [7]. In this study, we 

present a feature pruning method which was built to be used to choose certain features from a given 

feature set. Our aim here is to find the significant feature set that gives the highest accuracy. In order to 

perform feature-pruning method, we first need to standardize the data to a normal distribution and then 

combine the standardized data to one sequence of observation, which then could then be used afterward 

with Viterbi algorithm to compute the most likely state sequence and then be compared to the actual 

sequence of states to determine the accuracy of the feature. The feature pruning algorithm that we 

implemented automates this process, eliminates each feature from the full set of the features and then 

checks the accuracy of the subset of features. More features that are least significant are eliminated if 

the obtained accuracy is within a certain tolerance of the accuracy, equal or higher than the previous 

accuracy of every feature combined. This process continues until no improvement of the accuracy is 

observed on elimination of features. 

4. EXPERIMENTS 

4.1 Method of Performance Testing 

To evaluate the performance of our proposed model and how accurate the model classifies and predicts 

the class label of attack and non-attack, we need to know the following four terms: True Positive (TP):  

the number of attack instances classified as attacks; True Negative (TN): the number of non-attack 

instances classified as non-attacks; False Negative (FN): the number of attack instances classified as 

non-attacks; False Positive (FP): the number of non-attack instances classified as attacks. For this study, 

we used the following performance measures to test the performance of the proposed model: 

Accuracy: It is the ratio of the total number of correctly predicted instances to the total number of all 

instances.  In our study, accuracy is measured by using the Viterbi algorithm to generate a likely state 

sequence and compare it to the known state sequence to get TP, FP, FN and TN. The accuracy can be 

calculated by using the following equation: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
                                                      (6) 

Error rate: It is the ratio of the total number of misclassifications to the total number of all predictions. 
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Algorithm 1. Feature pruning algorithm for HMM. 

1: Begin 

2: feature_pruning (X, L, Already_Cheched) 

3: Input: X-The number of desired features 

                L-List of N feature Vectors 

                Already_Cheched- A set containing already checked combinations of features 

4: Output: R-The reduced feature set of length X 

5: if Already_Cheched contains (L) then 

6: Return 

 

7: end 

 

8: if N-X=0 then //L contains the desired of features so test accuracy 

 

9: Return L, evaluate accuracy () 

 

10: else 

 

11: Ai= {All features in L except feature i} for all i=1,…, N //Create subsets of L with one less feature 

12: Return max (feature_pruning (X,A1), feature_pruning (X,A2), …, feature_pruning (X,AN) //Return the 

subset with best accuracy 

 

13: end 

 

14: End   

The error rate can be calculated by using the following equation:  

𝐸𝑟𝑟𝑜𝑟 𝑟𝑎𝑡𝑒 =  
𝐹𝑃 + 𝐹𝑁

𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁
                                                    (7) 

Fall-out: It is the ratio of the number of detected false positives to the total number of predictions.  The 

fall-out can be calculated by using the following equation: 

𝐹𝑎𝑙𝑙 𝑜𝑢𝑡 =  
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
                                                                     (8) 

Sensitivity:  It is the ratio of the total number of detected true positive instances that are correctly 

identified as attacks to the total number of positive instances. Sensitivity can be calculated by using the 

following equation: 

Sensitivity =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                                                  (9) 

Specificity: It is the ratio of the total number of detected true negative instances that are correctly 

identified as non-attacks to all the negative instances. Specificity can be calculated by using the 

following equation: 

𝑆𝑝𝑒𝑐𝑖𝑓𝑖𝑐𝑖𝑡𝑦 =  
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
                                                              (10) 

Precision and recall: Precision and recall measures are widely used for performance evaluation of 

machine-learning classification methods. Precision is the ratio of the total number of positive instances 

that are correctly identified as attacks to the total number of attacks. Recall is the ratio of the total number 

of instances that are correctly identified as attacks to the total number of all the instances that are 

correctly identified as attacks and misidentified attacks (it is the same as the sensitivity). Precision and 

recall can be calculated by using the following equations: 
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𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
                                                                 (11) 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                                                                    (12) 

F-measure: F-measure is a testing score that tests the accuracy of the model and considers both precision 

and recall. F-measure can be calculated by using the following equation: 

𝐹 − 𝑚𝑒𝑎𝑢𝑟𝑒 =  2 ∗
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗  𝑟𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑎𝑐𝑎𝑙𝑙
                                                  (13) 

4.2 Datasets and Discussion 

4.2.1 NSL-KDD Dataset 

The NSL-KDD 2009 dataset is a revision of the KDD'99 dataset that is extracted from the KDD'99 

dataset to solve some of the inherent problems [3]. The size of NSL-KDD dataset is smaller than that of 

the original KDD'99. In each record of the set, there are 41 different features of the flow and one more 

attribute for class assigned to each record as either an attack type or a normal type as shown in Table 1. 

The NSL-KDD dataset contains 23 types of attack in the training set and 17 additional attack types in 

the testing set (New attacks that are not included in the training set) that are classified into four major 

categories: DoS, Probe, R2L and U2R, as shown in Table 2. The features in bold in Table 1 are the 

significant features obtained by the feature pruning algorithm used in our experiment on NSL-KDD 

dataset. Note: some features such as IP addresses, protocol type and source/destination port numbers 

were ignored from the initial feature set to guarantee that the results of the detection model are not 

dependent on particular acquisition biases. Table 2 summarizes the results of the experiment and Figure 

3 shows the results in a graphical way.  

Table 1.  List of features of NSL-KDD dataset. 

No. Feature Name No. Feature Name 

1 Duration 22 is_guest_login 

2 protocol type 23 count 

3 service 24 srv_count 

4 flag 25 serror_rate 

5 src_bytes 26 srv_serror_rate 

6 dst_bytes 27 rerror_rate 

7 land 28 srv_rerror_rate 

8 wrong_fragment 29 same_srv_rate 

9 urgent 30 diff_srv_rate 

10 hot 31 srv_diff_host_rate 

11 num_failed_logins 32 dst_host_count 

12 logged_in 33 dst_host_srv_count 

13 num_compromised 34 dst_host_same_srv_rate 

14 root_shell 35 dst_host_diff_srv_rate 

15 su_attempted 36 dst_host_same_src_port_rate 

16 num_root 37 dst_host_srv_diff_host_rate 

17 num_file_creations 38 dst_host_serror_rate 

18 num_shells 39 dst_host_srv_serror_rate 

19 num_access_files 40 dst_host_rerror_rate 

20 num_outbound_cmds 41 dst_host_srv_rerror_rate 

21 is_host_login 42  
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Table 2.  Summary of the experiment results for NSL_KDD dataset. 

 Measure 

Training/Testing (80/20 %) 

All features  Obtained features 

accuracy 0.8431 0.8815 

error rate 0.1569 0.1185 

fall-out 0.1374 0.0477 

sensitivity/ recall 0.8207 0.8009 

specificity 0.8626 0.9523 

precision 0.8388 0.9365 

F-measure 0.8296 0.8634 

 

 

 

 

 

 

 

 

Figure 3. Comparison chart of the performance of all features and obtained features for NSL-KDD 

dataset. 

4.2.2 DDoS Dataset 

DDoS dataset is used for the evaluation [4]. It contains 27 features, which are labeled as either normal 

or an attack, as shown in Table 3. The DDoS dataset includes four types of the DDoS attack, which are: 

Smurf, UDP-Flood, HTTP-Flood and SIDDOS. From this dataset, a small portion of training and testing 

data is selected for experimentation. The features in bold in Table 3 are the significant features obtained 

by the feature pruning algorithm used in our experiment on DDoS dataset. Certain features were ignored 

from the initial feature set due to the same reason mentioned for the NSL-KDD dataset case. Table 4 

summarizes the results of the experiment and Figure 4 shows the results in a graphical way. 

Table 3.  List of features of DDoS dataset. 

No. Feature Name No. Feature Name No. Feature Name No. Feature Name 

1 src add 8 flags 15 pkt in 22 utilization 

2 des add 9 fid 16 pktout 23 pkt delay 

3 pkt id 10 seq number 17 pktr 24 pkt send time 

4 from node 11 number of pkt 18 pkt delay node 25 pkt reseved time 

5 to node 12 number of byte 19 pktrate 26 first pkt sent 

6 pkt type 13 node name from 20 byte rate 27 last pkt reseved 

7 pkt size 14 node name to 21 pkt avg size 28  

4.2.3 IoTPOT Dataset 

IoTPOT dataset is Telnet IoT honeypot that analyzes malware attacks against various IoT devices, such 

as: IP Camera, DVR, Wireless Router, Customer Premises Equipment, Industrial Video Server, TV 
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Table 4. Summary of the experiment results for DDoS dataset. 

 Measure 

Training/Testing (80/20 %) 

All features  Obtained features 

accuracy 0.8985 0.9741 

error rate 0.1015 0.0259 

fall-out 0.0098 0.0104 

sensitivity/ recall 0.1071 0.8413 

specificity 0.9902 0.9896 

precision 0.5583 0.9038 

F-measure 0.1797 0.8714 

 

 

 

 

 

 

 

 

 

 

Figure 4. Comparison chart of the performance of all features and obtained features for DDoS dataset. 

Receiver, Heat Pump, Environment Monitoring Unit (EMU system), Digital Video Scalar, home routers 

[4]. It analyzes the increase in Telnet-based attacks. This dataset contains 9 attack categories and 41 

features, as shown in Table 5. The features are extracted by using NetMate tool set. Table 6 summarizes 

the results of the experiment and Figure 5 shows the results in a graphical way. 

Table 5.  List of features of IoTPOT dataset. 

No. Feature Name No. Feature Name No. Feature Name No. Feature Name 

1 srcip 12 sflow_fbytes 23 std_biat 34 min_biat 

2 srcport 13 sflow_bpackets 24 std_active 35 mean_biat 

3 dstip 14 sflow_bbytes 25 min_fpktl  36 max_biat 

4 dstport  15 fpsh_cnt 26 mean_fpktl  37 duration 

5 total_fpackets 16 furg_cnt 27 min_bpktl 38 min_active 

6 total_fvolume 17 bpsh_cnt 28 mean_bpktl 39 mean_active 

7 total_bpackets 18 burg_cnt 29 max_bpktl 40 max_active 

8 total_bvolume  19 std_fpktl 30 max_fpktl 41 min_idle 

9 total_fhlen 20 std_bpktl 31 min_fiat 42 mean_idle 

10 total_bhlen 21 std_fiat 32 mean_fiat 43 max_idle 

11 sflow_fpackets 22 std_idle 33 max_fiat 44 Proto 

4.2.4 UNSW_NB15 Dataset  

The UNSW-NB 15 dataset was published in 2015 [5]. This dataset contains 9 attack categories and 48 

features (shown in Table 7) which are categorized into 6 groups; namely: Flow Features, Basic Features, 

Content Features, Time Features, Additional Generated Features (General Purpose Features and 

Connection Features) and Labelled Features. Table 8 summarizes the results of the experiment and 

Figure 6 shows the results in a graphical way. 

Figure 7 shows the ROC curves of the performance of HMM for the obtained features using the 

following datasets: NSL-KDD, DDoS, IoTPOT and UNSW_NB15. In terms of accuracy and the area  
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Table 6. Summary of the experiment results for IoTPOT dataset. 

 

 Measure 

Training/Testing (80/20 %) 

All features  Obtained features 

accuracy 0.9222 0.9467 

rrror rate 0.0778 0.0533 

fall-out 0.0069 0.0188 

sensitivity/ recall 0.1312 0.4786 

specificity 0.9931 0.9812 

precision 0.6316   0.6518 

F-measure 0.2173 0.5519 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. Comparison chart of the performance of all features and obtained features for IoTPOT 

dataset. 

under the ROC curve (AUC), the DDoS dataset achieves the best results. The AUC estimates when the 

feature pruning method is applied to the datasets are shown in Figure 8. 

Table 7. Summary of the experiment results for UNSW_NB15 dataset. 

No. Feature Name No. Feature Name No. Feature Name No. Feature Name 

1 srcip 13 dloss 25 trans_depth 37 ct_state_ttl 

2 sport 14 service 26 res_bdy_len 38 ct_flw_http_mthd 

3 dstip 15 sload 27 sjit 39 is_ftp_login 

4 dsport 16 dload 28 djit 40 ct_ftp_cmd 

5 proto 17 spkts 29 stime 41 ct_srv_src 

6 state 18 dpkts 30 ltime 42 ct_srv_dst 

7 dur 19 swin 31 sintpkt 43 ct_dst_ltm 

8 sbytes 20 dwin 32 dintpkt 44 ct_src_ ltm 

9 dbytes 21 stcpb 33 tcprtt 45 ct_src_dport_ltm 

10 sttl 22 dtcpb 34 synack 46 ct_dst_sport_ltm 

11 dttl 23 smeans 35 ackdat 47 ct_dst_src_ltm 

12 sloss 24 dmeans 36 is_sm_ips_ports 48 attack_cat 

Table 8. Summary of the experiment results for UNSW_NB15 dataset. 

 

Measure 

Training/Testing (80/20 %) 

All features  Obtained features 

accuracy 0.8303 0.9641 

error rate 0.1697 0.0359 

fall-out 0.1916 0.0038 

sensitivity/ recall 0.8459 0.9414 

specificity 0.8084 0.9962 

precision 0.8616 0.9971 

F-measure 0.8536 0.9685 
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Figure 6. Comparison chart of the performance of all features and obtained features for UNSW_NB15 

dataset. 

 

 

 

 

 

 

 

 

 

Figure 7. ROC curve of the HMM performance using the selected features on NSL-KDD, DDoS, 

IoTPOT and UNSW_NB15 datasets. 

  

 

 

 

 

 

 

 

 

 

 

 

Figure 8. Performance (AUC) when feature-pruning method is applied on NSL-KDD, DDoS, IoTPOT, 

UNSW_NB15 datasets. 

5. CONCLUSION 

This paper proposed a feature pruning method for Hidden Markov Models to reduce the number of 

features and eliminate irrelevant, redundant or noisy features to overcome performance problems and 

improve the accuracy rate. In addition, this feature pruning method can effectively identify and 

determine the most significant feature set to be used for classification purposes. Experiment results were 

tested on four datasets: the NSL_KDD 2009, DDoS 2016, IoTPOT 2016 and UNSW_NB15 2015 
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datasets to show the superiority of our approach. The experiments demonstrated that the detection 

accuracy rate of using our approach is higher than the detection accuracy rate of full feature sets. In 

addition, false positive rate is lower than in full feature set. NSL_KDD 2009 produces 88.15% accuracy 

with 10 features. DDoS 2016 achieves 97.41% accuracy with 5 features. IoTPOT achieves 94.67% 

accuracy with 31 features. UNSW_NB15 achieves 96.41% accuracy with 16 features. As for the future 

work, we will focus on comparing the results derived from this study with other alternative machine 

learning methods. Meanwhile, we will continue to explore other datasets and flow-based features that 

could be used in order to improve the performance and achieve higher accuracy. 
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 ملخص البحث:

 نماااااااك ف عاااااااامركذ ا ممياااااااّ   عااااااا       م ااااااا  ر  ااااااا   إنّ انتقاااااااا  عّالاااااااا زىاّ ااااااا    ا  ع اااااااّ  

 كشاااااذ ا شاااااع   زااااا   كادااااا  ا   اناااااا د لبااااا ذ  اااااعا ا   ااااا  إ ااااا     لااااا    ااااا   ا مّالاااااا    مباااااا 

زاااااا   نااااااا  نمااااااك ف عااااااامركذ ا مميااااااّ د  عااااااّ   اااااا     اااااا ّ   ا  نمااااااك ف عااااااامركذ ا مميااااااّ   

   ااااا   لقتااااا    اااااعا ا   ااااا  م لقااااا   تشاااااعلر ا مّالااااااد  ا   لقااااا  ا مقت  ااااا  زىا ااااا  زااااا  رشاااااذ

ا شااااااع     ،اااااان يبا    اااااا  إ اااااا   اناااااار   ااااااة   اااااا     اااااا ا    ااااااب   ا ت   اااااا د  عااااااّ نا  اااااا  

 خاااااا    زباااااا   ااااااا م  د اااااا  خياااااا  ا تىق اااااا  ا   ااااااا     ق  اااااا  ا ك اااااا    ن ا  اااااا ام    اااااا  

زااااا   اااااعا ا ىمااااا   لاااااتت     ااااا  ا   لقااااا  ا مقت  ااااا  د ااااا   م ااااا   عاااااّ ع مكداااااا   ا نماااااك فد

( ا تاااااااا   اااااااا   UNSW_NB15; IoTPOT; DDoS; NSL-KDDا   انااااااااا   

ا ااااااااتم اعبا   اااااااا ا   ما اااااااا  عقامناااااااا   تااااااااامّ ع مكداااااااا  ا   انااااااااا   ا  ا مّالااااااااا ا كاع اااااااا  

 ع مكداااااا  ا   انااااااا  ا ي د اااااا  ا تاااااا   شااااااتم  د اااااا  ا مّالااااااا ا مبماااااا د   اااااا    ااااااي   ا نتااااااا   

 زااااااا  عااااااّ   اااااا  ا يىا  اااااا      اااااا   د اااااا    عىاااااا ّ    اااااا    م اااااا  زاااااا  ا ت  ل  اااااا  دااااااّ   ا   

 ز  ا    عذ ا مّالا ا متك م     ا مشكش دا كشذ دّ ا مّالا   ا  ا
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ABSTRACT 

Robots are becoming increasingly integrated in our daily lives, providing services in civilian, industrial and 

military applications. Many of those applications require robots to be remotely operated and controlled through 

communication channels. This makes the robotic system susceptible to a class of attacks targeting the connection 

between the controlling client and the robot, which can render the robot unavailable. The objective of our research 

is to identify, estimate and prioritize the risks associated with attacks targeting the availability of the robotic 

system. To achieve our objective, we perform an impact oriented semi-quantitative risk assessment of the loss of 

availability on the well-known PeopleBot™ mobile robot platform. We experimented with several well-known 

attacks that can target and affect the availability of the robot. To examine the cyber-physical impacts of the attacks 

on the robotic system, we setup a ten-goal test area and constructed a 2D map. The robot was programmed to tour 

the test area while being targeted by cyber-attacks. The physical impacts of the attacks are demonstrated in this 

paper. The results indicate that attacks can potentially lead to loss of availability which may result in serious 

cyber-physical consequences. 

KEYWORDS 

Cyber-physical security, Robot, Availability, Threats, Attacks, Vulnerability, Risk, Risk assessment, Mitigation, 

PeopleBot. 

1. INTRODUCTION 

Robots have been an essential part in many domains like industry, military, research and health [1]. In 

the Internet of Things (IoT) era, robots are gaining increasing interest to perform critical and non-critical 

tasks. For example, robots can be used to clean the house floor [2], which is a non-critical task. On the 

other hand, robots can be used to remotely perform surgical operations, which is considered critical to 

human life [3]-[4]. As any Cyber-Physical System (CPS), robotic systems are prone to cyber-physical 

attacks [5]-[6]. 

Many robotic applications require remote control and monitoring by an operator like Unmanned Aerial 

Vehicles (UAVs) [7]-[8]. Such applications require establishing a bidirectional communication path 

between the robot and the controller. The controller can send direct commands to the robot to perform 

specific functions (e.g. move forward). Based on the application, the controller receives data from the 

robot (i.e., sensory data), which may be used to make critical decisions, especially in medical and 

military applications. The communication between the robot and the controller can be wireless (e.g. 

WiFi - IEEE 802.11) or wired (e.g. Ethernet - IEEE 802.3), utilizing different standards and protocols 

[9]–[11]. 

Robotic systems are susceptible to cyber-physical attacks, especially the ones targeting the 

communication path between the robot and the controller [1]. Attacks on the communication path 

causing loss of availability are referred to as Denial of Service (DoS) attacks. DoS leads to the loss of 

the communication between the robot and the controller, as well as the loss of the control and monitoring 

services. It is important to mention that losing the monitoring and control abilities while performing 
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critical missions (e.g. surgical operations, defense and space missions) may result in undesirable 

consequences and harm human lives. This raises the flag and demonstrates the importance of performing 

risk assessment on robotic platforms, especially if they are responsible for critical missions. 

Despite the fact that cyber-physical security is very important, it is usually overlooked. This is evident 

by the study performed by [12], which indicates that about 30% of the studied robots are accessible from 

the Internet posing a security threat. The same study also indicates that 76% of the surveyed members 

did not perform a professional cyber-security assessment on their infrastructure, while more than 50% 

of the surveyed members did not consider cyber-attacks as a realistic threat. This demonstrates the lack 

of awareness of the current security posture in the robotic system domain. 

The main objective of this paper is to perform cyber-physical security risk assessment on the 

PeopleBot™ research mobile robot platform [13]. By performing this risk assessment, we raise the 

awareness of possible threats on the robotic platforms. The robotic system, which is used in this paper 

as a use-case to perform the risk assessment, consists of the following components (see Figure 1): 

 The PeopleBot robot, which runs a server application on its on-board computer to which the 

client connects. The client then connects to the server (i.e., robot), issues commands and 

monitors the operation of the robot. 

 The client, which is simply a computer machine (e.g. PC or laptop) that runs certain applications 

to communicate with the robot. 

 The network communication medium, which connects the robot and the client. In our case, it is 

the WiFi access point. 

 The attacker, which performs cyber-physical attacks to affect the availability of the robot. 

 

Figure 1.  The PeopleBot robotic system under study. 

This paper extends our previous work in which we performed qualitative risk assessment of mobile 

robots [14]. The main contributions of this paper can be summarized as follows: 

 We identify possible threats and vulnerabilities that may lead to the loss of availability in the 

robotic platform using an impact-oriented approach. While those threats and vulnerabilities are 

not unique to the robotic platform and may apply to any computer network, it is important to 

study the physical consequences on robotic platforms and the impact on their critical missions. 

 We create an experimental test area using the PeopleBot robot. We construct a 2D line and point 
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map of our research lab environment, identify and localize ten goals within the map for the robot 

to navigate and tour. We analyze the impact of the attacks on the robot while performing the 

experimental task of touring the goals. The goals are setup to emulate robotic tasks in a real 

environment.  

 We estimate the risk of each identified threat by following a semi-quantitative approach based 

on NIST adversarial risk assessment template proposed in [15]. This assessment template was 

employed in numerous research work, such as the work in [16]–[18]. In this approach, 

representative numbers are used to estimate the risk of the loss of availability. The main 

advantage of this approach is that it compromises a middle ground between qualitative and 

quantitative risk assessments. To the best of our knowledge, this is the first study to perform 

such a semi-quantitative analysis on vulnerabilities in the robotic platforms. 

 We prioritize the risk of each threat based on the risk estimation, so that more severe threats are 

handled first. 

 We discuss the possible physical consequences of the identified threats. 

The rest of the paper is organized as follows. In Section 2, related work is discussed. In Section 3, we 

introduce the PeopleBot mobile robot platform. In Section 4, we present the risk assessment approach 

used in this paper and the experimental results. Section 5 presents our discussion on the performed 

security attacks. Finally, we conclude the paper and provide our future directions in Section 6. 

2. RELATED WORK 

Recently, the security risk assessment on robotic platforms or CPSs has been a very hot research topic. 

Despite it is a critical issue, the number of publications addressing risk assessment on robotic platforms 

is limited. In fact, no systemic analysis of industrial robot security was conducted [12]. Further, there is 

inadequate understanding of what are the actual risks and the affected security goals [19]. In what 

follows, we present a literature summary for security threat analysis and detection for several robot 

platforms or CPSs. 

Javaid et al. [7] analyzed different security threats to Unmanned Aerial Vehicles (UAVs). The threat 

model is based on listing vulnerabilities that can affect confidentiality, integrity and availability. The 

authors followed a typical risk evaluation approach. 

Vasconcelos et al. [20] used three DoS attack tools to experimentally evaluate and analyze UAV 

behavior. The information gathering about the targeted network is performed using a reconnaissance 

attack that leverages an open source security tool called Network Mapper (Nmap). Next, DoS attacks 

are launched using Low Orbit Ion Cannon (LOIC), Netwox and Hping3 automated tools. All 

experiments were conducted in real time on AR.Drone 2.0 UAV while navigating inside a University 

building. The results show that Hping3 tool causes the highest average network latency of 455.82 

milliseconds, which negatively impacts the video streaming application along with other computer 

vision applications. 

Bezzo et al. [21] presented a control-level resiliency estimation technique against security sensor attacks 

in autonomous robots. The technique is based on a recursive algorithm, which exploits the redundancy 

in the sensor measurements. Although the proposed approach is generic, the authors used a case study 

on a vehicle cruise-control, where the latest N velocity measurements are recursively filtered and the 

variance of the measurements noise is considered to estimate resiliency. In addition, the authors 

validated the efficacy of their technique through outdoor experiments on two unmanned ground robots. 

Bonaci et al. [19] discussed security threats for tele-operated surgical robot Raven II, which is an 

advanced surgery system. The authors demonstrated that intruders can maliciously control a wide range 

of the robot functions by performing disruption and manipulation attacks against the surgeon robot 

communication link that is likely to be wireless. The attacks are based on man-in-the-middle model and 

they successfully impacted the safety and usability of the surgical robot, which could potentially result 

in legal and privacy violations. Batson et al. [22] conducted an analysis to identify threats and 

vulnerabilities in the system’s concept for Unmanned Tactical Autonomous Control and Collaboration 

(UTACC). Jones and Straub [23] presented a two-stage intrusion detection system (IDS) for detecting 
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network intrusions and malware in autonomous robots. The authors utilized and trained a deep neural 

network to detect commands that deviate from the expected behavior. 

Maggi et al. [24] studied the impacts of system-specific attacks on real industrial robots. The authors 

analyzed two attacker models: network attacker (i.e., communicates with the robot over the network) 

and physical attacker (e.g. the robot operator). Five attack scenarios were demonstrated (e.g. altering the 

control-loop parameters, tampering with calibration parameters, …etc.) and the physical impacts in 

addition to the compromised requirements (i.e., safety, integrity and accuracy) were discussed. 

Similarly, Quarta et al. [12] performed an experimental security analysis of an ABB 6-axis 

IRB140/IRC5 industrial robot controller. The authors exploited several software vulnerabilities in the 

robot main computer (MC). They mainly exposed and focused on the network services that are essential 

for the operation of the robot, such as FTP (File Transfer Protocol). 

Lera et al. [25] presented a taxonomy that classifies cyber-security attacks, which target safety and 

security of service robots. For safety threats, the proposed taxonomy differentiates between the risks 

according to the user type (e.g. domestic, commercial). For each user type, the expected risks are 

classified according to the level of the physical impact (e.g. destruction, partial damage) and the origin 

of the risk. On the other hand, security threats are classified according to the robot function (i.e., personal 

or commercial) and the type of sensors that the robot is equipped with. 

Vuong et al. [26] proposed two different approaches for detecting attacks in robotic vehicles. The first 

approach was based on using decision trees and the second approach was based on using deep learning. 

Loukas et al. [27] argued that the limited rule-based or lightweight machine learning techniques used 

for cyber-physical intrusion detection of vehicles can be substituted with more advanced techniques 

using computational offloading to the cloud. The boosted processing power is used to implement a deep 

multilayer perception and recurrent neural network architecture, which receives the real-time cyber-

physical data captured in the robotic vehicle and analyzes it to detect intrusions. The authors showed 

that the deep learning technique noticeably improves the detection accuracy; however, the long detection 

latency and the security of the external network between the vehicle and the cloud must be carefully 

considered. 

Similar to this work, some researchers focused on risk assessment for robotic platforms. Chen et al. [28] 

assess the cyber security risks in industrial control systems (ICSs) (e.g. SCADA) by quantifying the 

availability using the concept of mean failure cost (MFC). Various security issues arise as the ICS 

becomes more integrated with IT networks. Hence, it is important to compare the cost of implementing 

security counter-measures with the expected losses of cyber-attacks, especially due to the limited 

resources. 

Dominic et al. [29] proposed a risk assessment framework for autonomous and cooperative automated 

driving. The authors started by describing the recent attack surfaces and then discussing the proposed 

application-based threat enumeration and analysis framework. For each threat, model parameters are 

specified and accordingly the result vector which characterizes the risk level of the threat is computed. 

The result vector reflects attack potential, motivation and impact. 

Very recently, the authors in [30] performed qualitative risk assessment of several vulnerabilities 

identified specifically to the Adept mobile robots (e.g. the PeopleBot [13]); namely, the 

MobileEyes/arnlServer client/server robotic applications. Such applications are necessary to establish 

the network connection between the Adebt robots and their clients or users. In contrast to this work, this 

paper proposes a semi-quantitative security risk assessment, where representative numbers are used to 

estimate the risk of the loss of availability. The main advantage of this approach is that it compromises 

a middle ground between qualitative and quantitative risk assessments. Additionally, the focus of this 

paper is mainly on identifying and raising awareness of possible threats and vulnerabilities that may 

lead to the loss of availability in the robotic platform under study, the PeopleBot. 

3. THE PEOPLEBOT MOBILE ROBOT PLATFORM 

Figure 2 shows the PeopleBot mobile robot from Adept company[13], which is used as a case study for 

our proposed security risk assessment. The PeopleBot robot is a research platform that can be used in 

service and human robot interaction (HRI) projects and in other projects as well [31]. It consists of 
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multiple hardware and software components: main computer, mechanical actuators, controllers, sensors 

such as lidars (or laser range finders) and cameras, human-interaction devices, control logic, firmware 

and operating systems (either Windows 7 or Ubuntu 12.04). The main computer of the PeopleBot is 

connected to the sensors either through controllers or isolated subnet via an on-board network access 

point. There are various interfaces or ports on the robot that include-but are not limited to: serial port, 

Ethernet RJ45 port, USB ports and wireless adapter. 

 

Figure 2.  The PeopleBot mobile robot platform, where several sensors are attached to the robot (e.g. 

pan-tilt-zoom (PTZ) camera, laser range finder, sonars, stereo camera, …etc.). 

Several software packages [13] are pre-installed on the robot main computer, such as ARIA, ARNL, 

MobileEyes, Mapper3, …etc., that enable the control of the robot, its sensors and accessories. In many 

applications, the robot is often required to be remotely accessible either through a connection to the 

Internet, or via dedicated wireless access points. Some of those applications include: 

 Museum robotic guide application [32]. 

 Map building and robot self-localization [33]-[34]. 

 Robotic assistant for healthcare applications [35]. 

 Gesture-based multi-robot control application and robotic desk clerk application using face 

recognition [10]. 

 Application of Myo Armband System to control a robot interface [36]. 

 Extrinsic calibration of camera and 2D laser sensors without overlap [37]. 

As it can be seen, all of the above applications of the PeobleBot are very important, critical and thus 

must be protected against cyber-physical attacks. Consequently, this is one of the main goals of this 

research. 

3.1 Experimental Setup 

The experimental setup used to perform the impact-oriented risk assessment on the PeopleBot robotic 

system (shown in Figure 1) assumes the following components: 

 The robot runs a server application on its on-board computer. Such an application is assumed to 

communicate and access all the sensors pre-installed on the robot, fully control the robot 

movement, have already established a network connection to a certain network and allow 

(single or multiple) connections from authorized clients to connect to the robot to access/ 

 monitor all of its features, sensors and movement. 

 An operator or a client runs certain applications to communicate with the server on his/her own 

computer. 

 The robot network to represent a wireless access point, in which the client can connect to the 
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server in a client-server mode. 

 Only cyber-attacks that can result in the loss of availability on the robot are considered. The 

attacks target one or more of the following: 

o Application resources; e.g. server application. 

o System resources; e.g. network handling software. 

o Network bandwidth. 

To evaluate the impact of the attacks, we created an experimental test area using the PeopleBot robot. 

We created a 2D line and point map of our research lab environment (6 × 9 m2 area). We identified and 

localized ten goals within the created map of our lab as shown in Figure 3 for the robot to navigate and 

tour. These goals may emulate important stops for the robot within an industrial workplace application 

or other applications. The goals are 60 cm spaced apart. The number of goals and separating distances 

were chosen based on initial feasibility trials to provide adequate accuracy. When a "tour goals" 

command is issued, the robot tours the goals one by one starting from goal 1. The robot sends its real-

time coordinates to the client so that it monitors the physical location of the robot on the map. 

 

 

 

 

 

 

 

Figure 3.  Ten identified and localized goals within the 2D line and point map of our research lab. 

4. RISK ASSESSMENT OF THE PEOPLEBOT ROBOT 

Risk is usually defined as the expected impact of an event on a system or organization [15]. Within the 

context of this paper, an event refers to a cyber-attack and a system refers to the robotic system. 

Therefore, the risk determination is a function of the impact of an attack and the probability that this 

attack occurs and succeeds. The impact of an attack measures the loss of one or more of the main security 

requirements: confidentiality, integrity and availability. The main focus of this research is only on the 

availability security requirement. The probability that an attack occurs and succeeds depends on the 

vulnerabilities and threats of the system under study (i.e., the robot). Hence, the risk determination of a 

given attack can be expressed as follows: 

 𝑅𝑖𝑠𝑘 =  𝑉𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 × 𝑇ℎ𝑟𝑒𝑎𝑡 × 𝐼𝑚𝑝𝑎𝑐𝑡 (1) 

Risk assessment is the process of identifying, estimating and prioritizing risks to a system or 

organization [15]. The flow chart in Figure 4 is adopted from NIST risk assessments [15] and shows the 

main steps of the assessment process. Next, we present the details of the risk assessment process for the 

attacks under study. 

 

Figure 4.  Risk assessment process [15]. 

4.1 Risk Identification 

To identify the risk, we follow an impact-oriented analysis approach to assess the risk of the attacks on 

the robot. We focus on the loss of availability as the impact, because this could lead to devastating 

consequences. As mentioned earlier, the user can connect in a client-server mode to the robot at the 
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application level to perform certain functions (e.g. transferring medical equipment) and retrieve data 

(e.g. geographical coordinates). The client and the server have to be available in order to perform the 

required functions of the robot. Losing availability may have physical impacts, like human injury or 

physical damage of the robot itself. 

4.2 Risk Estimation 

To estimate the risk, we have to assess the vulnerabilities and threats that may cause loss of availability. 

We follow a semi-quantitative risk assessment approach to estimate the risk. In this approach, 

representative numbers are used to estimate the level of each risk factor, like the severity of a certain 

vulnerability. The semi-quantitative assessment approach represents a middle-ground between 

qualitative and quantitative approaches. The semi-quantitative assessment facilitates better comparison 

and prioritization compared to the qualitative assessment approaches, which rely on non-numerical 

levels (e.g. low, moderate, high). On the other hand, the semi-quantitative assessment is easier to 

implement than the quantitative assessment, which requires using specific metrics to measure different 

risk factors in the assessment process (e.g. the impact of the attack) [15]. Identifying those metrics is 

challenging in the cyber security domain. 

4.3 Risk Prioritization 

After estimating the risk level for the attacks under study, the associated threats can be prioritized based 

on the numerical values calculated to each threat. Next, we present our risk assessment of the loss of 

availability of the robot. 

4.4 Attack Analysis 

Figure 5 demonstrates the attack tree for the loss of availability. The root of the attack tree represents 

the ultimate goal of the attacker, which is causing the loss of availability. In addition, the loss of 

availability may lead to cyber-physical threats depending on the task that is performed by the robot. The 

branches of the tree represent the ways and techniques through which the attacker can achieve the 

ultimate goal. There are three main ways to perform a Denial-of-Service (DoS) attack: attacking the 

network bandwidth, attacking system resources or attacking the application resources. The next level of 

the tree represents the techniques that can be used to perform a DoS attack. This attack tree is not 

inclusive, as it does not cover all possible ways to achieve the loss of availability. 

In our assessment, we focus on vulnerabilities that exist in the system itself, especially the network 

stack. In what follows, we discuss various attacks that target the client, the server or the access point 

and present the associated experimental results. We want to emphasize that those attacks are not unique 

to the robotic system. A group of those attacks can target any device that is connected through a network 

(e.g. SYN flood). On the other hand, another group of those attacks can target devices that are connected 

through WiFi (e.g. de-authentication attack). 

4.4.1 Application Layer Attack 

This attack can be implemented on a wireless or wired network. It targets certain application on the 

server. The attacker sends a large number of requests to the target application on the server, 

overwhelming its processing and network resources. Typically, HTTP requests are used to exhaust the 

server. However, the robot does not run a web server, it runs an ARNL server on port 7272 and waits 

for connections from the client (MobileEyes). An attacker can exploit the ARNL server by initiating a 

large number of connections at the application level. 

Experimental results: we performed a Distributed DoS (DDoS) attack, where seven adversary machines 

sent application level requests to the server. Initially the robot completed the ten-goal tour. However, 

after 15 minutes (on average) of the attack, the robot server freezes, old connections are lost and no new 

connections could be established. 

4.4.2 TCP SYN Flood 

This attack can be implemented on a wired or wireless network. A TCP SYN flood attack usually targets 

the operating system’s network handling capability of any server that is listening on a certain port. The  
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Figure 5.  Attack tree with the loss of availability as the ultimate goal of the attacker. 

attacker attempts to initiate a large number of TCP connections with the server, where each initiated 

TCP connection requires what is known as the three-way handshake process (SYN, SYN-ACK, ACK). 

The server allocates system resources to handle those connections. By overwhelming the server with the 

attacker’s connections, the server will not have enough resources to handle legitimate connections with 

the client machine. Hence, the connection with the server can be lost, resulting in the loss of availability 

of the robot. However, this attack can be easily mitigated by blocking the attacker’s IP address.  

On the other hand, the attacker can use IP source address spoofing to improve the attack. In this case, 

the attacker uses spoofed IP addresses, so that the server responses are sent to devices that are 

unreachable (i.e., did not initiate the connection). This way, blocking the attacker’s IP does not mitigate 

the attack. In summary, this kind of attack can result in overwhelming both the operating system of the 

robot and the robot network. 

Experimental results: we performed this attack by sending spoofed TCP SYN flood targeting the robot 

on port 7272 (ARNL server). Whenever this attack is active, legitimate new connections could not be 

established from the client to the robot, so no commands could have been issued. Therefore, we could 

not evaluate the location of the robot as the command could not be issued in the first place. If the 

connection had already been established before the attack, then the attack fails. 

4.4.3 IPv6 Router Advertisement Floods 

In IPv6 Router Advertisement (RA) floods, the adversary floods the robot network with fake IPv6 RA 

packets or messages. Any computer, including the robot, running a vulnerable operating system (on 

which IPv6 routing is enabled), will be overwhelmed with those fake IPv6 RA packets. In order to 

perform this attack, the adversary should be connected to the same network of the victims (i.e., the robot 

network). 

Experimental results: the results of this attack varied based on the vulnerabilities of the underlining 

operating system of the robot. We performed an IPv6 attack while running Windows 7 on the robot. 

Windows 7 is vulnerable to this attack. First, we issue a "tour goals" command from the client machine 

and immediately start the attack. Subsequently, after starting the attack, the robot operating system 

freezes, the robot stops before reaching goal 2 and the client loses connection with the robot. To restart 

the robot, it requires hard reset. Ubuntu operating system is not vulnerable to this type of attack. If client 

machine is also running a vulnerable operating system, then it will also freeze. 

4.4.4 ICMP Echo Request 

This attack works in the network layer. The attacker floods the robot or the client with ICMP echo 

request (ping) packets overwhelming the network of the robot. This degrades the network performance 

and causes legitimate traffic to be lost rendering the robot unavailable. To improve the attack, the 

attacker can use IP source address spoofing. 
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Experimental results: we performed a DDoS attack, where seven adversary machines sent spoofed 

ICMP echo requests to the server. Initially, the robot completed the-ten goal tour. However, after 45 

minutes (on average) of the attack, the robot server freezes, old connections are lost and no new 

connections could be established. 

4.4.5 De-authentication Attack 

In a de-authentication attack, the attacker sends a de-authentication frame to the victim machine with a 

spoofed source address of the access point to terminate the victim’s connection with the access point. 

This results in losing the WiFi connection and disconnecting the client from the server. This attack does 

not require encryption, so it can be performed by an outsider who can sniff the WiFi connection to get 

the MAC address of the victims and the access point [38]. 

Experimental results: we performed this attack after issuing a "tour goals" command from the client. 

The robot and client were immediately disconnected from the network. The client's map showed that 

the robot did not reach goal 2. However, this attack did not stop the robot from physically touring all 

the goals. 

4.4.6 Jamming Attack 

If the robot and client are connected using WiFi (IEEE 802.11), then they are susceptible to jamming 

attacks. This kind of attack requires that the attacker be in close proximity to the network under attack. 

The jammer has to operate in the 2.4 GHz or 5 GHz radio frequency which is used by the WiFi 

technology. This attack was not performed in our research, as it is a pure physical layer test which is 

beyond the scope of this paper. 

4.4.7 Attack Summary 

We specifically chose the previous attacks, because they demonstrate various ways to cause loss of 

availability (DoS). With the exception of the jamming attack, no special equipment is necessary and 

script kiddies can implement those attacks (e.g. using Kali Linux [39]). Table 1 summarizes attack 

characteristics and results. It demonstrates the physical domain of the attack (wired/wireless) and the 

targeted resources by the attack. Furthermore, Table 1 lists the impact of the attacks on the robot.  

4.5 Semi-quantitative Risk Assessment Determination 

As mentioned earlier in this section, it is convenient to use a semi-quantitative risk assessment approach. 

Table 2 represents the mapping between the qualitative and semi-quantitative values [15]. Following 

[15], we choose to use the semi-quantitative values in the range between 0 and 10, where 10 represents 

the maximum severity of vulnerability or impact. 

The overall likelihood of any threat is assigned a value between 0 and 1 based on the likelihood of attack 

initiation and the likelihood of success of the initiated attack. Consequently, the risk level is the product 

of the overall likelihood and the impact of the attack, as demonstrated in Equation 2. 

 𝑅𝑖𝑠𝑘 =  𝑂𝑣𝑒𝑟𝑎𝑙𝑙 𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 ×  𝐼𝑚𝑝𝑎𝑐𝑡; (2) 

where the overall likelihood of a threat is computed as a function of the likelihood of attack initiation 

and the likelihood of success of the initiated attack. 

Now, we discuss how to generate the risk table, which summarizes the risk assessment process. We used 

the adversarial risk assessment template proposed in [15]. Table 3 presents the end result of the risk 

assessment process for the threat events under study. Following, each item in Table 3 is discussed (for 

more details about those items please refer to tables D-3, D-4, D-5, E-4, F-2, F-5 and H-3 in [15]): 

Threat Event: refers to the threat that is currently being analyzed. 

1) Threat Sources: refer to the threat source, which can be an insider, outsider, trusted insider or 

privileged insider [15]. Some attacks require the attacker to communicate with the robot, client 

or access point. This implies that the attacker has to be on the same network of those devices 

(unless the robot is configured to be remotely accessed, like having a public IP address). This 

applies to application level attacks, TCP SYN floods, IPv6 RA floods and ICMP echo requests.  
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Table 1.  Summary of threat characteristics and experimental results 

Threat 
Wireless 

or wired  
Target resources Impact on the robot 

Application level 

attack 
Wireless 

Application 

resources 

Connection with the robot is lost. No new 

connections could be established. 

TCP SYN flood 

attack 
Both 

System resources 

and/or network 

bandwidth 

No new legitimate client connections 

could be established with the robot. 

IPv6 RA attack Both System resources 

OS (Widows 7) freezes, robot stops 

before goal 2 and robot disconnected 

from client. 

ICMP echo request 

flood 
Both 

Network 

bandwidth 

Connection with the robot is lost. No new 

connections could be established. 

De-authentication 

attack 
Wireless System resources 

Robot disconnected from client before 

reaching goal 2 and robot is moving 

without supervision. 

Jamming attack Wireless 
Network 

bandwidth 

No connection between the client and the 

robot. 

Table 2.  Mapping of the qualitative levels to the semi-quantitative levels 

Qualitative level Very High High Moderate Low Very Low 

Semi-quantitative level 10 8 5 2 0 

On the other hand, de-authentication and jamming attacks can be conducted by outsiders with 

close proximity to the target machines. 

2) Capability: this is one of the characteristics of the threat source. An attacker with high capability 

is one with high level of expertise and is well-resourced. Because of the increasing interest in 

cyber-security, there is an increasing number of highly capable threat sources, especially in a 

scientific and research environment. The reader should note that the attacks we are 

implementing can be implemented by a person with moderate or low capabilities. 

3) Intent: this is one of the characteristics of the threat source. The adversary seeks to undermine 

critical functions of the system and may result in physical damage by causing loss of availability. 

4) Targeting: this is one of the characteristics of the threat source. The adversary targets a specific 

mission or function within an organization (i.e., the target of the attack is not random; however, 

the threats discussed in this work are not unique to the robots). 

5) Relevance: indicates how relevant the threat event is to the system under study. For example, if 

the threat event already happened in the system, then it is confirmed. As we do not have evidence 

that those threats happened (i.e., reported in the literature as real attack) on a PeopleBot robot, 

we rank them as possible. 

6) Likelihood of attack initiation: refers to the likelihood that the adversary will initiate the attack. 

Hence, it depends on adversary intend, capability and targeting [15]. To find this likelihood, we 

compute the normalized average of those three values as shown in Equation 3. 

 
𝑛𝑜𝑟𝑚𝑎𝑙𝑖𝑧𝑒𝑑 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 =  

𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑑 𝑎𝑣𝑒𝑟𝑎𝑔𝑒

10
 

(3) 

7) Severity of vulnerabilities: all of our implemented attacks make use of the vulnerabilities in the 

communication link with the robot, which are exploitable and exposed. Application level, TCP 

SYN floods and ICMP echo request can be mitigated by blocking the source IP address of the 

attacker. However, if IP address spoofing is used, then protecting against those attacks will be 

difficult. As such, the severity of the attacks is ranked high. IPv6 RA floods can be easily 

mitigated by disabling IPv6 routing, so it is ranked as moderate. In addition, Windows operating 
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systems are highly affected by this attack, while Linux operating systems are moderately 

affected, because they only take the first 15 route advertisements and ignore the remaining. De-

authentication and jamming attacks are very difficult to be stopped [40], [41]. 

8) Pervasiveness of predisposing conditions: vulnerabilities that apply to all robots running the 

same setup are ranked high. 

9) Likelihood Initiated Attack Succeeds: This item depends on the threat source capability, severity 

of the vulnerability and predisposing conditions. To compute the probability of a successful 

initiated attack, we average those three factors and then normalize them. 

10) Overall Likelihood: this is a combination of the likelihood of attack initiation and the likelihood 

of the successful initiated attack. In order to capture the effect of both likelihoods, we average 

the two values. 

11) Level of impact on the robot: severe or catastrophic effect on the robot system means high 

impact. All the attacks discussed in this paper cause high impact, which is the loss of availability 

of the robot. 

12) Risk: this is the final risk assessment measure, which is the product of the overall likelihood and 

the level of impact (Equation 2). The risk value represents an estimation of the risk of each 

threat and can be used to prioritize risk handling; for example, (application level attack): 

 The threat source characteristics are all ranked high and hence they were assigned a value 

of 8 based on Table 2. 

 The likelihood of attack initiation is computed based on Equation 3 using the threat source 

characteristics values (i.e.,   

8+8+8

3

10
 =  0.8). 

 The severity of vulnerabilities and the pervasiveness of predisposing conditions were all 

ranked high and hence they are assigned a value of 8. 

 The likelihood that the initiated attack succeeds is computed based on Equation 3 using the 

threat source capability, severity of vulnerabilities and the pervasiveness of predisposing 

conditions values (i.e.,  

8+8+8

3

10
 =  0.8). 

 The overall likelihood is computed by taking the average of the likelihood of attack 

initiations and the likelihood that the initiated attack succeeds (i.e.,
0.8+0.8

2
=  0.8). 

 The level of impact on the robot is ranked high and thus is assigned a value of 8. 

 The risk level is computed based on Equation 2 (i.e., 0.8 ×  8 =  6.4). 

In the following section, we discuss the physical consequences for the loss of availability on the robot. 

5. DISCUSSION 

In this section, we discuss the physical consequences of the loss of availability on the robot. Since this 

is an application-specific process, we consider several applications of the robot. We consider the loss of 

availability as the impact of the attack in the risk assessment process. The impact values in the risk 

assessment process can be assigned based on the specific robotic application. For example, if the robot 

freezes in a high traffic area (e.g. airport application), then this may cause more damage than if it 

continues with the current task. On the other hand, it may be safer for the robot to stop and abort its 

current task if moving with precise supervision is required (e.g. industrial applications).  

5.1 Hospital Application 

This application is for the case when the robot is operated in a hospital that is fully covered by a wireless 

LAN. In this application, the robot is assumed to be used in two critical missions: creating a 2D map of 

the hospital and performing time-sensitive tasks (e.g. delivering medical supplies and equipment) [42]. 
Both missions require the robot to be remotely controlled and monitored by a human operator through 

the wireless LAN. Creating a map requires logging lots of data generated from the 2D laser range finder 

sensor and the wheel encoders of the robot [33]. The operator connects to the robot through an SSH 
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Table 3.  Risk Assessment Table of the PeopleBot robot 
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Application 

level attack 
Insider 8 8 8 Possible 0.80 8 8 0.80 0.80 8 6.40 

TCP SYN 

flood 

attack 

Insider 8 8 8 Possible 0.80 8 8 0.80 0.80 8 6.40 

IPv6 RA 

floods 
Insider 8 8 8 Possible 0.80 2 8 0.60 0.70 8 5.60 

ICMP echo 

request 

attack 

Insider 8 8 8 Possible 0.80 8 8 0.80 0.80 8 6.40 

De-

authentication 

attack 

Insider or 

outsider 
8 8 8 Possible 0.80 10 8 0.87 0.84 8 6.72 

Jamming 

attack 

Insider or 

outsider 
8 8 8 Possible 0.80 10 8 0.87 0.84 8 6.72 

session and runs a data logging program, such as “sickLogger”[43]. Moreover, the operator runs a 

monitoring program to control the robot movement using image sequences from the camera sensor. 

While running these applications, multiple physical consequences are possible if the robot becomes 

unavailable as a result of exploiting the attacks discussed in Subsection 4.4. First, the robot may get 

physically damaged due to open stairs in the hospital environment. Second, sudden accidents may cause 

human injuries or damage critical equipment. 

On the other hand, performing time-sensitive delivery tasks requires the operator and the robot to 

connect using client-server programs; “MobileEyes” and “arnlServer”[43]. The robot runs the 

ARNLServer program which loads the hospital map in the robot’s memory then waits for commands 

from the client program. The client runs the MobileEyes program, which connects to the ARNLServer 

and navigates the robot to destinations within the map using IR, bumpers, camera, sonars and laser range 

finder sensors. One critical physical consequence of loss of availability in this scenario is delaying or 

preventing the robot delivering urgent medical supplies to the hospital operation room. Another critical 

consequence is that the robot may get physically hijacked. 

5.2 Airport Application 

This application considers the case when the robot is operated at airports to perform two critical tasks: 

delivering passengers’ luggage to their respective terminals [44] and carrying out security checks for 

travelers [45]. To achieve the first task, the robot needs to create an airport map for luggage delivery. 

Creating the airport map can be done exactly the same fashion in the hospital scenario; hence, similar 

physical consequences might occur after a successful attack that leads to loss of availability. Once the 

map is constructed, the “MobileEyes” and “ARNLServer” client-server applications are used to load the 

map in the robot’s memory and send navigation commands to the robot for delivery purposes. Losing 

availability while delivering passengers’ luggage might result in luggage being delayed, which causes 

customer dissatisfaction and impacts the airline public image. More severely, the luggage might 

maliciously get stolen, replaced or delivered to incorrect terminals. 
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To achieve the second task (i.e., performing security checks for travelers), the robot uses its high-

definition cameras and facial recognition software probably running on the operator’s computer. Losing 

availability while carrying out such critical task has the dire consequence of allowing suspects to escape 

the security check. 

5.3 Industrial Application 

This application considers the case when the robot is operated at an industrial warehouse for helping in 

the production of expensive instruments and equipment. This is one of the critical scenarios, as the robot 

needs to make precise movements and actions. Losing availability of the robot could result in a financial 

impact. In this case, financial losses can be huge due to production halt, business disruption and 

replacement or remediation costs. It is clear that the physical consequences described above can lead to 

catastrophic results. Security experts need to carefully consider taking well-studied countermeasures to 

reduce or even prevent attacks. Surely this needs to be considered per each application of the robotic 

platform.  

5.4 Mitigating Robot Cyber-Security 

In this subsection, we suggest some recommendations as possible mitigation techniques for the loss of 

availability of the robot. It is important to mention that building a secure robot is not a simple task. 

However, considering and implementing the following recommendations can highly improve the cyber-

security of the robot. 

 Encrypt the robot communications. 

 Assure that only authorized users have access to the robot network, on-board computer, services 

and functionality. 

 Install operating systems updates to fix known vulnerabilities. 

 Invest in cyber-security education for everyone using the robot. 

 Enforce a backup plan policy in case the robot becomes unavailable. 

 Enable SYN Cookies to protect against TCP SYN floods [46]. 

5.5 Limitations 

The main limitation of this approach is the dependency on identifying the vulnerabilities of the system. 

This requires deep knowledge of all the systems integrated to operate the robot, including hardware, 

software, operating systems, communications, …etc.  

6. CONCLUSIONS 

In this paper, we identified, estimated and prioritized the risks associated with attacks targeting the 

availability of the robotic system. 

The paper discussed several attacks that can result in losing the availability of the PeobleBot robot. We 

setup a ten-goal test area in our research lab. The robot is commanded to tour the ten goals while being 

attacked. We discussed the experimental results from each attack. The paper presented an impact-

oriented analysis approach to assess the risk of these attacks as demonstrated in Table 3. We discussed 

the physical impacts for losing the availability of the robot while performing several critical applications. 

The severity of the physical impacts raises the flag of the requirement of considering effective cyber-

security countermeasures. 

Future work could focus on extending the semi-quantitative risk assessment to a quantitative assessment. 

In addition, one area of research is to examine attacks on integrity and confidentiality of robotic systems. 

We also plan to analyze the resilience of robotic systems to cyber-physical attacks. By analyzing the 

resilience, we investigate how the robotic system responds and recovers from failures that are caused by 

cyber-physical attacks. 
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 :البحث ملخص

قببببب دبوت ببببب زبشب ببببب بتأصبببببلروبوتات تتببببببشبت مبزبببببيب يبببببميبز يو،ببببب ب ببببب ب  بت بببببببوت تز ببببب  ب  ببببب ب

وت طل قببببببببشبوتا ص ببببببب بتوتيببببببب ب   بتوت ابببببببما، طبوت  ،ببببببب بزببببببب ب ببببببب  بوت طل قببببببببشبت ط ببببببب بأ ب،ببببببب  ب

صظببببببدبتيبببببل يبوتات تتببببببشبتوتببببب رم ب  لببببببب ببببب ب  ببببب بزببببب ب ببببب  ب  بببببتوشبو تيبببببب طبت ببببب وب،  بببببيب

وتات ببببببتشب اقبببببب بتطلقبببببب بزبببببب بوتل ابببببببشبوت بببببب بتابببببب ل  بو تيببببببب ب بببببب  بوت ا ببببببيبوتاابببببب طاب

 ببببتبتر ،بببب بتتق بببب  بب بببب  بوت  و بببب بت ببببتشبم ببببابز ببببت اطبوتلبببب  بزبببب توتات ببببتش بزابببببب،  ببببيبوتا

وتا بببببببرابوتااتلطبببببب ب بتل ابببببببشبوت بببببب بتابببببب ل  بتببببببت ابوتات ببببببتشطبزبببببب بأ ببببببيبترق بببببب ب بببببب   ب ب

أث اب قببببببب و بتبببببببت ابوتات بببببببتشبتبببببببزت ببببببب بصربببببببتببكاببببببب  بببببببق او بتق ببببببب  بز ببببببببراب بببببببل بب ا بببببببب

(PeopleBot™)زبببببب ب  ،بببببب بزبببببب بوت  ببببببب مبوت بببببب بو بببببب   ز بب  لببببببببوتبز ات بببببب  ببببببق او ب ا ببببببببطب

بثل ببببببوت بببببب بأبطتابببببب ل  بتتببببببرثاب  بببببب بتببببببتو ابوتات ببببببتشبوتل ابببببببشبوتا ات بببببب بوت بببببب ب،امبببببب بأ 

ر  ب بولأزببببببابوتبببببب  ب،ببببببتببببببت ابوتات ببببببتشوت  بببببببالبأ بوتل ابببببببشب،امبببببب بأ بتببببببر  ب تبببببب ب قبببببب و ب

 ط ت ب تو  ب ط اة  ت  ب
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