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ABSTRACT

This study investigates the secrecy performance of a satellite-backscatter device communication system in the
presence of a potential eavesdropper. In the considered setup, a satelite transmits signals to a backscatter device,
which reflects the modulated information back to the satellite while being subject to interception by an
eavesdropper. To capture the practical wireless environment, the analysis is conducted over correlated Nakagami-
m fading channels, where the coupling among the forward, backscatter, and wiretap links is explicitly taken into
account. We derive exact closed-form analytical expressions for key secrecy metrics; namely, the secrecy outage
probability (SOP), the ergodic secrecy capacity (ESC), and the symbol error rate (SER), which provide
comprehensive insights into the secure operation of the system. Furthermore, asymptotic expressions are obtained
for the SOP, enabling a deeper understanding of the secrecy diversity order under high signal-to-noise ratio (SNR)
regimes. The impacts of critical channel and system parameters, such as fading severity, correlation, user power,
and eavesdropper power, on the SOP, ESC, and SER are thoroughly examined. Monte Carlo simulations are also
performed to validate the accuracy of the theoretical analysis.
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1. INTRODUCTION

Backscatter communications play an important role in the Internet of Things (I0T) due to their low cost
and energy efficiency [1]-[2]. Radio Frequency Identification (RFID) is a typical backscatter
communication system, which utilizes backscatter modulation to enable data transmission [3]. In
contrast to traditional communication systems, RFID includes both forward and backscatter links.
Specifically, in [4]-[5], the authors proposed a dyadic backscatter channel model for RFID systems,
incorporating both forward and backscatter links. In practice, these links can be correlated, since the
transmit and receive antennas at the reader may be very close or even co-located [6]. The authors in [7]
analyzed the range performance of ultrahigh-frequency-band passive RFID for single-input single-
output (SISO) and multiple-input multiple-output (MIMO) systems with maximal-ratio combining in a
pinhole channel, and modeled it as a correlated Nakagami-m distribution. Similar to other wireless
systems, privacy and security are also major concerns for RFID systems. Due to their broadcast nature,
RFID systems are vulnerable to potential eavesdropping attacks. In the open literature, several works
have proposed lightweight cryptography to address RFID security challenges [8]. Although
cryptography can provide improved security performance, it incurs high communication overhead and
computational complexity.

Recently, physical layer security (PLS) for backscatter networks has received increasing attention. For
instance, Li et al. [10] investigated PLS in wireless-powered ambient backscatter cooperative networks,
deriving secrecy rate and outage expressions under practical energy-harvesting and cooperation settings.
Similarly, Khan et al. [11] analyzed the secrecy performance of energy-harvesting backscatter systems
under various tag-selection strategies, while [12] introduced a deep learning-based secure tag-selection
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method to mitigate RIS-induced interference, highlighting the growing role of Al in BackCom security.
Moreover, the authors in [15] examined the secrecy performance of backscatter communication
networks with multiple readers and different tag-selection schemes, demonstrating that optimized
reader-tag pairing can significantly improve secrecy capacity. In addition, [16] further extended the
analysis by considering Nakagami-m fading and energy-harvesting capability at the tag, providing
secrecy-outage analysis under generalized fading conditions and highlighting that both fading
characteristics and tag-selection strategies play critical roles in ensuring physical layer security in
BackCom networks. To address the limitations of existing RFID systems in terms of cost, size, and
computational complexity, we consider physical layer security (PLS) as an alternative to cryptography.
The main idea of PLS is to exploit the wireless-channel characteristics to prevent eavesdroppers from
obtaining information from the transmitter. The authors in [17] studied the PLS of a single-reader single-
tag RFID system, where the reader not only sends the query signal to power the tag, but also injects
artificial noise to interfere with an eavesdropper. Moreover, the authors in [18, 19] investigated secrecy-
rate maximization in a MIMO RFID system by jointly optimizing the supply energy and the artificial-
noise precoding matrix at the reader. Building upon the idea of combining MIMO and intelligent
surfaces for rate and security optimization, Paul et al. [9] developed a quantum gradient descent
algorithm for rate maximization in MIMO-NOMA systems assisted by STAR-RIS, achieving superior
convergence and energy efficiency compared to classical optimization methods. Recent advances in
wireless communication have significantly improved satellite-terrestrial integrated networks, especially
regarding cooperative relaying and security under practical impairments. For instance, the authors in
[20] investigated the outage behavior of satellite-terrestrial full-duplex relay networks under co-channel
interference, revealing robust relaying strategies that enhance end-to-end reliability in hybrid space-
ground scenarios. Similarly, energy-harvesting-based spectrum access has emerged as a practical
solution for resource-constrained systems. A notable contribution by the authors in [21] proposed
incremental cooperation and relay-selection mechanisms while considering hardware noise in terrestrial
networks, demonstrating the potential of green communication for spectrum efficiency. In the same
direction, full-duplex relaying under imperfect channel state information (CSI) has been explored using
time-switching protocols, further highlighting the viability of practical wireless relaying models in
terrestrial setups [22]. Security remains a paramount concern in such systems, particularly in cognitive
and cooperative environments. Addressing this, the authors in [23] presented secrecy-performance
enhancement techniques in underlay cognitive radio networks through multi-hop cooperative
transmission, including scenarios with hardware impairments. Additionally, the authors in [24]
demonstrated how coverage-area granularity directly affects predictive-modeling accuracy for mobility
systems in 5G/6G cellular architectures. Considering practical conditions, the authors in [25] analyzed
the performance of SWIPT-aided satellite-terrestrial cooperative networks, while [26] addressed secure
communication techniques for multi-tag backscatter systems. These insights can be leveraged to
enhance security and efficiency in practical 10T deployments. Furthermore, Nguyen et al. [13] analyzed
secure wireless communications incorporating energy harvesting and multi-antenna diversity,
demonstrating that efficient energy management and antenna diversity can substantially enhance secrecy
capacity. In addition, Garai et al. [14] examined ground-to-satellite free-space optical (FSO)
communications under atmospheric turbulence, showing that appropriate modulation selection improves
reliability in hybrid space-ground systems. However, the aforementioned works have not derived an
analytical expression for the system secrecy outage probability (SOP).

Motivation and Contribution

Building on the foundations of RFID and backscatter communications, a growing body of literature has
expanded this paradigm to address interference, fading, resource allocation, and physical layer security
in more sophisticated scenarios. For instance, interference and fading have been identified as
fundamental bottlenecks, with potential mitigation strategies proposed in [30]. To enhance system
capacity and connectivity, NOMA-based backscatter communications have been extensively
investigated, ranging from comprehensive surveys of loT applications [31] to fundamental designs and
advanced techniques [32]. Beyond multiple access, integrated designs, such as power-efficient
beamforming for joint sensing and communication [33] and fluid antenna systems to overcome fading
[34], have been explored. In parallel, the integration of backscatter with intelligent meta-surfaces has
received great attention. Joint waveform and reflection optimization for secure RI1S-based backscatter
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was proposed in [35], while [40] analyzed the performance of RIS-assisted ambient backscatter systems.
Short-packet communications, essential for ultra-reliable and low-latency 10T, have also been
investigated in RIS-assisted NOMA backscatter systems [38]. In addition, symbiotic paradigms have
been studied, including power beacon-assisted energy harvesting [39] and cognitive backscatter-enabled
blockchain consensus [37]. Moreover, security has likewise remained an active research topic. For
example, UAV-assisted backscatter with jamming was investigated in [36], multi-power beacon loT
systems were examined for secrecy performance in [42], and D2D partial NOMA-assisted backscatter
networks were analyzed in [41]. Collectively, these studies highlighted the rapid evolution of backscatter
communications across efficiency, reliability, and security dimensions. However, analytical
characterization of secrecy-outage probability (SOP), ergodic secrecy capacity (ESC), and symbol error
rate (SER) under correlated fading channels remains largely unexplored, which motivates our work. Our
work provides a comprehensive security analysis of satellite-assisted backscatter communication,
offering novel analytical insights and practical design guidelines. The main contributions are
summarized as follows:

e Novel System Modeling under Correlated Fading: We establish a first-of-its-kind,
comprehensive analytical model for the satellite-backscatter-eavesdropper system under
correlated Nakagami-m fading channels, explicitly accounting for the practical coupling effect
among the forward, backscatter, and wiretap links.

e Exact Closed-form Secrecy Metrics: We successfully derive novel and exact closed-form
analytical expressions for the key physical layer security metrics: the Secrecy Outage
Probability (SOP), the Ergodic Secrecy Capacity (ESC), and the Symbol Error Rate (SER),
comprehensively characterizing the system's vulnerability to eavesdropping.

e Asymptotic Analysis and Diversity Order: To offer a deeper understanding of system limits,
we obtain asymptotic closed-form expressions for the SOP. This enables the explicit
characterization of the secrecy diversity order of the considered backscatter system in the high
Signal-to-Noise Ratio (SNR) regime.

e Validation and Design Insights: Our theoretical derivations are rigorously validated through
extensive Monte Carlo simulations. The numerical results provide valuable insights into the
crucial impacts of fading severity, correlation, and system parameters, offering practical
guidelines for the design and deployment of secure satellite-assisted backscatter
communications.

Table 1. Comparison of the uniqueness of our research to related articles.

Context PLS BD Satellite Nakagami-m SOP ESC SER
Paper [361 v v v

Paper [401 v v v
Paper [43] v v v v v

Paper [44] v v v v

Paper [45] v v

Paper [46] v v v v v

Paper [471 v v v

Paper [48] v v v v v

Paper [49] v v

Paper [501 v v v

This paper v v v v v v v

The remainder of the paper is organized as follows. Section 2 gives an overview of the system model.
Section 3 presents the information-theoretic mathematical framework, to achieve the performance of the
system. Section 4 presents numerical results and discussions to validate the developed framework as
well as deeply explore the impacts of system key parameters, while Section 5 provides concluding
remarks.
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2.SYSTEM MODEL

In this correspondence, we examine a backscatter communication setup consisting of a satellite (S ), a
single backscatter device ( B ), and a potential eavesdropper ( E ) capable of intercepting the data
transmitted by B, as illustrated in Fig. 1. The channels are defined as follows: from the transmitting
antenna at S to B (denoted by h ), from B to the receiving antenna at S (denoted by f ), and from B to
the eavesdropper (denoted by g ), respectively. This setup highlights the intricate dynamics involved in
the communication process within such a backscatter system. Understanding these channel gains is
crucial for analyzing the overall performance and security implications of the system in practical
scenarios. The received signal at the satellite from the backscatter device can be expressed as:

q i » Tr i
R ) — =y Receive

ey Eavesdropper

S: Satelline
B: Backscatter
E: Eavesdropper

Figure 1. System model.

YBs = \/Fshbe + Npg, 1
where Ps is the normalized transmission powers at the satellite, s is the query signal sent by the satellite,
b is the information signal from the backscatter and ng; is the additive white Gaussian noise (AWGN),
ngs ~ CN(0,02s), we set E{|s|?} = E{|p|?} = 1.

The joint probability density function (PDF) of |h|? and |f|? are:
f|h|2(x) = ale_ﬁlx 1F1(m1; 1; 51x) X = 0

2
f|f|z(x) = aye P2* [F (my;1;6,x) ,x=0. (2)

For i€ {1,2} we set a; = (Zblml/(Zblml + .Qi))mi/Zbi, ﬁi = 1/2bi'6i = Ql/(Zbl)(Zblml + ‘Ql)
with ; and 2b; are the respective average power of the line-of-sight ( LoS ) and multi-path components,
m, is the fading-severity parameter and , F; (;+;+) is the confluent hyper-geometric function of first kind,
thereby expressing the probability-density function (PDF) of f|,2(x) and f¢2 (x).

Table 2. Notations of main parameters.

Symbol Notation Symbol Notation

s Signal at Satelline Q; The respective average power of the LoS

b Signal at Backscatter 2b; The multi-path components

m; The fading-severity parameter x(©) Probability-density function (PDF) of X

Ps Transmit power at S Fx() Cumulative-distribution function (CDF) of X
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Py Transmit power at E E{} Expectation operator
h Channel gain from U to S [ -] The absolute value of a complex number
f Channel gain from U to B re) Gamma function
g Channel gain from B to § y(,) Lower incomplete Gamma function
Ps The average receive SNR at S K,() Bessel function of the second kind with v™ order
PE The average receive SNR at E 1Fi(5) The confluent hyper-geometric function of first kind
Ngs The additive white Gaussian noise (AWGN) Wiu(2) The Whittaker function
(M The Pochhammer symbol
m;—1
— K1 p—(B1—61)x
Frp@) =@ ) Gl)xre x20 (32)
K1=0
my—1
— K3 p—(B2—82)x
firz(x) = a, Z {(ky)x"2e ,x=20 (3b)
K2=0

where {(x;) = (—1) (1 — mi),cid"i/(zci)z,i € {1,2}, with (.),, is the Pochhammer symbol.
The cumulative-distribution function (CDF) of Fj,2(x) and F |2 (x) as:

SRS (k)L ( 1)
k) (eq +
=1- P1—(B1—-81)x
Fpe(x) =1-ay E F(pr + D (B, — 8,717 X xP1e=(P1701 (4a)
K1=0 p;=0
my—1 K,

_ {(rx)l(ky + 1)
Fipp) =1-a Z = F(p; + 1) (By — 8)=*1P2

K2=0

X xpze—(ﬁz—5z)x (4b)

where I'(x) = (x — 1)! is the Gamma function for a positive integral x.

On the other hand, at the E side, the intercepted signal from the backscatter can be written as:

Yg = \/P_Ethb + ng, (5)

where Py is the transmit power of the E, nj is the AWGN at E, n; ~ CN'(0,02), and we assume that h
and g are independent from each other, since the E is far from reader, compared to the distance with the
B.

Since we consider Nakagami-m faded channels for the terrestrial links of the considered network, the
channel gains |g|?, are assumed to follow the Gamma distribution with average power Q5 and fading
severity m3. Hence, The PDF and CDF of f,2(x) can be given as:

ms
Flo () = s ¥ e, ©
and
F ( ) 1 F(m3,llx) 1 _ux Tt ‘up3xp3 (7)
2(x)=1l—-—F——=1-¢ -,
lal I(ms) L Tps +1)

=M
where u = 0
From (1) and (5), we can derive the received instantaneous signal-to-noise ratios (SNRs) at the reader
and E as:
ves = |hIIf ?ps. ®
and
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ve = |hI?1g1?pE, €))
where pg = Pg/a2, and pg = Pz /c# are the average receive SNR at reader and E, respectively.

Correspondingly, from (8) and (9), the capacity of the reader and eavesdropper's channels can be written
as:

Cps = log, (1 + vps), (10)
and

Cp = log,(1 +yg), 11

respectively. Using (10) and (11), we can express the instantaneous secrecy capacity of RFID (Radio
frequency identification) backscatter system as:

Cs = [Cps — CE]+' (12)
where [x]*is defined as [x]* = max(x, 0).

3. PERFORMANCE ANALYSIS

3.1 Security Outage Probability (SOP)

If we denote R = 0 as the target secrecy rate of S, the secrecy-outage probability of S can be expressed
as:

1+vyps 1+ |h|?|f|?ps
Pout :PI‘[CS <R] = Pr[log2<1+y}3> <R] = Pr W<]ﬁ[h

= Pr|If1? < g + Lol (13)

where y,, = 2R is the secrecy SNR threshold, v = (y, — 1)/ps and wg = yf;pE Applying formulae
S
(3a), (4b) and (6), P, is calculated as:

Pr{|f|? < 0+ |g|*wg foof Z(X)foof 2(y) [F 2 (z+yw5)] dxdy
Pou = |h|2 0 (R 0 191 117\
< C( ) myp—1 Ky
30(1 K1 f x*1 —(B1-61)x f 1 Z Z z pZ
= E — e \WP1mo X dx x m3=le~WyVd a
F(m3) [L 0 Y Yy~ -
K1=0 <D1

(14)
WP~ Wt ()T (kep + 1)
T(py + 1)(B, — 65) 2Pzl

® _(32—52)17
X f x17te™ x  — (B — 6)xdx
0

D3

X f ym3+P2—t—1e—Y(H+(32—52)w5)dy]
0

———

@,
With the help of [27, Eq. (3.351.3)], @, and &, are given by:

o]

®; = f xfre=(P1m8ux gy X_[ y™ e ™ dy = (ke)! (B — 81) T T (mg — D!y
0 0
®, = fooo yMatPamt-le=y (Ut (B2=02)0B)dy = (my + p, — t — D! (u + (B, — 82)wg) ™ P2t (15)

With the help of [27, Eq. (3.471.9)], @5 is given by:

Ko —t+1

® (B2—685)v 0 2
D, = f xKi—tp— i = (Bi=8x g, <((ﬁl§1 . ;1))v> K, 41 (2\/(31 —8)(B, — 52)17) (16)
0




490

Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 11, No. 04, December 2025.

By substituting (15) and (16) into (14), we obtain:

-1 M3, { . —
Pout = S S 1 (5, — 57571 g — D

D2 p2-t pt K1—t+1
mz—l K poy 2WE (k)T (K2 +1) (Ba—8)v "1 17
~%22g=0  Zp,=o Z ( )r(pz+1)(ﬁz —8;)*2" pz“((ﬁl 5’ an

X le—t+1(2\/(ﬁ1 —681)(Bz — 6)v)(m3 +p; —t — D! (u + (B — 8)wg) 7Pt
where K, (.) is the first order modified Bessel function of the second kind.

3.2 Ergodic Secrecy Capacity (ESC) Analysis

In this section, we analyze the system's ESC performance, which is defined as the average of the highest
attainable secrecy capacity. To evaluate the ESC, we define the ergodic capacity of the main channel
and the wiretap channel as follows.

]E{Cs} = [IE{CBS} - E{CE}]+- (18)

To obtain the desired outcome, the formulae for the ergodic capacity of the primary and wiretap channels
must be considered. (i.e., Czs and Cg ). As a result, we simplify Cgzg using SNR from (8) into (10) and
Cg using SNR from (9) into (11) as:

h 1 Ool—F
E(Cas) = Eflogy(1 + 2y = 1 f P LI

In2 0 1+x
x . (19)
|hI?|gl? 1 1-F
B{Ce} = Blog,(1+ 11y — L [ 1oy,
w 0
Y

where Fy(x) with X = |h|?|f|?ps and F,(y) with Y = |h|?|g|?pg. Based on (3) and (4), Fy(x) is
calculated as:

X

FeG0) = P @) = PrORE < 29 = [ FapGf e 0y
0

+00
_(B1-61)x
_ _ mp-1 K1 C (k)T (r1+1) X \p
_J. (1 alZ =0 Zplzo F(p1+1)(ﬂ1—51)’cl+1_p1 (yps) le yPs )Xf|f|2(y)dy
0
_(B1-61)x (20)

_ o _ oo mi—1 K1 (k)T (r1+1) X \p
=l e =Tl T mGagmesyar X Geptte 7 X fip0)dy

mp—1 mp—1 K
=1- a1, szzzo Z;cll:o Zpi:o

X to -
L) (k)T (k1 +1) (P ykz_ple-%—(ﬁz—sm dy
Ty +1)(B1~61)1+17P1
0

——

1]
[

By using [27, Eq. (3.471.9)] for £, the CDFFx(x) can be obtained:

-1 -1 agaq (k1) (1c3)
Fy(x)=1- szz Z?f 0 ZZi (K2+p1+1 e K2=p1+1
z F(p1+1)(B2—62) 2 21)
F(K1+1)(\/—)K2+p1+1 2 (B1=61)(B2—82)x 51)(ﬁ2 52)x
2K1—-p1—K2+1 K,'2 p1+1(
(B1-61) 2
Substituting (21) into (19), we obtain:
_ my—1 my—1 K a1z (k1) (k) (k1 +1)
E{Cgs} = 22K22=0 ZK11=0 Zpi=0 lnlz Z(rcz+1z71+1)2/2r(p1+1)
(22)

(51 51)(32 52)95

(ﬂl_sl)(K2+p1—2K1—1)/2 o (\/E)K2+p1+1
K'Z p1+1(2

(By—85)K2—P1+1)/2 1+x

Let t = 4/marctan(x) — 1 = tan(n(t + 1)/4) = x = (m/4)sec?(n(t + 1)/4)dt = dx, s0 E{Cgs} is
given by:
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—1 my—1 K a0y §(K1)G(K2)
E{C =y v 1
{ BS} Z Z,cl_o Zpl_o 21n2p(K2+p1+1)/2F(191+1)

(B1—6,) 2 +P1—2K1-1)/2
zﬁzjgz)(kz—p1+1)/2 f—l SECZ(T[(t + 1)/4')

% [(x;+1)(tan(m(t+1)/4))*2*tP1+1 (23)
[1+tan(m(t+1)/4)]
tan(m(t+1)/4)
X
Kkz_p1+1(2\/(ﬁ1—51)_1(ﬁz—52)_1ps)dt
Though it is difficult to derive a closed-form expression for (23), we can obtain an accurate
approximation for it. Using Gaussian-Chebyshev quadrature [27, Eq. 25.4.38], we have:

_ _ 2 |1-E2aq1 a2 (k1) (K2)
E{Cps} ~ X7y Mol ¥ N S

K,=0 K1=0 p1=0 n=1 2N1n2p(K2+p1+1)/2

Xsecz(n(f,zl+1)/4)([31—61)("2“’1‘2"1‘1)/2 (i1 +1)( [tan(m(§3+1)/4)) 2 P+l (24)

(B2—82)(K2P1+1)/2 % F(p1+D[1+tan(r(§5+1)/4)]

(2\/ tan(m(£2+1)/4) )
+1 (B1-61)71(B2-82)"1ps

X K,

K2—P1

where &, = cos (27:1\;171) and sec?(x) = 1/cos?(x).

Next, E{Cg} is calculated as:

1 (®1- Fy(x)
E{C —_— 25
e =13 1+x (25)
Based on (4) and (6), Fy(y) is calculated as:
+ o0
Fy(y) = Flnj2ig2ps () = Pr(|h|?* < |g|z )=] F|h|2(;fs)f|g|2(2)dz
0
+o00
_ L mi-1 SN (1 +1) Y py,~ d
= | (G-@mdioo Zpmo mrngsymren X Gop) € )% flgp(2)dz
0
(B1=81)y (26)
my—1 K $(k)T(k1+1) y r—
= [ fop@dz = [T TR B, o (e X fp(2)dz
+00
m, B1-81)y
1 my—1 K1 u™38(kq)l(K1+1) Y \p maz-p1-1," zpgp  H?
=l-@mdi-  2pi-o [(m3)M(p1+1)(B1-81) 1+17P1 (pE)lf e “
0

——

[

1

By using [27, Eq. (3.471.9)] for E,, the CDFFy(y) can be obtained:

m3+py m3+pi1
mi—1 Kk 2041 2" ((ic (ke +1)y 2 ’#(/3 -8y
Fy(y) =1- ZK11:0 pizo 1 1 11p1 p— m3;p1 Km3_p1 (2 _1pE 1 ) (27)

F(ms)l"(p1+1)(ﬁ1—51) 2 PE
Substituting (27) into (25), we can obtain:
m3+pq
my—1 2a1p 2 {(kq)T(kq+1)
z:K1=0 Zm =0 2K1-p1-mz+2 M3¥P1 P maypy
E(CA = T(m3)M(p1+1)(B1-61) 2 pg 2 ¥ o [BB1=6Dx) 4 (28)
{Ce} = In2 14x ~ M37P1 PE X
0

Letu = 4/marctan(x) — 1 = tan(m(u + 1)/4) = x = (m/4)sec?(w(u + 1)/4)du = dx, so E{Cs} is
given by:

mz+pq

(E) Zml_l ZKl 209 2 G(kg)T(Kq+1)
K1=0 P1=0 2Kk1—-p1-m3+2 M3+P1
T(m3)L(p1+1)(B1-61) 2 pg 2
]E{CE} - In2

(29)

Ydu

m3—p1 PE 4

41 tan(ErD)TEE H(B1 81 tan (")) (1)
X[ — (

K sec?
-1 1+tan(n(u+1)) ) (
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Although it is difficult to derive a closed-form expression for (29), an accurate approximation can be
obtained by using the Gaussian-Chebyshev quadrature [27, Eq. (25.4.38)]. Accordingly, we have:

i
N et oy sec (Em+ DD [1-Ehani 2 0k1)
[E{CE} = Zm:l Z’Clzo Zplzo 2K1-p1—-mz+2 M3¥P1
2MIn 2T’ (m3)I'(p1+1)(B1—61) 2 Py 2

(30)

. Mm3tP1
P +Dtan($m+1)7) 2 u(B1=6)tan((Em+1)7)
; Km,—p, (2 J )

1+tan((§m+1)§) PE

2m-1
where &, = cos( i n).

By combining (30) and (24) into (18), the approximate expression for the ergodic achievable secrecy
rate of the satellite can be expressed as:

met  maol M 21— 2y a8 (1,)S (i) sec? (% o ) I
E{Cs} ~ [ Z Z Z Z Z Ka+py+1 Ky—p1+1
o S ANIn2T(p, + Dpg 2 (B —8,) 2

I, + 1)7'[2\/ 1—&2a,0(c)T (11 + 1)
[1+ tan(7(€Z + 1)7(€2 + 1)4)] Min 2T(m;) T(p, + 1)pPrimdPuims)

ma-2ki2 p1tms 31
sec? (”(€m4+ 1_)> B, — 51)p 2 u zp < tan(n_(fm + 1))> .
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X

X
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3.3 Symbol Error Rate (SER)

For the wireless system, the SER is calculated as:

tZ

= = 2
_ SER = aE{Q(/by)} = = f < ) e 7 dt _ (32)
where a and b are constants and depend on the modulation types, e.g. @ = 1, b = 2 for the binary phase-
shift keying (BPSK) modulation and @ = 2, b = 1 for quadrature phase shift keying (QPSK) and 4-
quadrature amplitude modulation (4-QAM); Q(x) = \/%_nfx e~t*/24dt is the Gaussian function; y is the
end-to-end SINR of the considered system; F (x) is the CDF of the end-to-end SINR. From the definition

of CDF, we can replace F(x) by P,,; of the system.

From (32), applying the change of variable technique x = t2/b, we can rewrite the SER as [28]:

sER = 20 =l f/ [Fx () = Fy()]dv
by ] (33)

e 2 FX(U) e 2Fy(v)

By substituting (20) and (27) into (33), we obtain:
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With the help of [29, Eq. (6.643.3)], £5 and Z, are calculated as:

o0 m3+py-1 —bv w(B1—81)v
3 = fO v 2 ez Km3—p1(2 T)dv
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By substituting =5 and 2, into (34), we have:
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4. NUMERICAL RESULTS AND SIMULATIONS

This section employs Monte Carlo simulations to validate the proposed mathematical frameworks and
provide insights under various conditions. Simulation parameters are detailed in Table 3.

Table 3. Simulation parameters.

Symbol | Parameter name Value
Ds Transmit power to noise ratio at S 0 to 40 (dB)
PE Transmit power to noise ratio at E 0to 20( dB)
R Target rate 1.5to 3bps/Hz
N The Gauss-Chevbyshev parameter 100
M The Gauss-Chevbyshev parameter 100
m; The fading-severity parameter 5
Q; The respective average power of the LoS 0.279
b; The multi-path components 0.251

Figure 2 clearly illustrates the relationship between the Secrecy Outage Probability (SOP) and the
average Satellite Signal-to-Noise Ratio (ps in dB), while validating the analytical results against
simulations and comparing performance with a reference scheme. The close proximity of the analysis
(solid lines) and simulation (data points) results confirms the accuracy of the derived closed-form
analytical expressions for SOP. As ps increases, the SOP decreases significantly, a trend directly
attributable to the satellite allocating higher transmit power, which in turn enhances the instantaneous
received SNR and overall system security. Conversely, the SOP rises as the target Secrecy Rate
Threshold ( R ) increases (from 1.5 to 3), reflecting the more stringent requirement for secure
communication. Furthermore, the proposed system demonstrates superior performance by achieving a
lower SOP compared to the "Backscatter Random Selection™ scheme [5], highlighting the effectiveness
of the current model in the correlated Nakagami-m fading environment.

Figure 3 investigates the effect of the average Eavesdropper Signal-to-Noise Ratio ( pz ) on the Secrecy
Outage Probability (SOP) as a function of pg, with a fixed target secrecy rate of R = 2. Similar to Figure
2, the SOP continues to decrease as pg increases, indicating that secure performance is enhanced with
higher satellite transmit power. Furthermore, the analytical and simulation results (black curves) show
an excellent match, reinforcing the reliability of the theoretical framework. Crucially, Figure 3 clearly
demonstrates that the secrecy performance is degraded as pg increases (from 5 dB to 15 dB), resulting
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Figure 2. Secrecy-outage probability versus ps.

in an increase in SOP and an upward shift of the curves. This occurs because a higher eavesdropper
power increases the Eavesdropper's Channel Capacity (Cg), thus reducing the achievable Secrecy
Capacity ( Cs = [Cgs — Cg]*). Notably, in the high pg regime, the SOP curves for different pg values
tend to be parallel. This suggests that the secrecy-diversity order of the system is independent of the
eavesdropper's power (pg). Finally, the proposed system maintains a lower SOP compared to the
reference "Backscatter Random Selection™ scheme [5] across all considered pg scenarios.
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Figure 3. Secrecy-outage probability versus pg for different values of pg, with R = 2.

Figure 4 depicts the Ergodic Achievable Secrecy Rate (ESC) versus the average satellite SNR, pg, for
various eavesdropper SNR values, pg, with the fading-severity parameter fixed at m = 5. In terms of
the main channel, the ESC consistently increases with ps. This behavior confirms that allocating more
transmit power to the signal effectively enhances the system's ergodic-secrecy capacity. Conversely, the
ESC is significantly degraded as the eavesdropper's SNR, pg, increases from 0 dB to 20 dB . This
degradation is expected, because a higher pg provides the eavesdropper with better channel quality,
increasing its capacity and reducing the net secrecy capacity, Cs. Furthermore, the curves illustrate a key
secure communication property: for pz > 0, the ESC is zero until pg surpasses a minimum threshold.
This required pg threshold is directly proportional to pz, meaning that the system must overcome the
eavesdropper's channel quality to achieve a positive secrecy rate (e.g. the ESC only becomes positive
around ps = 20 dB when p; = 20 dB).

Figure 5 presents the Symbol Error Rate (SER) as a function of the average satellite SNR (ps), with the
fading-severity parameter fixed at m = 51. The results indicate that the SER decreases sharply as ps
increases, which is consistent with theory, since higher transmit power raises the overall SNR and
reduces the probability of error. The tight congruence between the Analytical and Simulation data points
(for both BPSK and 4QAM) confirms the accuracy of the derived closed-form analytical SER
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Figure 4. The ergodic-secrecy rate versus ps, with m = 5.

expressions. Most significantly, the plot illustrates that BPSK achieves a lower SER (better
performance) than 4QAM across the entire range of pg examined. This difference stems from BPSK
being a lower-order modulation scheme (1 bit/symbol) compared to 4QAM (2 bits/symbol), thus
offering superior robustness against errors under the same SNR conditions. In summary, these findings
provide practical guidance for selecting an appropriate modulation scheme to optimize the reliability of
the backscatter link in the satellite-terrestrial system.
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Figure 5. Symbol error rate versus pg, with m = 5.

5. CONCLUSIONS

This paper has presented a comprehensive secrecy-performance analysis of a two-way satellite-
terrestrial backscatter communication system in the presence of an eavesdropper. Closed-form analytical
expressions for key secrecy metrics, including the SOP, ESC, and SER, were derived under correlated
Nakagami-m fading channels, providing quantitative insights into the system's vulnerability to
eavesdropping. The analytical findings were further verified through extensive Monte Carlo simulations,
confirming their accuracy across various channel and system configurations. The results revealed that
both the satellite transmit power and channel correlation play critical roles in determining the system's
secrecy performance. Specifically, increasing the satellite transmit power (pg) dramatically reduces the
SOP and enhances the ESC, while a higher eavesdropper power (pz) markedly deteriorates both metrics,
thereby defining a minimum pg threshold necessary to achieve a positive secrecy capacity. Furthermore,
regarding symbol reliability, BPSK modulation consistently achieved a lower SER than 4QAM,
confirming its superior robustness for backscatter links under the examined fading conditions. Although
asymptotic analysis was not explicitly included to maintain clarity and conciseness, the derived closed-
form expressions and simulation results already capture the key secrecy trends across the entire SNR
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range. Future work could extend this study to more complex multi-tag or multi-eavesdropper scenarios,
explore Al-driven physical layer security schemes, and perform energy efficiency optimization under
practical hardware constraints. Moreover, incorporating cooperative relaying and artificial-noise
generation represents a promising direction for further enhancing secrecy performance in next-
generation satellite-1oT backscatter systems.
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