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ABSTRACT 

This paper presents a secure wireless communication system that integrates Physical Layer Security (PLS) with 

Energy Harvesting (EH) to enhance both data confidentiality and network sustainability. The proposed system 

uniquely employs Maximal Ratio Combining (MRC) and Selection Combining (SC) techniques at the multi-

antenna destination node D, which is a novel approach in EH-driven PLS systems. The system model features a 

source node S, powered by energy harvested from spatially distributed power stations, a multi-antenna 

destination node D and an eavesdropper node E within the communication range. A time-switching protocol 

allows the source node S to alternate between energy harvesting and secure data transmission. To improve 

signal quality and security, the destination node D employs Maximal Ratio Combining (MRC) and Selection 

Combining (SC) techniques to mitigate fading and eavesdropping risks. Analytical expressions for the Signal-to-

Noise Ratios (SNRs) at the destination and eavesdropper are derived, along with the Probability Density 

Function (PDF) and Cumulative Distribution Function (CDF) of these SNRs under block Rayleigh fading. We 

also provide an exact formulation for Secrecy Outage Probability (SOP), quantifying the likelihood of 

information leakage under different system configurations. The model is validated through Monte Carlo 

simulations, confirming the accuracy of the theoretical analysis. Simulation results highlight the impact of key 

parameters—energy harvesting efficiency η, time- switching parameter α, number of antennas M , number of 

beacon nodes N  and the power of beacon nodes—on Secrecy Outage Probability (SOP), offering valuable 

insights for optimizing secure and energy- efficient communication in wireless networks. An asymptotic analysis 

is also provided to characterize system performance at high SNR. 
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1. INTRODUCTION

In wireless communications, ensuring data security is a critical concern due to the inherent 

vulnerability of wireless channels to eavesdropping and interference [1]. Traditional security measures 

often rely on cryptographic techniques at higher layers; however, these can be resource-intensive and 

may not be fully effective in dynamic or low-power environments. Physical Layer Security (PLS), first 

conceptualized in the mid-20th century and developed further in the 2000s, leverages the physical 

properties of the wireless channel to protect data from interception. PLS focuses on optimizing the 

signal-to-noise ratio and channel conditions in favor of legitimate users while limiting the information 

available to potential eavesdroppers. Presently, research in PLS involves integrating advanced 

techniques, such as beamforming, artificial noise generation and cooperative relay strategies, to 

enhance security while minimizing energy costs [2]. 

In cooperative communication systems, Decode-and-Forward (DF) and Amplify-and-Forward (AF) 

are two widely adopted relaying protocols that enhance the robustness and coverage of wireless 

networks. Studies have shown that improving the capacity in various relay models, such as the half-

duplex relay channel, can further optimize these protocols by addressing specific phase-transmission 
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challenges [3]. In DF, the relay node decodes the received signal, processes it and then retransmits it, 

effectively mitigating noise but adding processing delay. This approach is particularly advantageous in 

scenarios where data integrity is critical [4]-[7]. On the other hand, AF relays amplify the received 

signal, including any noise, before forwarding it, resulting in a simpler implementation, but potentially 

amplifying noise as well [8]-[9]. The choice between DF and AF often depends on specific network 

requirements, such as the desired balance between complexity, latency and reliability [10]. Recent 

studies in secure cooperative communications have demonstrated the impact of DF and AF on system 

security and efficiency, especially in energy-constrained and eavesdropping-prone environments [11]-

[15]. For example, various secure cooperative transmission protocols have been developed for two-

way energy-constrained relaying networks, which improve secrecy outage and throughput 

performance even in the presence of multiple eavesdroppers through strategic relay and jammer 

selection. Notably, protocols for secure two- way communication in energy-constrained relaying 

networks demonstrate improved secrecy outage and throughput performance by implementing 

cooperative relay strategies, including relay and jammer selection to mitigate eavesdropping [16]. 

Combining binary jamming at relay nodes with network coding at source nodes has demonstrated 

improvements in outage performance by limiting eavesdroppers’ ability to decode the transmitted 

messages in two-way relaying networks [17]. The work in [18] introduces a relay-assisted model 

combined with friendly interference collaboration, achieving improved secrecy performance in multi-

destination transmissions. 

Energy harvesting (EH) is a transformative approach to prolonging the lifespan of wireless devices by 

collecting energy from the environment, including sources like solar, wind and even radio-frequency 

(RF) signals from nearby devices or dedicated beacon nodes. In wireless systems, EH allows nodes to 

operate autonomously, reducing the dependency on traditional power sources. Two prevalent EH 

techniques are Time Switching (TS) and Power Splitting (PS) [19]-[23]. Time switching separates data 

and energy reception into distinct time slots, allowing devices to focus on either energy harvesting or 

data transmission at any moment. Power splitting, on the other hand, enables simultaneous data and 

energy reception by dividing the incoming signal into two paths; one for energy harvesting and the 

other for information processing. Hybrid protocols, such as the Hybrid Time Switching and Power 

Splitting-based Relaying (HTPR) protocol, have been shown to further optimize the throughput in 

cooperative SWIPT networks by leveraging the benefits of both approaches and using techniques like 

Maximum Ratio Combining (MRC) at the destination [24]. Both methods are widely researched and 

continue to be optimized for maximum efficiency and practical deployment in real-world wireless 

systems. The research demonstrates that energy harvesting with power splitting in cooperative 

networks can significantly enhance performance, even under complex channel conditions like 

Nakagamim/Rayleigh fading [25]. Recent research highlights that optimizing for user performance 

and handling hardware impairments in ambient backscatter systems can significantly improve system 

reliability and efficiency [26]. 

Integrating PLS and EH is highly significant in wireless communications, as it addresses both security 

and energy sustainability [27]-[28]. Studies on decode-and-forward full-duplex networks using power-

splitting and self-energy recycling techniques underscore the balance between system security and 

reliability, even with eavesdroppers present [29]. By incorporating EH, nodes can continually 

replenish their energy, supporting the implementation of PLS without straining power resources. The 

integration of simultaneous wireless information and power transfer (SWIPT) in amplify-and-forward 

(AF) IoT networks provides a significant trade-off between security and reliability, highlighting the 

advantages of employing friendly jammers alongside power-splitting relaying strategies to mitigate 

eavesdropping risks [30]. A study on the physical layer security in SWIPT-based decode-and-forward 

relay networks shows that employing dynamic power splitting significantly enhances outage and 

secrecy performance in the presence of eavesdroppers [31]. Additionally, PLS with RF energy 

harvesting in SWIPT cooperative networks enhances information-transmission security and prolongs 

network lifetime, as discussed in recent studies [32]. The interplay between EH and friendly jammers 

has been shown to substantially improve both reliability and security in wireless-powered networks, 

especially in hostile eavesdropping environments, as demonstrated by research on cooperative 

jamming techniques [33]. Moreover, recent studies also highlight security and reliability 

enhancements in satellite-terrestrial networks, where a satellite transmits confidential information via 

multiple relay nodes, incorporating friendly jammers to improve secure transmission amidst imperfect 
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channel conditions [34]. To enhance system outage performance in energy harvesting-based two-way 

relaying protocols, relay-selection methods were proposed, demonstrating significant reliability 

improvements in data transmission over fading channels [35]. This combination is especially 

beneficial in systems where nodes operate remotely or autonomously, such as in sensor networks or 

IoT applications [36]. The performance analysis of time-switching energy harvesting in half-duplex 

sensor networks under hardware impairments reveals critical insights into outage probability and 

throughput, emphasizing the viability of energy-harvesting strategies in Rician fading environments 

[37]. The authors in [38] evaluate the secure performance of multi-hop relay networks by employing 

joint relay and jammer-selection strategies under imperfect channel conditions, enhancing the system’s 

resistance to multiple eavesdroppers. In the context of cognitive radio networks, cooperative multi-hop 

transmission protocols can enhance secrecy performance, especially in the presence of hardware 

impairments, as demonstrated by analyzing the effective signal-to-interference-plus-noise ratio and 

deriving expressions for end-to-end secrecy outage probability [39]. Utilizing EH alongside PLS 

allows for sustainable, secure communication channels capable of resisting eavesdropping attempts 

while ensuring long-term operational viability, even in energy-limited settings. The authors in [40] 

highlight the impact of power beacon-assisted energy harvesting on device-to-device communication 

networks, particularly under the influence of co-channel interference and eavesdropping threats, 

offering closed-form expressions for outage and secrecy outage probabilities. The authors in [41] 

analyze the security and reliability of power splitting-based relaying schemes in IoT networks, 

revealing the advantages of dynamically adjusting power-splitting ratios to enhance system 

performance. 

For further enhancing system performance, especially in secure and energy-harvesting-based wireless 

systems, the use of multiple antennas at the receiving node provides substantial advantages. Multiple 

antennas increase spatial diversity, which improves both reliability and security in data transmission. 

Techniques like Selection Combining (SC) and Maximal Ratio Combining (MRC) are commonly 

employed [42]-[43]. SC chooses the antenna with the highest received signal-to-noise ratio (SNR), 

simplifying the hardware requirements while maintaining reasonable performance gains. MRC, 

meanwhile, combines signals from all antennas in proportion to their SNR, resulting in maximal signal 

enhancement. Both techniques enhance the robustness of the communication link, with MRC often 

offering superior performance in environments with high interference or noise. 

In this paper, we develop and analyze a wireless communication model where a source node, powered 

by energy harvested from nearby beacon nodes, transmits data securely to a destination node with 

multiple antennas. An eavesdropper node attempts to intercept the transmission, but the system’s 

security is ensured through PLS techniques. The destination node employs SC and MRC to maximize 

the signal quality. We derive the security outage probability to assess the system’s performance and 

validate our analytical results through Monte Carlo simulations in Matlab, highlighting the model’s 

effectiveness in secure, sustainable wireless communications. 

The list of important contributions of this paper is shown as follows: 

1) We develop a secure wireless communication model, integrating PLS and EH, where the

destination node uses multiple antennas and selection combining (SC) or maximal ratio combining 

(MRC) techniques to enhance signal quality. 

2) We derive SOP for the system and provide detailed mathematical formulations, which are

validated through Monte Carlo simulations. 

3) To validate the analytical results, we conduct extensive numerical simulations, evaluating the

system’s performance under the effects of various parameters, including the power and number of 

beacon nodes, the number of antennas at the destination and the time-switching factor. 

Additionally, we investigate the asymptotic behavior to analyze the system’s performance under 

high SNR conditions. 

To better highlight the novelty of our work and how it differs from existing studies, we present a 

comparison with relevant papers in Table 1. This comparison emphasizes the unique aspects of our 

proposed approach, particularly in the integration of PLS with EH and the use of advanced combining 

techniques, like SC and MRC. 
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Table 1. Comparison between our work and previous papers in terms of novelty. 

Ref. / Prop. PLS EH SC and MRC 

[2] ✓ X X 

[24] X ✓ X 

[25] X ✓ X 

[29] ✓ ✓ X 

[30] ✓ ✓ X 

[33] ✓ ✓ X 

[41] ✓ ✓ X 

[42] X ✓ ✓ 

[43] ✓ X ✓ 

Our study ✓ ✓ ✓ 

Figure 1. System model of secure wireless communication with PLS and EH, including power stations 

{Pn}, source S, destination D and eavesdropper E. 

Organization: The remainder of this paper is organized as follows. Section 2 details the system model. 

In Section 3, we present the performance analysis and Section 4 follows with simulation results to 

evaluate system performance. Finally, Section 5 concludes the paper, summarizing key insights and 

potential avenues for future research. 

2. SYSTEM MODEL

In this study, we consider a secure wireless communication model that integrates both PLS and EH to 

enhance data confidentiality and system sustainability. The system comprises four primary 

components: a set of power stations, denoted as {𝑃𝑛|𝑛 = 1,… ,𝑁}, a source node S, a destination node

D and an eavesdropper node E. The nodes Pn, S and E are each equipped with a single antenna, while 

the destination node D is equipped with M antennas. 

Table 2. Time allocation for the proposed secure communication scheme. 

Phase Duration Description 

Energy Harvesting αT S harvests energy from N beacon nodes Pn for n = 1, . . . , N . 

Information Transmission (1 − α)T S transmits data to D using SC or MRC, while E attempts 

to intercept the data during the same time. 

2.1 Energy Harvesting from Power Stations 

The source node S is powered by energy harvested from multiple power stations Pn, n = 1, . . . , N, 

spatially distributed around S. Each power station transmits energy over a dedicated Power Transfer 

Channel, modeled as a block Rayleigh fading channel. The harvested power at S, denoted by PS, is 

given by: 
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𝑃𝑆 =
𝐸ℎ

(1−𝛼)𝑇
=
𝜂𝛼𝑇𝑃P∑ |ℎ𝑃𝑛𝑆|

2𝑁
𝑛=1

(1−𝛼)𝑇
= 𝜘𝑃P∑ |ℎ𝑃𝑛𝑆|

2𝑁
𝑛=1   (1) 

where: 

 𝛾PnS = |hPnS |2 is the channel gain between the power station Pn and the source node S,

 Eh represents the total energy harvested at the source node S,

 α is the fraction of time dedicated to energy harvesting,

 T is the total time duration of one transmission block,

 η is the energy-conversion efficiency of the harvesting process,

 PP is the transmit power of each power station,

 𝜅 =
𝜂𝛼

(1−𝛼)
 is a constant that consolidates several parameters for simplicity. 

This harvested power enables S to operate autonomously, sustaining secure communication without 

reliance on conventional power sources. A time-switching (TS) strategy is employed at S, alternating 

between energy harvesting and information processing. 

2.2 Secure Information Transmission to the Destination Node and Eavesdropping 

Threat from a Wiretap Channel 

The source node S transmits confidential information to the destination node D over the primary 

Information Transmission Channel, modeled as a block Rayleigh fading channel. This channel is 

subject to fading and potential eavesdropping, with an eavesdropper node E positioned within the 

vicinity of S, posing a significant security threat by intercepting the transmitted signal over a Wiretap 

Channel, also modeled as a block Rayleigh fading channel. 

To counteract these vulnerabilities, the destination D is equipped with M antennas, denoted as Dm for 

m = 1, . . . , M and employs two diversity-combining techniques: Selection Combining (SC) and 

Maximal Ratio Combining (MRC). SC enhances energy efficiency by selecting the antenna with the 

highest signal- to-noise ratio (SNR), while MRC linearly combines signals from all antennas in 

proportion to their SNRs, maximizing the received signal strength. This multi-antenna setup at D 

significantly improves the system’s security and resilience against fading, interference and 

eavesdropping. 

In this phase, the received signals at the destination D and at the eavesdropper E are expressed as 

follows: 

𝑦𝐷
𝜁
= √𝑃𝑆ℎ𝑆𝐷

𝜉
𝑥𝑆 + 𝑛𝐷

𝜁

𝑦𝐸 = √𝑃𝑆ℎ𝑆𝐸𝑥𝑆 + 𝑛𝐸   (2) 

where 𝑛𝐷
𝜁
 and nE are zero-mean Additive White Gaussian Noise (AWGN) terms with variance N0, 

ζ∈{SC,MRC} indicates the diversity-combining technique employed at D and E {●} denotes the 

expectation operator. 

In this phase, the received signals at the destination D and at the eavesdropper E are expressed as 

follows: 

𝑦𝐷
𝜁
= √𝑃𝑆ℎ𝑆𝐷

𝜁
𝑥𝑆 + 𝑛𝐷

𝜁

𝑦𝐸 = √𝑃𝑆ℎ𝑆𝐸𝑥𝑆 + 𝑛𝐸   (3) 
where: 

 ζ∈{SC,MRC} represents the diversity-combining technique employed at the destination node D.

Specifically, ζ can take the value "SC" for Selection Combining (SC) or "MRC" for Maximal 

Ratio Combining (MRC). 

 xS represents the transmitted signal from the source node S. Specifically, it is the data signal that is

transmitted to both the destination node D and the eavesdropper node E. The signal xS is assumed 

to have a unit power, i.e., 𝔼{𝑥𝑆
2}= 1, where 𝔼{·} denotes the expectation operator.

 𝑛𝐷
𝜁
 and nE are zero-mean Additive White Gaussian Noise (AWGN) terms with variance N0, present 

at the destination node D and the eavesdropper node E, respectively. 
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The SNRs at the destination D and the eavesdropper E, which determine the ability to successfully 

decode the transmitted signal xS, are given by: 

𝛾𝐷
𝜁
=
𝑃𝑆𝛾𝑆𝐷

𝜁

𝑁0
, 

𝛾𝐸 =
𝑃𝑠𝛾𝑆𝐸

𝑁0
        (4) 

where 𝛾𝑆𝐷
𝜁
 and γSE represent the effective channel gains from S to D and from S to E, respectively. This

configuration allows the system to dynamically optimize its security by leveraging the SC or MRC 

technique at D to either maximize energy efficiency or signal strength, effectively countering the 

interception attempts by E and ensuring robust, secure communication. 

By substituting (1) into (3), we have: 

𝛾𝐷
𝜁
= 𝜘Ψ𝛾𝑆𝐷

𝜁
𝛾𝑃𝑁𝑆

𝛾𝐸 =  𝜘Ψ𝛾𝑆𝐸  𝛾𝑃𝑁𝑆 (5) 

where Ψ =
𝑃p

𝑁𝑜
 represents the ratio of transmit power from the power station to the noise power at the 

receiver, indicating the effectiveness of energy harvesting. The term 𝛾𝑃𝑁𝑆 =  ∑ |ℎ𝑃𝑛𝑆|
2𝑁

𝑛=1  signifies

the cumulative channel gain from all power stations to the source node S, reflecting the overall 

channel quality experienced by S. 

Considering all channels characterized by block Rayleigh fading, we can express the cumulative 

distribution function (CDF) and probability density function (PDF) for the squared amplitudes of the 

channel gains as follows: 

𝐹𝛾𝑆𝐸(𝑥) = 1 − exp(−𝜆𝑆𝐸𝑥) (6) 

𝑓𝛾𝑆𝐸(𝑥) =
𝜕𝐹𝛾𝑆𝐸

(𝑥)

𝜕𝑥
= 𝜆𝑆𝐸 exp(−𝜆𝑆𝐸𝑥)  (7) 

Here, λSE represents the mean of the exponential random variable γSE. In this context, it is important 

to note that similar definitions apply to other channel gains, including γSD and γPnS, reflecting the 

overall channel conditions across the network. 

To incorporate path loss into our model, we define the parameters as: 

𝜆𝑆𝐸 = (𝑑𝑆𝐸)
𝛽         (8) 

where dSE denotes the link distance between nodes S and E and β is the path loss exponent. 

3. PERFORMANCE ANALYSIS

3.1 Derivation of CDF for 𝜸𝑺𝑫
𝜻

 and 𝜸𝑷𝑵𝑺

In this sub-section, we undertake the derivation of the Cumulative Distribution Functions (CDFs) for 

the random variables 𝛾𝑆𝐷
𝜁

  and γPNS, as delineated in Equation (4). The determination of these CDFs is

critical for  evaluating  the performance  of  the  system,  particularly  in  terms  of  reliability  and  

security.  We will provide a comprehensive mathematical derivation of these CDFs to facilitate a 

deeper analysis of system performance. 

3.1.1 MRC Case 

In the MRC scenario, we calculate the PDF and CDF of 𝛾SD
MRC as well as the PDF for γPNS. The PDF

of 𝛾SD
MRC = ∑ |ℎ𝑆𝐷𝑚|

2𝑀
𝑚=1  can be expressed as follows [44]: 

𝑓𝛾SD
MRC =

(𝜆𝑆𝐷)
𝑀

(𝑀−1)!
𝑥𝑀−1exp (−𝜆𝑆𝐷𝑥)          (9) 

where λSD = λSDm, ∀m ∈ (1, 2, ..., M ) represents the mean of the random variable (RV) 𝛾SD
MRC.

Next, based on this PDF, the CDF of 𝛾SD
MRC can be derived as: 

𝐹𝛾SD
MRC(𝑥) = ∫ 𝑓𝛾SDMRC

(𝑡)𝑑𝑡 =
1

Γ(𝑀)
× 𝛾(𝑀, 𝜆𝑆𝐷𝑥)

𝑥

0
(10)
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where Γ(●) and γ (a, b) denote the Gamma function and the lower incomplete Gamma function, 

respectively. 

For the PDF of 𝛾𝑃𝑁𝑆 =  ∑ |ℎ𝑃𝑛𝑆|
2𝑁

𝑛=1 , we can express it as:

𝑓𝛾𝑃𝑁𝑆(𝑥) =
(𝜆𝑃𝑆)

𝑁

(𝑁−1)!
𝑥𝑁−1exp (−𝜆𝑃𝑆𝑥)                                                        (11)

where λPS = λPnS, ∀n ∈ (1, 2, ..., N) is the mean of the RV 𝛾PNS.

3.1.2 SC Case 

In this sub-section, we focus on deriving the PDF and CDF of 𝛾SD
SC = max

(|ℎ𝑆𝐷1|
2
, |ℎ𝑆𝐷2|

2
, … , |ℎ𝑆𝐷𝑀|

2
), which can be derived as follows [8]:

𝐹𝛾SD
SC(𝑥) = (1 − exp(−𝜆𝑆𝐷𝑥))

𝑀 = 1 +∑ (−1)𝑚(𝑀
𝑚
)exp (−𝑚𝜆𝑆𝐷𝑥)

𝑀
𝑚=1                        (12)

where λSD = λSDm, ∀m ∈ (1, 2, ..., M ) denotes the mean of the RV 𝛾SD
SC.

3.2 Secrecy Outage  Probability  (SOP) Analysis 

In the domain of physical layer security, considerable attention has been devoted to the capacity to 

transmit confidential messages at a positive rate—termed the secrecy rate—between a source and a 

legitimate destination, while ensuring that an eavesdropper remains uninformed. The successful 

transmission hinges on the condition that the source-destination channel exhibits superior performance 

compared to the source-eavesdropper channel. Notably, the secrecy rate improves as the disparity in 

channel strengths increases, allowing for more secure communications. 

The secrecy rate is mathematically expressed as [44]: 

Csec = max (CD − CE, 0) ,          (13) 

where CD = (1 − α) log2 (1 + 𝛾𝐷
𝜁
) is the achievable rate at the destination and CE = (1 − α) log2 (1+ 

γE) is the rate at the eavesdropper. Here, α represents the fraction of time allocated for secure 

transmission, while 𝛾𝐷
𝜁

and γE denote the signal-to-noise ratios (SNRs) at the destination and 

eavesdropper, respectively. 

Secrecy outage occurs when the secrecy capacity drops below a specified target secrecy rate, an event 

that poses significant challenges for secure communication. The Secrecy Outage Probability (SOP) is 

defined as: 

𝑆𝑂𝑃 = Pr(𝐶𝑠𝑒𝑐 < 𝐶𝑡ℎ) = Pr (
1+𝛾𝐷

𝜁

1+𝛾𝐸
< 𝛾𝑡ℎ)   (14) 

where Cth is the threshold secrecy rate and γth = 2
𝐶𝑡ℎ
1−𝛼 defines the critical boundary for secure 

transmission. This formulation underscores the relationship between channel conditions and the 

achievable secrecy rate, thus informing strategies for optimizing secure communication performance 

under varying operational scenarios. 

3.3 Exact Analytical Expression for Secrecy Outage Probability (SOP) 

3.3.1 SOP for MRC Case 

Substituting (4) into (13), we can assert: 

SOPMRC = Pr(
1 + 𝜅Ψ𝛾𝑆𝐷

𝑀𝑅𝐶𝛾𝑃𝑁𝑆

1 + 𝜅Ψ𝛾𝑆𝐸𝛾𝑃𝑁𝑆
< 𝛾𝑡ℎ) = Pr( 𝜅Ψ𝛾𝑆𝐷

𝑀𝑅𝐶𝛾𝑃𝑁𝑆 < 𝛾𝑡ℎ𝜅Ψ𝛾𝑆𝐸𝛾𝑃𝑁𝑆 + �̃�𝑡ℎ)

= ∫ Pr( 𝜅Ψ𝛾𝑆𝐷
𝑀𝑅𝐶𝑥 < 𝛾𝑡ℎ𝜅Ψ𝛾𝑆𝐸𝑥 + �̃�𝑡ℎ)⏟                      

Υ

+∞

0
.𝑓𝛾𝑃𝑁𝑆(𝑥)𝑑𝑥     (15) 

where �̃�𝑡ℎ = 𝛾𝑡ℎ − 1.

From (14), Υ can be computed as follows: 

Υ = Pr( 𝜅Ψ𝛾𝑆𝐷
𝑀𝑅𝐶𝛾𝑃𝑁𝑆 < 𝛾𝑡ℎ𝜅Ψ𝛾𝑆𝐸𝛾𝑃𝑁𝑆 + �̃�𝑡ℎ) = 1 − Pr( 𝛾𝑡ℎ𝜅Ψ𝛾𝑆𝐸𝑥 ≤ 𝜅Ψ𝛾𝑆𝐷

𝑀𝑅𝐶𝑥 − �̃�𝑡ℎ)
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= 1 −∫ 𝐹𝛾𝑆𝐸 (
𝑦

𝛾𝑡ℎ
−

�̃�𝑡ℎ
𝛾𝑡ℎ𝜅Ψ𝑥

)𝑓𝛾𝑆𝐷
𝑀𝑅𝐶(𝑦)𝑑𝑦

�̃�𝑡ℎ
𝜅Ψ𝑥

0

= 1 −∫ {1 − exp (−𝜆𝑆𝐸 [
𝑦

𝛾𝑡ℎ
−

�̃�𝑡ℎ
𝛾𝑡ℎ𝜅Ψ𝑥

])}

�̃�𝑡ℎ
𝜅Ψx

0

𝜆𝑆𝐷
𝑀

(𝑀 − 1)!
𝑦𝑀−1exp(−𝜆𝑆𝐷𝑦)𝑑𝑦

= 1 −
𝜆𝑆𝐷
𝑀

(𝑀−1)!
∫ 𝑦𝑀−1𝑒𝑥𝑝
�̃�𝑡ℎ
𝜅Ψ𝑥
0

(−𝜆𝑆𝐷𝑦)𝑑𝑦 +
𝜆𝑆𝐷
𝑀

(𝑀−1)!
exp (

𝜆𝑆𝐸�̃�𝑡ℎ

𝛾𝑡ℎ𝜅Ψ𝑥
) ∫ 𝑦𝑀−1exp (−𝑦[

𝜆𝑆𝐸

𝛾𝑡ℎ

�̃�𝑡ℎ
𝜅Ψ𝑥
0

+ 𝜆𝑆𝐷])𝑑𝑦  (16)

Using Equation (3.381.1) from [45], we derive: 

Υ = 1 −
𝛾(𝑀,

𝜆𝑆𝐷�̃�𝑡ℎ
𝜅Ψ𝑥

)

Γ(𝑀)
+ (

𝜆𝑆𝐸

𝛾𝑡ℎ𝜆𝑆𝐷
+ 1)

−𝑀
×
exp(

𝜆𝑆𝐸�̃�𝑡ℎ
𝛾𝑡ℎ𝜅Ψ𝑥

)

Γ(𝑀)
× 𝛾(𝑀,

�̃�𝑡ℎ

𝜅Ψ𝑥
[
𝜆𝑆𝐸

𝛾𝑡ℎ
+ 𝜆𝑆𝐷])                (17)

Finally, substituting (10) and (16) into (14) allows us to express: 

SOPMRC =
𝜆𝑃𝑆
𝑁

(𝑁−1)!
∫ Υ. 𝑥𝑁−1 exp(−𝜆𝑃𝑆𝑥) 𝑑𝑥.
+∞

0
(18) 

3.3.2 SOP for SC Case 

Following a similar approach as in Equation (14), we derive SOP for the SC scenario, denoted as 

SOPSC: 

SOPSC = ∫ Pr( 𝜅Ψ𝛾𝑆𝐷
𝑆𝐶𝑥 < 𝛾𝑡ℎ𝜅Ψ𝛾𝑆𝐸𝑥 + �̃�𝑡ℎ)⏟                      

Ξ

+∞

0
.𝑓𝛾𝑃𝑁𝑆(𝑥)𝑑𝑥  (19) 

In this formulation, Ξ is expressed in Equation (18) as: 

Ξ = ∫ 𝐹𝛾𝑆𝐷
𝑆𝐶(𝛾𝑡ℎ𝑦 +

�̃�𝑡ℎ

𝜅Ψ𝑥
) × 𝑓𝛾𝑆𝐸(𝑦)𝑑𝑦

+∞

0
     (20) 

By combining Equations (6) and (11), we can further expand Equation (19) as: 

Ξ = 1 + ∑ (−1)𝑚𝜆𝑆𝐸
𝑀
𝑚=1 (𝑀

𝑚
)exp (−

𝑚𝜆𝑆𝐷�̃�𝑡ℎ

𝜅Ψ𝑥
) ∫ exp(−𝑦[𝑚𝜆𝑆𝐷𝛾𝑡ℎ + 𝜆𝑆𝐸]) 𝑑𝑦 =

+∞

0

1 +∑ (
(−1)𝑚𝜆𝑆𝐸

𝑚𝜆𝑆𝐷𝛾𝑡ℎ+𝜆𝑆𝐸
)(𝑀
𝑚
)exp (−

𝑚𝜆𝑆𝐷�̃�𝑡ℎ

𝜅Ψ𝑥
)𝑀

𝑚=1 (21) 

where (𝑀
𝑚
) =

𝑀!

𝑚!(𝑀−𝑚)!
  as the combination of M items taken m at a time, M! is the factorial of M and 

m! is the factorial of m. 

Inserting Equation (20) into (18), the SOP for SC, SOPSC, can be computed as: 

SOPSC = 1 + ∑ (
(−1)𝑚𝜆𝑆𝐸

𝑚𝜆𝑆𝐷𝛾𝑡ℎ+𝜆𝑆𝐸
)
(𝜆𝑃𝑆)

𝑁

(𝑁−1)!
(𝑀
𝑚
) × ∫ 𝑥𝑁−1

+∞

0
exp (−

𝑚𝜆𝑆𝐷�̃�𝑡ℎ

𝜅Ψ𝑥
− 𝜆𝑃𝑆𝑥)𝑑𝑥

𝑀
𝑚=1 (22) 

Utilizing the integral identity (3.471.9) in [45], we obtain the final expression: 

SOPSC = 1 + 2∑ (
(−1)𝑚𝜆𝑆𝐸

𝑚𝜆𝑆𝐷𝛾𝑡ℎ+𝜆𝑆𝐸
)

1

(𝑁−1)!
(𝑀
𝑚
) × (−

𝑚𝜆𝑆𝐷𝜆𝑃𝑆�̃�𝑡ℎ

𝜅Ψ
)

𝑁

2𝑀
𝑚=1 𝐾𝑁(2√

𝑚𝜆𝑆𝐷�̃�𝑡ℎ

𝜅Ψ𝜆𝑃𝑆
)            (23) 

where Kv(·) represents the modified Bessel function of the second kind and v order. 

4. PERFORMANCE EVALUATION THROUGH SIMULATION

In the context of modern wireless communication systems, performance evaluation through 

simulations is essential for validating theoretical models and ensuring practical applicability. This 

section presents a comprehensive analysis of the performance of the proposed system through 

simulations, focusing on various parameters, including Signal-to-Noise Ratio (SNR), energy-

harvesting efficiency and the impact of different combining techniques, such as MRC and SC. Monte 

Carlo simulations, implemented using MATLAB, were employed to generate the results, providing an 

accurate representation of the system’s behavior under various scenarios. The simulation parameters 

used for generating Figures 2 to 5 are detailed in Table 3, ensuring reproducibility and transparency of 

the presented results. By varying these parameters, we gain valuable insights into the Secrecy Outage 

Probability (SOP) and how it is influenced by the interplay of these factors. The results obtained from 
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the simulations provide a deeper understanding of the trade-offs involved in enhancing security and 

reliability in wireless communication systems. Following the simulations, we discuss the implications 

of the observed results, as illustrated in the figures, to highlight the effectiveness of our approach in 

mitigating eavesdropping risks. 

Figure 2 presents SOP as a function of the Signal-to-Noise Ratio denoted by Ψ across different 

combining techniques: MRC and SC. The results indicate that MRC consistently outperforms SC, 

achieving lower SOP values across the entire range of Ψ. Notably, as Ψ increases, SOP decreases for 

both techniques, with MRC demonstrating a more significant reduction. For instance, at Ψ = 5 dB, 

MRC yields an SOP of approximately 0.0884, compared to SC’s 0.2512. Additionally, the asymptotic 

behavior of the SOP reveals that MRC stabilizes at 0.0871, while SC converges to 0.2468 as SNR 

approaches infinity. The close alignment between simulation and analytical results underscores the 

reliability of the mathematical analysis. These findings highlight the enhanced security and reliability 

of MRC in mitigating eavesdropping risks in secure wireless communication systems. 

Table 3. Simulation parameter settings for performance analysis in Figures 2–5. 

Para. Description Figure 2 Figure 3 Figure 4 Figure 5 

λSD 
Average channel gain for 
Source-Destination 

1 1 1 1 

λPS 
Average channel gain for 
Power Station 

1 1 1 1 

λSE 
Average channel gain for 
Source-Eavesdropper 

1 1 1 1 

Cth Secrecy capacity threshold 0.1 0.1 [0.1,0.2] 0.1 

Ψ (dB) Signal-to-Noise Ratio in dB [−20 : 30] 5 5 5 

M 
Number of diversity branches in 
MRC/SC 

4 [1 : 7] 4 4 

N Number of relay nodes 4 [2, 4] 2 2 

η Energy-harvesting efficiency 0.6 0.6 [0 : 1] 0.6 

α Power-splitting ratio 0.6 0.6 0.6 [0.1 : 0.9] 

loop 
Number of Monte Carlo 
simulation iterations 105 105 105 105

Figure 3 illustrates SOP for MRC  and SC techniques,  considering two  distinct scenarios:  N = 2 and  

N = 4 power beacons. The results highlight the significant impact of the number of antennas at the 

destination (M) on SOP performance, with higher values of M leading to improved secrecy 

performance across both combining techniques. The simulation results (denoted by markers) are in 

close agreement with the analytical models (solid lines), validating the accuracy of the derived 

expressions. Notably, the SOP decreases as the number of antennas increases, demonstrating the 

effectiveness of antenna diversity in enhancing security. Additionally, the comparison between MRC 

and SC shows that MRC consistently outperforms SC in terms of secrecy outage, especially when the 

number of antennas is large. These findings underscore the importance of antenna selection in 

optimizing secure communication performance in practical wireless networks, particularly in energy-

constrained environments. 

Figure 4 illustrates SOP as a function of the energy-harvesting factor η for both MRC and SC 

schemes, considering two different threshold capacities Cth = 0.1 and Cth = 0.2. As η increases, a 

significant reduction in SOP is observed, which indicates an improvement in the system’s security 

performance due to more efficient energy harvesting. This behavior is attributed to the fact that higher 

η values provide more available energy for secure communication, thereby lowering the probability of 

secrecy outage. However, after reaching a certain threshold of η, the SOP curve begins to level off, 

signifying that further increases in energy harvesting yield marginal benefits. This phenomenon can be 

explained by the fact that once the energy harvested exceeds the minimal requirement for reliable 

transmission, additional energy does not substantially affect the SOP, leading to a saturation effect. 

In terms of combining techniques, the MRC approach consistently outperforms SC, as shown by its 



206

"Securing Wireless Communications with Energy Harvesting and Multi-antenna Diversity", N. Q. Sang, T. C. Hung, T. T. Duy, M. Tran and 

S.-W. Kim. 

lower SOP values across all scenarios. This is expected, given that MRC utilizes all available signal 

paths to maximize the received signal strength, leading to a more reliable secure transmission 

compared to SC, which only selects the best available path. Furthermore, the results demonstrate that a 

higher threshold capacity Cth results in an increased SOP, implying that as the required transmission 

rate (or secrecy rate) becomes more stringent, the system becomes more vulnerable to secrecy outages. 

This trade-off underscores the importance of balancing the energy-harvesting capabilities with the 

required secrecy performance in practical wireless communication systems. These findings provide 

valuable insights into optimizing energy-harvesting techniques and combining strategies for secure 

and efficient communication. 

Figure 2. Secrecy outage probability as a function         Figure 3. Secrecy outage probability (SOP) vs. 

    of the signal-to-noise ratio denoted by Ψ for             number of antennas at the destination (M) for 

 MRC and SC.                                               different scenarios of MRC and SC. 

Figure 4. Impact of η and Cth on secrecy outage probability (SOP) for various MRC and SC 

configurations. 
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Figure 5. Effect of time switching factor (α) on secrecy outage probability for MRC and SC. 

Figure 5 illustrates the impact of the time switching factor (α) on secrecy outage probability (SOP) for 

both MRC and SC schemes. As observed, increasing α from 0.1 results in a decrease in SOP, 

indicating improved system performance. This is due to the increased time available for energy 

harvesting at the source node (S), allowing more energy to be used for transmitting information to the 

destination node (D). However, when α exceeds a threshold of approximately 0.7, SOP begins to rise. 

This can be attributed to the fact that as α increases, more time is devoted to energy harvesting, leaving 

less time for signal transmission, which reduces the achievable rate at the destination node (D) and 

thus increases the probability of secrecy outage. This demonstrates the trade-off between energy 

harvesting and communication efficiency in energy-constrained systems. 

5. CONCLUSION

In this paper, we analyzed the performance of a secure wireless communication system that integrates 

Physical Layer Security (PLS) and Energy Harvesting (EH) under various system configurations. We 

considered a cooperative communication model where a source node transmits data to a destination 

node, equipped with multiple antennas, while harvesting energy from beacon nodes in the presence of 

an eavesdropper. The analytical expressions for the Secrecy Outage Probability (SOP) were derived, 

incorporating key parameters such as the Signal-to-Noise Ratio (SNR), energy-harvesting efficiency 

(η), the number of interference nodes (M), the number of beacon nodes (N) and the time-switching 

factor (α). 

Monte Carlo simulations were employed to assess the impact of these parameters on SOP. The results 

indicate that increasing η and Ψ enhances SOP performance by improving both the system’s energy-

harvesting efficiency and the quality of the received signals. The time-switching factor α plays a 

crucial role in balancing energy harvesting and data transmission: higher values of α prioritize energy 

harvesting, which may reduce the time available for data transmission, leading to increased SOP when 

α exceeds a certain threshold. Furthermore, an increase in the number of antennas at the destination 

node and the number of beacon nodes N contributes to a reduction in SOP, thereby improving both 

signal diversity and energy availability. In contrast, a higher number of interference nodes M tends to 

increase SOP, emphasizing the trade-offs in secure communication system design. 

The theoretical results derived in this work were validated through simulations, demonstrating the 

accuracy and robustness of the proposed analytical models. These findings underscore the potential of 

combining EH and PLS to enhance both security and efficiency in wireless communication networks. 

Future work could explore adaptive time-switching strategies, multi-relay configurations and 

alternative energy-allocation methods to optimize system performance and security in dynamic 

environments. Adaptive time-switching techniques could be implemented to dynamically adjust the 

time allocation between energy harvesting and transmission, based on real-time environmental 

conditions, improving energy efficiency and communication reliability. Multi-relay configurations, 

leveraging energy-harvesting relays, could increase system reliability and coverage, especially in 

challenging environments with limited direct links. Additionally, the techniques presented in [46] and 
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[47], which apply convolutional neural networks (CNNs) for surface-defect detection, could 

potentially enhance the current system by introducing advanced machine-learning models to improve 

decision-making processes and system efficiency in wireless communication security. Emerging 

technologies, like 6G networks and machine learning offer significant potential to complement and 

further enhance the proposed system, especially in complex, real-world scenarios with unpredictable 

conditions. 
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ملخص البحث:

ل   ددددددً ل   دددددد ل دددددد  ل ل  دددددد   ل  الودددددداملاتّصاددددددلليةددددددًالاته ددددددً     ددددددًقلات اقهددددددً لات    ً  ددددددللأتقددددددذه 

(PLSلوح ل)دددددددد ددددددددEH)ًدلات هًاددددددددلل   ل دددددددد ل   ددددددددا ل ل(لتتحسدددددددد  لسدددددددد ه  ره للاتا ًيددددددددً لوا ددددددددتذا للات ه

ددددددددملات هةددددددددًالات قتددددددددر لت   دددددددد لات هسدددددددد لاتق ددددددددّ ل) (لSC(لوت   دددددددد لا يتقددددددددً ل)MRCو ّظه

ات هاقددددددً للّا  ددددددً بل ًاتاًصوددددددًل ر قددددددلل ات ددددددرفل ية ددددددللأ ددددددًق ل(ل تعددددددذهدفلات Dتعقُددددددذفلات ددددددذ ل)

ل ًدلات هًال  ً  للات  غَّ لل حات   

ل دددددت هلت دددددغ   ًل  ًادددددا ددددد للو رت ددددد لات هةدددددًال ددددد لي ّ  ددددد  ل دددددذ ص  ل  دددددردلح دددددًدُلاُقدددددذفل     وًل ددددد لل 

لادُددددذ ل دددددً   ف ل ّزَّل ح ه ل تعدددددذَّلادددددللتّز عدددددً لح لص  بلق لاختدددددرادفلات ّا  دددددً بلواُقدددددذفل ه  هدددددً بلواُقدددددذفلودددددذ  

اُقدددددذفلات  دددددذصلتت دددددًو لضددددد  ل دددددذ لا ته دددددًو لو ع ددددد ل روتّسدددددّولتادددددذ  لز  ددددد لا ددددد ل عددددد ل

ددددددمل دددددد  لح ددددددًدلات هًاددددددللوات هقدددددد لا  دددددد لت ا ًيددددددً  لوتتحسدددددد  ل  ددددددّدفلاوأددددددًصفلوأ ًي ددددددًبلتّظه 

اقددددددذفلات ددددددذ لتق  ددددددً لت   دددددد لات هسدددددد لاتق ددددددّ لوت   دددددد لا يتقددددددً لت ته   ددددددمل دددددد ل  ددددددً رل

ا ض حلاولوا ختراق 

ددددد ددددد لي دددددره للت ّ   لأخدددددر بليقدددددذهالت ددددد  لا لدا قدددددً ل حت ًت دددددللخدددددرو لاتسه ل حت ًت دددددللًح دددددل  ددددد ه ملات  ه

ل  ت  دددددللت  هةدددددًا لوادددددذل دددددر لاتتهحقمددددد ل ددددد لات ه دددددّ  ل ددددد ل تسدددددرم لات ع ّ دددددً لتحدددددةلت ددددد  لا  

لخددددددلاول حًسددددددًفل ددددددّيت لسددددددًصتّبلوظاددددددً لداهددددددللاتتهح دددددد لا لات هةر ددددددل لوتُ قدددددد ليتددددددً  لات حًسددددددًف ل

لا دددددد لات ددددددّ   را لا  ً دددددد لل) عًت دددددددللح  ددددددًدلات هًاددددددلبلولاتتهادددددددذ  لات ه  دددددد بلولادددددددذدل تغ هددددددداتضه

دددددددره لل لوادُددددددذ صت ً(لا ددددددد لاحت ًت دددددددللخدددددددرو لاتسه ات ّا  دددددددً بلولادددددددذدلاتعقُدددددددذلاتعً  دددددددللس  دددددددًصا  

(SOPدددددد ل  دددددد   لل   ددددددلل(بل قددددددذه    ل دددددداتقلتح دددددد لا لا  قددددددً ل     لتحسدددددد  لأدا لأية ددددددللاته ددددددًو 

دا لات هةدددددًالا دددددذليسددددد ل أدددددًصف لألتقلادددددذه   ًلتح ددددد لا لتّ دددددم لو ا ل عًت دددددلل ددددد لح ددددد لات هًادددددل لسدددددا

ل ت لض   لاًت ل 
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