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ABSTRACT 

The Fifth Generation (5G) networks have enabled the development of smart cities, in which massive amounts of 

data are collected, stored and disseminated. The ultimate objective of these smart cities is to cut costs and improve 

security performance. In this environment, Internet of Vehicles (IoV) helps connect vehicles, pedestrians, control 

rooms and some roadside infrastructure. Owing to the insecure nature of the communication channel utilized in 

IoV to exchange information, it is important to develop practical techniques to preserve data confidentiality and 

privacy. To this end, numerous security solutions have been proposed over the recent past. Unfortunately, most of 

these authentication techniques have security flaws, which endangers the transmitted data, while some of them 

are highly inefficient. To address these gaps, we present a Lightweight Authentication Scheme for the Internet of 

Vehicles (IoV) based on 5G technology (LAIOV-5G).The security analysis carried out demonstrates that LAIOV-

5G mitigates numerous potential attacks that threaten the IoV communication in a smart-city environment. In 

addition, the performance analysis of LAIOV-5G verifies its effectiveness and efficiency. 
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1. INTRODUCTION

The Internet of Things (IoT) encompasses modern wireless technologies or applications that sense, 

process, manage and control large volumes of data used for service or application-level enhancements 

[1]. These advancements are not just theoretical, but they have a direct impact on our daily lives. For 

instance, the smart-city applications, such as smart homes, IoV, Intelligent Transportation System (ITS) 

and smart industrial manufacturing, have facilitated scalable and efficient information exchanges that 

meet various domain requirements [2]-[3]. As explained in [4], a real-time IoV computing environment 

has been facilitated by the exponential growth of today’s automotive technologies, combining numerous 

approaches, like IoV, VANETs and cloud.  This helps address a variety of challenges that may arise on 

roadways due to congestions and other traffic-related concerns [4]. This practical application of IoT in 

addressing real-world problems underscores its relevance and importance.  

The increasing integration of IoT into smart cities has revealed new possibilities for enhancing efficiency 

and productivity in various areas, such as intelligent transportation systems, critical infrastructure 

management and industrial automation [5]-[7]. Among all these technologies, IoT has emerged as a 

crucial enabler for services, such as real-time traffic control, accident-avoidance mechanisms and 

vehicle-to-infrastructure (V2I) communication. However, these developments pose significant security 

hurdles, such as protecting confidential information, ensuring communication integrity and thwarting 

unauthorized access. This investigation addresses these hurdles by proposing a simplified authentication 

scheme specifically designed for IoV networks based on 5G technology. By leveraging fast data-transfer 

speeds, reduced latency and improved reliability of 5G technology, this scheme offers a robust and 

effective answer for secure and seamless connectivity in smart urban environments [8]-[9]. 
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Recently, the rise in vehicle production has made IoV the longest-lasting technical trend in the world 

today [10].  With IoV, a self-organized network may be formed and messages can be broadcast to the 

moving vehicles. It offers several advantages, exampled by integrated warning systems which alert 

drivers about accidents. Afterwards, drivers may make decisions quickly depending on the information 

provided. Still, the accuracy and safety of self-driving cars could be increased by sharing more complex 

information among them [11]. However, if there is no substantial security and privacy protection in 

place, adversaries can quickly access sensitive and private information belonging to car users [12]. 

Apart from privacy issues, data authenticity and integrity are other important security topics in IoV. For 

instance, malicious IoV entities can forward false information to human drivers or self-deriving cars, 

which can result in wrong judgments and decisions. Ultimately, this can lead to tragic events, such as 

serious road accidents that result in loss of lives. It is also possible for malicious entities to infiltrate IoV 

networks in order to carry out terrorist attacks. Moreover, falsified information may lure customers to 

dangerous zones or rival parking lots where evils, such as kidnapping, can be executed. This potential 

misuse of IoV underscores the need for robust security measures.  As discussed in [13]-[15], significant 

investments in wireless-communication technologies has led to the development of 5G networks. In 

these networks, mobile data rates can be increased 1000 folds, resulting in transmission rates of up to 

10 Gbps. As such, 5G networks have increased speeds compared to their predecessors, such as the 

Fourth-Generation (4G) networks. Moreover, 5G networks have reduced latencies and increased 

efficiency, which improves the battery life of their network elements.  This helps in creating a conducive 

environment for the deployment of many battery-powered devices in the IoT [16]. 

Motivated by the inefficiency and security vulnerabilities of most existing authentication schemes, we 

propose a lightweight authentication technique for 5G-based IoV networks in a smart-city environment. 

The proposed LAIoV-5G scheme solves the security challenges by introducing a lightweight 

authentication scheme specifically designed for 5G-based IoV. By leveraging high data transfer rates of 

5G, reducing latency and improving reliability, the LAIoV-5G scheme provides a robust solution for 

secure and efficient communications in smart-city environments. The proposed LAIoV-5G scheme aims 

to improve security, privacy and resilience against potential attacks, through reliable authentication 

across full assessments. Specifically, the major contributions of our work are as follows: 

 The authentication method is developed based on a lightweight and secure cryptographic primitive;

namely, ECC, hash function and timestamp to make the source-authentication process secure and 

efficient. In fact, a two-factor authentication mechanism is presented that is lightweight, efficient, 

dependable and secure for IoV applications in a smart-city environment.  

 We have designed LAIoV-5G scheme to be extremely lightweight, ensuring its high performance

in the IoV system. The improved security performance of our proposed LAIoV-5G scheme is crucial 

for the IoV in which communications take place over insecure communication media.  

 We have conducted a comprehensive evaluation of the resistance of our proposed LAIoV-5G

scheme to various security intrusions. The results indicate that LAIoV-5G scheme has robust 

security features.  

The rest of this work is structured as follows: Section 2 describes some of related works in this domain 

while Section 3 presents a background of lightweight authentication schemes, which is followed by the 

proposed LAIoV-5G scheme in Section 4. Section 5 presents the security analysis. Section 6 discusses 

the performance analysis. The paper is finally concluded in Section 7. 

2. RELATED WORK

This section explores the IoV studies based on 5G technology. IoV, compared to conventional wireless 

networks, presents a host of technical and security obstacles [17]. For instance, issues such as privacy, 

key distribution, bootstrap, mobility, incentives and poor error tolerance are yet to be addressed. 

Therefore, both industry and academia have developed several methods to protect privacy and ensure 

the authenticity of vehicle users in response to these challenges. For instance, Public Key Infrastructure 

(PKI) has been developed to facilitate key distribution and mutual authentication across IoV users [18]-

[24].  In 2005, authentication schemes have been presented in [18] and [19]. In these two protocols, 

vehicle location and public-key signatures are utilized to prevent attackers waiting on the side of the 

road from pretending to be an authorized vehicle user on a highway. However, the deployed PKI makes 

these schemes inefficient, especially in dense IoV networks. In addition, large storage is required for 
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storage of these public-key signatures. To address some of these concerns, hash chain-based 

authentication mechanisms are developed in [20]-[22]. However, user anonymity is not provided in 

these schemes and hence, attackers can obtain sensitive driver information, such as registration plates 

and driver identities. To address this concern, anonymous authentication techniques have been 

suggested in [23] and [24]. In these schemes, unique pseudo-identities are deployed to conceal true 

identities and hence mitigate privacy leakage. Here, only the trusted authority (TA) can recover the true 

identities from these pseudo-identifications. 

When it comes to high density of vehicle populations, the task of gathering and storing traffic-related 

data becomes complex. To tackle this issue, several strategies have been suggested for integrating cloud 

computing into automotive networks. Basically, the cloud allows vehicles to share resources, like 

storage, computation and bandwidth. As seen in [25]-[27], these strategies comprise of center, vehicular 

and roadside clouds. These three clouds have diverse considerations. For instance, the authors in [25] 

have incorporated autonomous vehicular clouds to utilize unused resources. On the other hand, the 

platform as a service cloud platform has been incorporated for interactive, mobile and functional clients 

in [26]. However, the IoV clouds in [27] have been classified as being hybrid vehicular clouds (HVCs), 

vehicular clouds (VCs) or vehicle-utilizing clouds (VuCs). The unique nature of these solutions emanate 

from the fact that vehicles can act as cloud service providers (for VCs), customers (for VuCs) and both 

customers and cloud service providers (for HVCs). 

Recent research works in [28]–[33] have proposed authentication techniques to address vehicle 

networks’ privacy and security aspects. In addition, identity-based methods [28]–[34] have been 

developed to leverage on Bilinear Pair (BP)-related cryptographic procedures for message signing and 

signature validation. However, BP procedures are computationally extensive. In addition, signature 

signing and validation require heavy computations and message exchanges. To address these issues, an 

Elliptic Curve Cryptography (ECC) and identity-based approach is developed in [35]. Although this 

technique solves the high-computation problems in BP procedures, it has some performance challenges. 

For instance, as the number of participating nodes increases, the time consumption of ECC procedures 

also increases, highlighting the urgency of finding a solution. Similarly, several authentication systems 

based on ECC have been presented in [35]–[42] to address vehicular communication's privacy and 

security requirements. However, they face the same challenges as the ones in [35]. 

The most recent schemes utilize vehicle networks supported by 5G technologies [42]–[46] to eliminate 

the need for Roadside Units (RSUs). In essence, these schemes utilize a vehicle network provided by 

5G technology, bypassing the involvement of RSUs in the authentication process. To establish a 5G-

enabled vehicle network for RSUs, it is crucial to meticulously analyze and address several key 

concerns. The 5G wireless network, renowned for its efficiency, enables immediate and low-latency 

transmission of data, a vital feature for the Vehicle to Everything (V2X) protocol. Vehicles can 

seamlessly connect with RSUs and other vehicles using 5G modems, sensors and on-board units 

(OBUs). Relay stations play a pivotal role as intermediaries, facilitating communication between cars 

and the network backbone, a feature that enhances the network’s capabilities. The core network, 

equipped with resources, efficiently manages data traffic, performs processing tasks and conducts 

analytics. These resources can be strategically located, either centrally or at the network’s periphery. 

The access network, comprising 5G base stations, ensures comprehensive coverage to RSUs and cars. 

Instead, LAIOV-5G leverages the transceiver circuit and algorithmic innovation to circumvent these 

limitations. In the field of large-scale IoT networks, LAIOV-5G provides lightweight, scalable and 

efficient authentication mechanisms by taking full advantage of emerging 5G network capabilities, such 

as ultra-low latency, high data-transfer rates and increased reliability. It is a fully digital scheme with 

limited computational cost for the authentication process, enhancing higher security features while 

reducing computational cost compared to existing schemes. This enables fast and secure authentication 

in real time, especially in dynamic situations, such as intelligent transportation systems (ITSs) and 

critical infrastructure management. Moreover, LAIOV-5G is specifically built to address the unique 

problems of smart-city settings, where millions of devices and vehicles must communicate securely and 

efficiently. The adoption of 5G technology enables the system to handle massive amounts of data and 

promotes seamless vehicle-to-infrastructure (V2I) communication, which is critical for applications, 

such as self-driving cars and intelligent traffic management. This makes LAIOV-5G not only more 

efficient, but also more versatile, as it can meet the security requirements of future IoV systems in smart 

cities. 
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3. BACKGROUND

In this part, we describe the network structure as well as the security goals of our LAIoV-5G scheme. 

Table 1 gives a brief description of all the notations used in our LAIoV-5G scheme. 

Table 1. Symbols of the proposed work. 

Notations Definition 

𝑇𝐴 Trusted Authority 

𝑉𝑖 Vehicle 

𝑆𝐾𝑖 a shared session key 

𝐼𝐷𝑣 Identity of vehicle 

𝑃𝑊𝑖 Password 

𝑟𝑣 Random number 

⨁ Exclusive OR operation 

𝑆𝐶𝑖 Smart card 

𝐾𝑠, 𝐾𝑝 Public and private keys 

∥ String concatenation 

hi() Cryptography hash function 

3.1 Network Structure 

This sub-section explains the three network components that make up the network structure of our 

proposed LAIoV-5G scheme. This includes the vehicles, 5G base station (5G-BS) and the trusted 

authority, TA. The components shown in Figure 1 are briefly described in the following steps [47]. 

Figure 1. Network structure. 

TA: This is a powerful computer system, which is a key player in 5G-enabled vehicular networks. It has 

a large storage capacity to store data. It also issue private keys for very matching vehicles as well as 

generating system parameters. To uphold network reliability, prevent single points of failure as well as 

network bottleneck, a number of redundant TAs are deployed in the IoV network.  

5G-BS: This wireless-communication device is positioned at road intersections and other high-traffic 

areas. The 5G-BS transceiver has breakneck transmission speeds and wide-area coverage. To prevent 

attacks, this 5G-BS is properly safeguarded, for instance, by the use of layered security architecture. It 

basically acts as an intermediary between the network nodes (vehicles) and the trusted authority, TA. 

Due to the nature of the processing that it carries out, this 5G-BS is equipped with large storage, which 

is necessary during its verification procedures. 
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Vehicle: To facilitate the exchange of traffic-related data in IoV, each vehicle is equipped with an On-

Board Unit (OBU). In an effort to prevent unauthorized access, modifications and other attacks, each 

OBU incorporates a Tamper-Proof Device (TPD). This helps safeguard essential data received from TA 

and other network elements. 

3.2 Threat Model 

In this sub-section, we model the attacker to have a range of capabilities that can be used in the process 

of trying to compromise the proposed scheme. Here, the adversary poses the following risks:  

 Can fully take charge of the wireless-communication channels. Afterwards, attackers can intercept,

capture, modify, erase and insert bogus messages into the communication channel.  

 Can steal a user’s smart card or access a user’s password. Thereafter, these security tokens can be

utilized to commit numerous cases of system compromise.  

 Using techniques, such as power analysis, attackers in possession of a user’s smart card can retrieve

the sensitive security values stored in it. 

 It is possible for attackers to determine the identities of every server and all users.

3.3 Security Goals 

To counter the capabilities of the attacker advocated above and ensure robust security for IoV 

communication using 5G technology, our proposed LAIoV-5G scheme must fulfill the following 

requirements. 

1. Mutual Authentication and Integrity: These are not just crucial elements, but also the backbone of

our proposed LAIoV-5 G scheme. They are the pillars on which our communication security stands, 

ensuring that only approved entities engage in the interaction process and that the transmitted or 

stored data remains unaltered and unchanged.  

2. Unlinkability: Adversaries should be incapable of associating any session or messages to any

particular network element. 

3. TA Impersonation Attack: This is not just a type of cybercrime, but also a serious threat to our

LAIoV-5 G scheme. In this attack, an attacker pretends to be a trusted authority, potentially causing 

significant damage to our system. Therefore, adversaries should be unable to launch this attack 

against our LAIoV-5 G scheme. 

4. Social Engineering Attacks: Here, the attacker pretends to be a familiar person to the target, such

as a known user or a trusted entity, in order to gain trust and exploit access privileges. 

5. Maintaining Privacy for Users: Maintaining user anonymity involves keeping a user's identity

concealed or undisclosed to safeguard his/her privacy through encryption methods. 

6. Replay Attack: A legitimate transmission is required in our LAIoV-5 G scheme. Therefore,

previously transmitted messages should not be sent again to a target system to trigger unauthorized 

actions or data breaches.  

7. Smart-card Threats: These are dangerous attacks in which a physical smart card containing

sensitive data or cryptographic keys is used to obtain unauthorized access to systems or resources. 

8. Stolen Verifier and Privileged Insider Attacks: This type of attack involves an insider with

privileged access to a system that steals a verifier device, such as a token or hardware-security 

module (HSM). These stolen verifiers can then bypass authentication mechanisms and gain 

unauthorized access. 

3.4 Hash Functions 

In this sub-section, the one-way hashing function h (.) takes 𝜊 (string of arbitrary length) as the input. 

Thereafter, it produces an output of fixed length, referred to as the hash code. Therefore, hash code = 

ℎ(𝜊) and any small alteration in the value of the input string can have profound effects on this hash 

code. According to [43], the hash h (.) has the characteristics below:  

 For a given input string, it is simple to find hash code  = ℎ(𝜊).
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 Given the hash code ℎ(𝜊),  its is mathematically difficult to determine  𝜊.

 For any two inputs of 𝜊1 and 𝜊2, it is cumbersome to find  ℎ(𝜊1) = ℎ(𝜊2). This hash function

with this property is said to be collision resistant. 

4. THE LAIOV-5G SCHEME

Our proposed scheme consists of four main phases, including initialization, registration, login and 

password change, each of which plays a critical role in securing IoV communications. The initialization 

phase is the foundation, where the TA generates the cryptographic parameters required for the scheme. 

Using ECC, the TA generates and shares common and public parameters, such as curve points and hash 

functions, with all participating entities. These parameters allow for lightweight and secure 

cryptographic computations while maintaining efficient resource utilization. In the second phase, each 

vehicle is securely registered with the TA. Upon successful completion, the TA assigns a unique vehicle 

ID and securely embeds the registration details on a smart card provided to the vehicle. This phase is 

crucial in ensuring that only authorized and verified vehicles are granted access to the IoV network, 

effectively mitigating the risk of unauthorized entities infiltrating the system. 

The login phase is responsible for establishing secure communication channels. The vehicle initiates a 

session; it sends an encrypted request containing its identity and a timestamp to the TA. The TA verifies 

the request, ensuring the vehicle’s legitimacy. Mutual authentication is then performed between the 

vehicle and the TA, after which a session key is generated. This session key is generated using 

lightweight cryptographic exchange, ensuring that all subsequent communications remain confidential 

and tamper-resistant. Finally, the password-update phase allows the vehicle to securely change its 

credentials. To do this, the vehicle must confirm its current credentials with the TA. Once verified, the 

TA simplifies the secure update of both the password and the secret key, ensuring that the process is 

protected from unauthorized changes. 

These four phases work together to form a comprehensive security framework for IoV environments. 

The interactions and computations between entities are illustrated in Figures 2 and 3 of the manuscript, 

providing a clear overview of the protocol’s operation. This structured approach balances strong security 

with lightweight requirements for IoV systems, making them efficient and practical for deployment in 

real-world scenarios. Specific descriptions of f these stages are detailed in the following sub-sections. 

4.1 Initialization Phase 

This phase is responsible for creating and distributing system parameters via TA as the following steps: 

 Choosing two prime numbers 𝑝 and 𝑞.

 Generating random numbers 𝑎 and  ∈  𝐹𝑝.

 Choosing an elliptic curve 𝐸𝐶, such that 4𝑎3 + 27𝑏2 ≠ 0
 Select the private key 𝐾𝑠, where 𝐾𝑠  ∈  [1, 𝑎 ∗ 𝑏].
 Selecting 𝐺 as a base point on the 𝐸𝐶.

 Calculating the public key 𝐾𝑝 = 𝐺𝐾𝑠.

 Determining the cryptography hash function ℎ(. ).

 At the end, trusted authority TA publishes parameters {𝑞, 𝐾𝑝, 𝐺, ℎ(. )}.

4.2 Registration Phase 

Every vehicle that aspires to be part of the IoV network plays a crucial role and must first register. If a 

vehicle 𝑉𝑖 decides to register with the 𝑇𝐴, the following steps should be followed.

 A user of 𝑉𝑖 chooses the identity𝐼𝐷𝑣, Password𝑃𝑊𝑖 and an arbitrary number𝑟𝑣 ∈ 𝑍𝑝
∗  𝑎𝑛𝑑

sends {𝐼𝐷𝑣, ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)⨁𝑟𝑣} as request for registration to the 𝑇𝐴, via a highly secure

channel, ensuring the safety of the data. 

 On receiving the message {𝐼𝐷𝑣, ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)⨁𝑟𝑣} , the 𝑇𝐴  computes = ℎ(𝐼𝐷𝑣 ∥
𝐾𝑠)⨁ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)⨁𝑟𝑣.  Thereafter, it is sent back to them via a secure communication

medium. 

 After getting 𝐴, the 𝑉𝑖 computes the following:
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- 𝐵 = 𝐴⨁𝑟𝑣

- 𝐵 = ℎ(𝐼𝐷𝑣 ∥ 𝐾𝑠)⨁ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)
- 𝐶 = ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)
- Then, the values {𝐵, 𝐶, 𝑟𝑣, ℎ( )}  (which include the vehicle's unique identifier and

registration details) are uploaded on the smart card 𝑆𝐶𝑖 for future verification.

4.3 Log-in Phase 

The goal of this phase is to have the user of vehicle 𝑉𝑖   sign-in into a system with the given

𝑆𝐶𝑖 credentials. Thereafter, a secure communication channel is created with a  𝑇𝐴  server by following

the steps outlined below: 

Step 1. The user 𝑉𝑖 inserts the 𝑆𝐶𝑖 and inputs his/her credentials 𝐼𝐷𝑣, 𝑃𝑊𝑖, the 𝑂𝐵𝑈, then computes

𝐶∗ = ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣) and confirms it against stored data on the 𝑆𝐶𝑖. The session will be terminated

if the values 𝐶  and 𝐶∗ do not match. Otherwise,  𝑉𝑖 will start a secure communication with 𝑇𝐴  by

generating an arbitrary number  𝑎 ∈ 𝑍𝑝
∗  and achieving the following equations:

- 𝑋 = 𝑎𝑃
- 𝑌 = 𝐼𝐷𝑣⨁(𝑎𝐾𝑝)

- 𝜎 = ℎ(𝐼𝐷𝑣 ∥ 𝑋 ∥ ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣) ∥ 𝑇1)
Then, it sends the encrypted message  {𝑋, 𝑌, 𝜎, 𝐵, 𝑇1} to the 𝑇𝐴.

Step 2. On receiving the message {𝑋, 𝑌, 𝜎, 𝐵, 𝑇1}, 𝑇𝐴 achieves the following equations:

- 𝐼𝐷𝑣 = 𝑌⨁(𝐾𝑠𝑋)
- 𝑈𝑇𝐴 = 𝐵⨁ℎ(𝐼𝐷𝑣 ∥ 𝐾𝑠)
- 𝜎∗ = ℎ(𝐼𝐷𝑣 ∥ 𝑋 ∥ 𝑈𝑇𝐴 ∥ 𝑇1).

- It hecks ? = 𝜎∗; the session will be terminated if the check is not verified. Otherwise, the TA
will compute the session secret key SKi as follows:

𝑆𝐾𝑖 = ℎ((𝐾𝑠𝑋) ∥ 𝐼𝐷𝑣 ∥ ℎ(𝐼𝐷𝑣 ∥ 𝐾𝑠)) 
𝐴𝑢𝑡ℎ𝑇𝐴 = ℎ(𝑆𝐾𝑖 ∥ (𝐾𝑠𝑋), 𝑇2) 

- Finally, 𝑇𝐴 sends back the {𝐴𝑢𝑡ℎ𝑇𝐴, 𝑇2} to 𝑉𝑖.

Step 3. On receiving the message {𝐴𝑢𝑡ℎ𝑇𝐴, 𝑇2}, the 𝑉𝑖 achieves the following equations:

- 𝑈𝑣 = 𝐴⨁ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)

- 𝑆𝐾𝑖 = ℎ((𝑎𝐾𝑝) ∥ 𝐼𝐷𝑣 ∥ 𝑈𝑣)

- 𝐴𝑢𝑡ℎ𝑇𝐴
∗ = ℎ(𝑆𝐾𝑖 ∥ (𝑎𝐾𝑝), 𝑇2).

- It checks 𝐴𝑢𝑡ℎ𝑇𝐴? = 𝐴𝑢𝑡ℎ𝑇𝐴
∗ ; the session will be terminated if the check is not verified.

Otherwise, the 𝑉𝑖 will send {𝐴𝑢𝑡ℎ𝑣, 𝑇3} to the 𝑇𝐴 as a response message confirming that the

vehicle received the session key correctly, where 𝐴𝑢𝑡ℎ𝑣 = ℎ(𝐼𝐷𝑣 ∥ (𝑎𝐾𝑝) ∥ 𝑈𝑣 ∥ 𝑆𝐾𝑖 ∥ 𝑇3).

Step 4. On receiving the message {𝐴𝑢𝑡ℎ𝑣, 𝑇3}, the 𝑇𝐴 computes 𝐴𝑢𝑡ℎ𝑣
∗ = ℎ(𝐼𝐷𝑣 ∥ (𝐾𝑠𝑋) ∥ 𝑈𝑇𝐴 ∥ 𝑆𝐾𝑖 ∥

𝑇3) and checks 𝐴𝑢𝑡ℎ𝑣? = 𝐴𝑢𝑡ℎ𝑣
∗ . If the check is not verified, the log-in process will be terminated. If

not, both 𝑇𝐴 and 𝑉𝑖 consent on using 𝑆𝐾𝑖 as a shared session key.

4.4 Password-change Phase 

The procedures carried out in this sub-section are crucial, since they give the user of vehicle 𝑉𝑖 the ability

to update his/her password at their discretion. Both 𝑇𝐴 and 𝑉𝑖   parties are involved in the following

steps: 

Step 1. The user of 𝑉𝑖 logs in to the vehicle, as explained in the previous phase.

Step 2. The user of 𝑉𝑖 enters a new password 𝑃𝑊𝑖−𝑛𝑒𝑤.

Step 3. The smart card 𝑆𝐶𝑖, a key player in this process, selects a new arbitrary number 𝑟𝑣−𝑛𝑒𝑤 and

performs the following equations: 

-  𝐵𝑛𝑒𝑤 = 𝐵⨁ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)⨁ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖−𝑛𝑒𝑤 ∥ 𝑟𝑣−𝑛𝑒𝑤)
- 𝐶𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖−𝑛𝑒𝑤 ∥ 𝑟𝑣−𝑛𝑒𝑤)

Step 4. The 𝑆𝐶𝑖 stores both  𝐵𝑛𝑒𝑤 and 𝐶𝑛𝑒𝑤 instead of 𝐵 and 𝐶 respectively.
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Step 5. The 𝑉𝑖 send both new values of  𝐵𝑛𝑒𝑤 and 𝐶𝑛𝑒𝑤 to the 𝑇𝐴 after encrypting them by the session

key 𝑆𝐾𝑖, ensuring the highest level of security.

Figure 2. Registration and log-in phases. 

Figure 3. Password-change phase. 

5. SECURITY ANALYSIS

The essence of this section is to present security analysis of our LAIoV-5G scheme. This analysis 

confirm the proposed LAIoV-5G scheme's robustness and highlights its resistance to various attacks. 

We further demonstrate that the LAIoV-5G scheme's security is unaffected by various potential 

circumstances. As shown in Table 2, our LAIoV-5G scheme meets key security requirements, as 

compared to several related schemes. This should reassure you of its effectiveness. 
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Table 2. Security comparison. 

Security requirements 
Wu, T. Y. 

et al. [49] 

Karim, S. 

et al. [50] 

Salami, Y, 

et al. [51] 

Xie et al. 

[52] 
LAIoV-5G 

Mutual authentication and integrity Yes Yes Yes Yes Yes 

Unlinkability Yes No Yes No Yes 

𝑇𝐴 impersonation attack No Yes Yes Yes Yes 

User of 𝑉𝑖 impersonation attack Yes Yes Yes Yes Yes 

User anonymity    Yes Yes No Yes Yes 

Replay attack No Yes Yes No Yes 

Stolen smart card threat Yes No No Yes Yes 

Stolen verifier and privileged 

insider threats 
Yes No Yes Yes Yes 

1. Mutual Authentication and Integrity

The authentication and integrity of our LAIoV-5G scheme is provided as follows: 

First message {𝑋, 𝑌, 𝜎, 𝐵, 𝑇1}: The 𝑇𝐴 authenticates the received message {𝑋, 𝑌, 𝜎, 𝐵, 𝑇1}. Accordingly,

it computes the 𝐼𝐷𝑣 and 𝑈𝑇𝐴 by the deployment of private key 𝐾𝑠, then it checks 𝜎? = 𝜎∗.

Second message {𝐴𝑢𝑡ℎ𝑇𝐴, 𝑇2}: The vehicle user 𝑉𝑖  authenticates the received message {𝐴𝑢𝑡ℎ𝑇𝐴, 𝑇2}
according to the equation 𝐴𝑢𝑡ℎ𝑇𝐴? = 𝐴𝑢𝑡ℎ𝑇𝐴

∗ . Only a genuine 𝑇𝐴 can compute 𝐴𝑢𝑡ℎ𝑇𝐴 since it owns

the system’s secret key 𝐾𝑠. In the same way, at the 𝑉𝑖  part,  𝐴𝑢𝑡ℎ𝑇𝐴
∗  contains the session key 𝑆𝐾𝑖, which

includes 𝐼𝐷𝑣 concatenated with 𝑈𝑣. Moreover, 𝑈𝑣 is computed by using the 𝐼𝐷𝑣 and 𝑃𝑊𝑖. Thus, only a

genuine 𝑉𝑖 can compute 𝐴𝑢𝑡ℎ𝑇𝐴
∗ .

Third message {𝐴𝑢𝑡ℎ𝑣, 𝑇3}: The 𝑇𝐴 authenticates the received message {𝐴𝑢𝑡ℎ𝑣 , 𝑇3} according to the

equation 𝐴𝑢𝑡ℎ𝑣? = 𝐴𝑢𝑡ℎ𝑣
∗ . As 𝐴𝑢𝑡ℎ𝑣

∗ = ℎ(𝐼𝐷𝑣 ∥ (𝐾𝑠𝑋) ∥ 𝑈𝑇𝐴 ∥ 𝑆𝐾𝑖 ∥ 𝑇3) includes the system’s secret

key 𝐾𝑠 and one-way hash function ℎ() is used, it is impossible for the attacker to compute it.

Hence, the proposed LAIoV-5G scheme offers mutual verification and integrity protection. 

2. Unlinkability

The design of the messages sent in our LAIoV-5 G scheme, such as {𝑋, 𝑌, 𝜎, 𝐵, 𝑇1}, is a testament to its

technical complexity. It has no static value according to an arbitrary number 𝑎 ∈ 𝑍𝑝
∗ ., ensuring that all

messages for the exact vehicle are different. This level of complexity makes it impossible for attackers 

to establish whether any two beacons are being generated by the same vehicle. Hence, the proposed 

LAIoV-5G scheme offers the unlinkability, a feat of technical ingenuity. 

3. 𝑻𝑨 Impersonation Attack

In our LAIoV-5G scheme, to pretend to be a legitimate 𝑇𝐴, an adversary must be in possession of the 

system’s private key 𝐾𝑠so as to facilitate the computation of 𝑈𝑇𝐴 = 𝐴⨁ℎ(𝐼𝐷𝑣 ∥ 𝐾𝑠). Additionally, the

session key 𝑆𝐾𝑖 = ℎ((𝐾𝑠𝑋) ∥ 𝐼𝐷𝑣 ∥ ℎ(𝐼𝐷𝑣 ∥ 𝐾𝑠)) will calculate if having the 𝐾𝑠. Likewise, the 𝑇𝐴’s

signature 𝐴𝑢𝑡ℎ𝑇𝐴 = ℎ(𝑆𝐾𝑖 ∥ (𝐾𝑠𝑋), 𝑇2)  contains both 𝐾𝑠  and 𝑆𝐾𝑖 . Thus, only the genuine 𝑇𝐴  can

compute all these security parameters. For this reason, our LAIoV-5G scheme can resist the 𝑇𝐴 

masquerade threats. 

4. Vehicle 𝑽𝒊 User Impersonation Attack

In our LAIoV-5G scheme, let’s assume that an attacker captures the log-in message {𝑋, 𝑌, 𝜎, 𝐴, 𝑇1},

he/she cannot modify this message due to changing the 𝑌 for each session. Furthermore, 𝜎 = ℎ(𝐼𝐷𝑣 ∥
𝑋 ∥ ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣) ∥ 𝑇1) contains 𝐼𝐷𝑣, 𝑃𝑊𝑖 and hash function. Hence, our LAIoV-5G scheme can

mitigate vehicle 𝑉𝑖 user impersonations.

5. Anonymous Communication

In our LAIoV-5G scheme, the user of 𝑉𝑖 sends a message {𝑋, 𝑌, 𝜎, 𝐴, 𝑇1} through the open-access

environment that 𝐼𝐷𝑣 is not in the plain text, during the log-in phase. If any challenger intercepts the

message, whose role is to test the user's authenticity, he/she cannot obtain the 𝐼𝐷𝑣, because in 𝑌 =
𝐼𝐷𝑣⨁(𝑎𝐾𝑝), the arbitrary nonce 𝑎 is exposed to a multiplication operation with the public key 𝐾𝑝.
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Besides, 𝑋𝑂𝑅 is applied between 𝐼𝐷𝑣  and the 𝑎𝐾𝑝. Additionally, in 𝜎 = ℎ(𝐼𝐷𝑣 ∥ 𝑋 ∥ ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥

𝑟𝑣) ∥ 𝑇1), 𝐼𝐷𝑣  is concatenated with 𝑋, 𝐶∗and then encrypted with hashing function ℎ(). Hence, the

proposed LAIoV-5G scheme offers anonymous communication.  

6. Message Replay Attacks

For the proposed LAIoV-5G scheme, timestamp 𝑇𝑖  is applied to all sending messages {𝑋, 𝑌, 𝜎, 𝐴, 𝑇1};

{𝐴𝑢𝑡ℎ𝑇𝐴, 𝑇2} ; {𝐴𝑢𝑡ℎ𝑣, 𝑇3} ,, the receiver avoids the replay attack by refusing the message if the

timestamp expires. Hence, our LAIoV-5G scheme can prevent replay attacks. 

7. Stolen Smart Card Attack

Our LAIoV-5G scheme is built with a strong focus on security. The smart card securely stores data 𝐵 =
ℎ(𝐼𝐷𝑣 ∥ 𝐾𝑠)⨁ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣) and 𝐶 = ℎ(𝐼𝐷𝑣 ∥ 𝑃𝑊𝑖 ∥ 𝑟𝑣)., making it impossible for an attacker to

obtain any parameter used to guess the 𝐼𝐷𝑣 and 𝑃𝑊𝑖 or the secret data. Even if the attacker manages to

get the user's information 𝑆𝐶, he/she cannot utilize the stored data for his/her own benefit. This robust 

security design of our LAIoV-5G scheme effectively prevents smart card-loss attacks. 

8. Privileged Insider and Stolen Verifier Threats

In our LAIoV-5G scheme, we do not preserve any database and 𝑇𝐴  authenticates the message received 

from the 𝑉𝑖  using the private key𝐾𝑠. Also, the 𝐼𝐷𝑣 and 𝑃𝑊𝑖are not sent to the 𝑇𝐴  in plaintext. So, our

LAIoV-5G scheme can resist the privileged-insider and stolen-verifier threats. 

6. PERFORMANCE EVALUATION

The security features supported by the proposed LAIoV-5 G scheme with those offered by its peers 

[49]–[52] are presented in Table 2. It is clear that our scheme mitigates numerous threats, including 

privileged insider, user impersonation, stolen verifiers, server impersonation and stolen smart-card 

threats. The added benefit of user anonymity further enhances the appeal of the suggested protocol. 

Based on the information shown in Table 2, it is clear that the related protocols contain a few security 

issues, whereas our LAIoV-5 G scheme is fully secure against such threats.  

In this section, an examination of the effectiveness of our scheme, including computational and 

communication costs, is presented. We demonstrate the performance of our scheme by comparing it 

with the schemes of Wu, T. Y. et al. [49], Karim, S. et al. [50], Salami, Y. et al. [51] and Xie et al. [52]. 

Our evaluation of the computational complexities of our LAIoV-5G scheme and its peers yielded 

impressive results. We adopted the time of cryptographic operations as managed by Xie et al. [52] which 

are executed on a 64-bit laptop with Windows 10 Pro environment installed and 16 GB of RAM, running 

on an Intel i5 6300 GHz CPU. Table 3 shows the time taken to run different cryptographic operations. 

Table 3. Execution time. 

Operation Notation Time cost (ms) 

Hash function 𝑇ℎ 0.019 

Multiplication of point on ECC 𝑇𝑚 2.610 

Symmetric encryption/decryption 𝑇𝑒𝑛𝑐−𝑑𝑒𝑐 0.511 

In the scheme of Wu, T. Y. et al. [49], the following operations are executed: (12 scalar multiplications) 

and (22 secure hash functions). Thus, the total computation time is 22𝑇ℎ+ 12𝑇𝑚 = 31.738. In the

scheme of Karim, S. et al. [50], the following operations are executed: (6 scalar multiplications) and (10 

secure hash functions). Thus, the total computation time is 10𝑇ℎ+ 6𝑇𝑚 = 15.85. In the scheme of

Salami, Y, et al. [51], the following operations are executed: (8 scalar multiplications) and (30 secure 

hash functions). Thus, the total computation time is 30𝑇ℎ+ 8𝑇𝑚 = 21.45. In the scheme of Xie et al.

[52], the following operations are executed: (6 scalar multiplications) and (18 secure hash functions) 

and (1 Symmetric Encryption/Decryption). Thus, the total computation time is 18𝑇ℎ +

6𝑇𝑚 + 1𝑇𝑒𝑛𝑐−𝑑𝑒𝑐 = 16.513 . On the other hand, our LAIoV-5G scheme needs only (3 scalar

multiplications) and (13 secure hash functions). Thus, the total computation time of our LAIoV-5G 

scheme is 13𝑇ℎ+ 3𝑇𝑚 = 8.077. Table 4 gives the comparative analysis of the obtained computation

complexities. 
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Table 4. Computation-cost comparison. 

Schemes 𝑻𝒉 𝑻𝒎 𝑻𝒆𝒏𝒄−𝒅𝒆𝒄 Total Computation  cost (ms) 

Wu, T. Y. et al. [49] 22 12 0 22𝑇ℎ+ 12𝑇𝑚 31.738 

Karim, S. et al. [50] 10 6 0 10𝑇ℎ+ 6𝑇𝑚 15.85 

Salami, Y, et al. [51] 30 8 0 30𝑇ℎ+ 8𝑇𝑚 21.45 

Xie et al. [52] 18 6 1 18𝑇ℎ+ 6𝑇𝑚+1𝑇𝑒𝑛𝑐−𝑑𝑒𝑐 16.513 

LAIoV-5G 13 3 0 13𝑇ℎ+ 3𝑇𝑚 8.077 

In terms of communication cost, Table 5 shows the sizes of different cryptographic operations, while 

Table 6 provides a comparative analysis of the communication complexity of our scheme versus its 

counterparts. In Karim, S. et al. [50], four messages are transmitted; namely (Mssg1 = RIDVn, CertifVn, 

AVn, DsignVn, TS1), (Mssg2 = RIDRSU, CertifRSU, BRSU, SKey-VerRSU−V, TS2) and (Mssg3 = 

ACKVn−RSU, TS3), which include (3 ECC points), (2 physical identities), (4 hash function outputs) 

and (3 timestamps). Thus, a total of 2400 bits are transmitted. In the same way, the communication cost 

is calculated for Wu, T. Y. et al. [49], Salami, Y, et al. [51], Xie et al. [52] and our LAIoV-5G schemes. 

Table 5. Cryptographic-operation output sizes. 

Operations Cost (bits) 

Elliptic Curve Point 256 bits 

Actual identity 256 bits 

One-way hash function 256 bits 

Timestamps 32 bits 

Arbitrary nonce 256 bits 

Symmetric encryption/decryption AES-128 bits 

Table 6. Communication-cost comparison 

Schemes No. of messages Communication cost (bit) 

Wu, T. Y. et al. [49] 5 3744 

Karim, S. et al. [50] 3 2400 

Salami, Y, et al. [51] 5 3520 

Xie et al. [52] 4 2976 

LAIoV-5G 3 1632 

As shown in Table 4 and Table 6, the computation time of our LAIoV-5G scheme is 8.077 ms, which 

is 74.6%, 49%, 62.3% and 51% lower than those of Wu, T. Y. et al. [49], Karim, S. et al. [50], Salami, 

Y. et al. [51] and Xie et al. [52], respectively. The communication cost of our LAIoV-5G scheme is

1632 bits, which is 56.4%, 32%, 53.6% and 45.1% lower than those of Wu, T. Y. et al. [49], Karim, S. 

et al. [50], Salami, Y. et al. [51] and Xie et al. [52], respectively.  

Table 7. Improvement of our LAIoV-5G scheme over other schemes. 

Schemes Computation improvement Communication improvement 

Wu, T. Y. et al. [49] 74.6% 56.4% 

Karim, S. et al. [50] 49% 32% 

Salami, Y, et al. [51] 62.3% 53.6% 

Xie et al. [52] 51% 45.1% 

Table 7 shows the improvement of our LAIoV-5G scheme compared with other schemes in terms of 

computation and communication costs. The results unequivocally demonstrate the superiority of 

computational and communication efficiency of our scheme over other related schemes. Moreover, our 

scheme achieves a robust security posture at lower-bandwidth requirements, further solidifying its 

effectiveness and impressiveness. 
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7. CONCLUSION

This paper presents a highly effective LAIOV-5G protocol to secure message exchanges in IoV enabled 

smart cities. The proposed scheme enables a unique authentication method and demonstrates cost-

effectiveness in terms of computation and communication complexities. The comparative evaluation 

results show that it incurs the lowest costs when contrasted against its peer authentication protocols. 

Specifically, security evaluations show that LAIOV-5G protocol withstands significant known security 

attacks. Some of these attacks include stolen smart card, privileged insider, impersonation and message-

replay attacks. Hence, the suggested methodology has been demonstrated to be effective, dependable 

and secure. In future work, we plan to conduct a detailed evaluation of the performance of the proposed 

scheme in large-scale smart-vehicle networks and address the challenges related to real-world 

applications, which were beyond the scope of this study. 
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ملخص البحث:

دددد  ٍ ش ددددامئ  ا  دددد ئ تددددف  ددددّائ ةٍ دددد   دددد  ش    ددددا     لقددددّ ت شبددددا جددددل ام  لن ددددر  لددددداتة تددددف هاددددع ك تي

 لل اندددددام نهد  ب دددددا ننثدددددك ا  ن   اشدددددر  ل دددددّّ  لبش دددددا ا ل  ددددد   ل دددددّا  ل شٍ ددددد   دددددا هق  دددددر  ل ش   ددددد  

ددددددد   نر ددددددد  تاددددددد عو يتددددددداا   ت ا  ن دددددددا  ددددددد ر  لل  ددددددد   هادددددددا ّ  ن كندددددددا  ل كٍلدددددددام  دددددددا ر  

غيدددددكّ  لددددد شا ب  ن ادددددي  للطبدددددظ  ل شا  ددددد  ل ادددددك   نن دددددك   ل اشل اددددد  غ دددددك ل كٍلدددددام ن ل ثدددددا  ن

 لآتبددددد  لقبدددددع م  إهشردددددار  دددددا  ن كندددددا  ل كٍلدددددام ل لددددداتر  ل ا عتدددددام   ددددد اش تدددددف  ل  ددددد ش هادددددع ك 

      ئ ل ا اظ   ظ سكش    ل ا عتام ن  ظ  لدرعص   هقب امئ 

 اضددددا  لقك دددد   نلاددددعا  لادددد ش نقددددّ هدددد ش  ق ددددك ا  لاّ ددددّ تددددف  لاي ددددعر  ل كهلادددد   ا تدددداا  ددددا  ل

 ددددد اش غالل ددددد  هقب دددددام  ل رددددداتق  ل دددددا   دددددعذ    دددددا   ا شددددد   ا تددددداا    تدددددك  لشددددد    دددددّشت  لل اندددددام 

 ل بقعل   ٍ ا ياش  اض ا   شرف  قّرئ  ارئ تف  ّم  ل ا     

ا  ددددد  ترددددداتق ئ    دددددف  لدددددع   دددددك ه ددددد   ل ندددددع م  نقدددددّشم  دددددا  ددددد ر  لعرقددددد   للاا ددددد  تداش نلطنَا 

ددددددد   ل كٍلددددددداملإن كندددددددا   تلب دددددددا    دددددددظ هقب ددددددد   لن دددددددر  لدددددددداتة  نقدددددددّ  دددددددكو ها  دددددددر  ل داش

دددددف تدددددف ٍدددددل   ددددد   ل ق دددددكا ه     ل ق دددددكا تدددددف   ددددد    تددددداا  ن  شبدددددا ن دددددا    ل شا  دددددر ياش  ل داش

 لاّ ددددددّ تددددددف  ل ن ددددددام  لش ددددددا ه ددددددّشت  هشردددددداإم  ن كنددددددا  ل كٍلددددددام  ددددددا    دددددد   ل ّ بدددددد   ل شٍ دددددد   

دددددد   ل رددددددات ق   ل ق ددددددكا تادددددد عو   ال ددددددا  تددددددف  ل ا   دددددد   ددددددا نتددددددف نا  دددددد ئ ي ددددددكو  ي لددددددا تداش

 هنارذ ها  ر   ت ا 
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