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ABSTRACT  

Blockchain is a revolutionary technology that gained widespread popularity since the emergence of crypto-currencies. 

The potential uses of Blockchain surpassed digital currency into a wider space that includes the Internet of Things 

(IoT), security applications and smart embedded systems, among others. As the number of Blockchain users increases, 

several drawbacks start to emerge, since Blockchains consume excessive amounts of energy to store and manipulate 

data. Furthermore, the limited scalability nature of Blockchains due to their massive storage requirements might 

become an issue. To improve the overall performance, several challenges in the current Blockchain structure should 

be tackled. This paper presents a hybrid system architecture that combines the distributed nature of Blockchains with 

the centralized feature of servers. Users will connect to servers via personal Blockchains, while servers will share a 

chain of Blockchains to ensure integrity and security. This will significantly decrease the storage requirements of end-

users and enhance the scalability of networks. Businesses will highly benefit from this proposed structure, since it 

creates a reliable scalable business model.   
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1. INTRODUCTION 

Since the emergence of Bitcoin in 2008 [1], crypto-currencies and hence Blockchain technology have gained 

widespread popularity. The technology features enable it to become the infrastructure for a new generation 

of internet interactions that include secure online payments [2]-[3], data exchange and transaction of digital 

assets [2]-[4]. Blockchain provides a decentralized, open, Byzantine fault-tolerant transaction mechanism 

[5]-[7]. Users can consider Blockchain as a sort of data structure that consists of an ever increasing number 

of blocks linked together through cryptography. Each block includes a cryptographic hash of the previous 

block, a timestamp and data that users wish to exchange throughout the network [8]-[9]. Data blocks are 

shared among users and not saved on a centralized server. The chain of blocks continuously grows when 

new blocks are appended into it and this change will be reflected to all users within the chain. Hence, by 

design, Blockchain is relatively resistant to data modification. However, in order to append a new block to 

the chain, computers, called miners, compete and run a complex hashing algorithm trying to produce a valid 

block hash. This will dissipate huge amounts of disproportionate power and time. Furthermore, the ever 

increasing chain of blocks will require massive storage capabilities from all users, limiting the scalability of 

such technology. Blockchains are governed by a consensus algorithm used as a mechanism to achieve the 

necessary agreement on the validity of data among distributed processes. With the recent advances in 

Blockchain technology, numerous consensus algorithms were proposed to make endpoints reach an 

agreement on the order and state of blocks of transactions and update the distributed ledger accordingly 

[10]-[11]. In this paper, a hybrid Blockchain architecture that is suitable for online banking and e-commerce 

platforms is proposed. The proposed solution addresses the storage and power consumption requirements 

while improving the Blockchain's integrity and security. The paper is organized as follows: Section 2 

introduces the Blockchain technology and its methodology, whereas Section 3 illustrates the architecture of 

the proposed hybrid solution and Section 4 concludes the paper.  
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2. BLOCKCHAIN TECHNOLOGY 

Blockchain is a distributed transactional database that is governed by network consensus and secured by 

advanced cryptography. As illustrated in Figure 1, a Blockchain consists of a series of datasets that are 

composed of chains of data blocks. Each block holds several transactions (TXn). Once a set of transactions 

is complete, an additional block is appended to the chain, hence representing a complete ledger of 

transactions history. The chain of blocks continuously grows when new blocks are appended into it and this 

change will be reflected to all users within the chain. 

 

Figure 1. Basic blockchain structure. 

In addition to the transactions, each block holds a Unix time timestamp which indicates the time of each 

transaction. Moreover, each block has a 256-bit hash value of the previous parent block and a nonce, which 

is a random number that verifies the hash. Several hashing algorithms can be used, but the SHA-256 

cryptographic hash is the most common [7]. Hash values are unique and therefore, any alteration in the data 

would immediately change the respective hash value. As a result, this structure ensures the security and 

integrity of the entire Blockchain down to the first block known as the Genesis Block. In order to alter the 

contents of any block, network consensus must be achieved. This implies that a minimum of half the 

endpoints connected throughout the network reach a common agreement about the present state of the 

current distributed ledger or transaction. Hence, in large networks, Blockchain is relatively resistant to data 

modification due to the huge number of endpoints. On the other hand, the computational power and storage 

power required are immense. Various research studies around Blockchains have been published in recent 

years to analyze and tackle the issues and limitations in Blockchains and evaluate consensus algorithms. 

The practical byzantine fault tolerance algorithm (PBFT), the proof-of-work algorithm (PoW), the proof-

of-stake algorithm (PoS) and the delegated proof-of-stake algorithm (DPoS) are the four main methods of 

reaching consensus in the current Blockchain technology. In PBFT, each node in the network maintains an 

ongoing internal state. When a message is received, nodes use the message in conjunction with their internal 

state to run a computation algorithm to validate the message. After reaching a decision about the new 

message, the node shares that decision with other nodes in the system. A consensus decision is determined 

based on the total decisions submitted by all participating nodes. This method of establishing consensus 

requires less effort than other methods. However, anonymity can be a great risk on the system. 

An alternative method of reaching consensus within a Blockchain is the proof-of-work (PoW) algorithm, 

which is used by Bitcoin. In contrast to PBFT, PoW does not require all nodes on the network to participate 

and submit their individual conclusions in order for a consensus to be achieved. Rather, PoW is an algorithm 

that uses a hash function. Transactions can then be independently verified by all other system participants. 

The scheme allows for easy, broad participation while maintaining anonymity. 

Proof-of-stake (PoS) algorithm is similar to PoW algorithm, but the participation in the consensus building 

process is restricted to a predefined set of nodes known for having a legitimate stake in the Blockchain. The 

hash function calculation is replaced with a simple digital signature which proves ownership of the stake. A 

more centralized way of achieving consensus is using the delegated proof-of-stake (DPoS) system. The 

algorithm works in a similar manner as in the PoS system, except that individuals choose an entity to 

represent their portions of stake in the system. 

In [12], a specially designed attack scenario is presented, in which collaborating miners’ revenue can be 

larger than their fair share. Such attacks can have significant consequences on the Blockchain structure. 
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Miners might prefer to join the attackers and the colluding group will expand in size until it becomes a 

majority. At this point, the Blockchain system ceases to be a decentralized system. In [13], a decentralized 

smart contract system that does not store or show financial transactions is presented. Normally, all 

transactions, including flow of money, are exposed on the Blockchain. Such information might be useful by 

hackers and network attackers to track money and assets. Using such decentralized smart contract system 

retains transactional privacy from the public’s view. In [14], a highlight of the weaknesses and limitations 

of Bitcoin technology is presented. This includes the theft or loss of Bitcoins due to malware attacks, 

structural problems and scalability issues, like delayed transaction confirmation, data retention and 

communication failures. A fair exchange protocol that improves the users' anonymity is used to improve the 

quality of the existing Bitcoin technology. In [15], a new mechanism for securing Blockchains' contracts is 

presented. By introducing a credibility score measure, a hybrid Blockchain that prevents an attacker from 

monopolizing resources is introduced. Credibility is a vital factor in any contract or transaction. Contractors 

must develop a good knowledge about each other to build up credibility and trust. The more contracts a 

contractor has with different people, the more credibility he/she gains. The mechanism proposed creates a 

hybrid Blockchain based on the proof-of-stake and credibility score methods. The proposed system uses the 

proof-of-work algorithm to introduce a hybrid solution in which power and storage requirements are 

minimized while improving the network's scalability and security. 

Since Blockchain is a decentralized distributed ledger, it has to be managed by a peer-to-peer network 

adhering to a common protocol for communication and appending new blocks. Therefore, each peer in the 

network will have a copy of the Blockchain. Any alteration in the Blockchain will involve the alteration of 

all subsequent blocks, which requires consensus of the majority of the network. In its current form, the hash 

value of each block is generated by miners. Mining is a process at which specialized computers compete to 

solve a complex computational problem and produce a valid hash. Hence, miners secure the network and 

process every transaction. The SHA-256 cryptographic hash chooses any 256-bit number ranging from 0 to 

2256. The target is a 256-bit number that all Blockcahin clients share. The SHA-256 hash of a block's header 

must be lower than or equal to the current target for the block to be accepted by the network. The lower the 

target, the more difficult it is to generate a block. The maximum target defined by SHA256 mining devices 

is illustrated in equation 1. 

TMax= 0x00000000FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF       (1) 

We define (D) to be the difficulty of finding a valid hash for a given block. D can be defined as in Equation 

2 [16]-[17]: 

  𝐷 =
𝑇𝑀𝑎𝑥

𝑇𝐶𝑢𝑟
                                                                  (2) 

where, TMax is the maximum target of the hash value and TCur is the current target hash that the miner found. 

Difficulty can be simply defined as the ratio between the maximum target and the current target. TMax and 

TCur can be expressed as in Equations 3 and 4 [16]-[17]. The maximum target is defined as (216 - 1) × 2208 

or approximately 2224. Since there are 2256 different values that a hash can take, a random hash has a chance 

of about 2-32 to be lower than the maximum target. 

TMax = (216 − 1)2208 ≅ 2224                                                                                                 (3) 

TCur = 
(216−1)2208

𝐷
                                                                                   (4) 

The expected number of hashes (N) that a miner needs to calculate to find a block with a given difficulty 

(D) is illustrated in Equation 5 [2]: 

𝑁 =  
2256

(216−1)2208

𝐷

=  
2256𝐷

(216−1)2208 =
248𝐷

(216−1)
=

248𝐷

(216−1)
≅ 232𝐷                                   (5) 

Thus, every hash produced by a given miner has a probability (P) to validate a given block, as seen in 

Equation 6: 

𝑃 =
1

232𝐷
                                                                             (6) 
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Miners from all around the world compete using powerful dedicated mining computers to generate a valid 

hash. From the equations above, it is evident that such process imposes high levels of power consumption. 

Currently, adding a single transaction to the Bitcoin Blockchain platform consumes about 600 kWh [18]-

[19] and the annual power consumption for the Bitcoin network is about 77.78 TWh, which is comparable 

to the power consumption of Chile. Furthermore, every node in the public Blockchain network has a local 

copy of the entire Blockchain. This drains huge amount of storage. Currently, the Bitcoin database exceeds 

250GB and is growing up in a sharp exponential rate, as seen in Figure 2. The overall Bitcoin network is 

consuming more than 1000 TiB of storage per year [20] and is increasing in a sharp rate. This is due to the 

increase in the number of users of the Bitcoin network. Such properties will restraint the use of this 

technology in banking and commercial businesses. 

 
Figure 2. Size of blockchain database. 

3. PROPOSED HYBRID BLOCKCHAIN  

To minimize the computational power and storage requirements, a hybrid Blockchain model that combines 

the centralized feature of servers with the distributed nature of Blockchains is proposed. Figure 3 illustrates 

the network infrastructure of the proposed system. 

 

  Figure 3. Proposed hybrid blockchain network infrastructure. 

0

50000

100000

150000

200000

250000

300000

B
lo

ck
ch

ai
n

 S
iz

e
 in

 M
e

ga
b

yt
e

s

Year

2010 2011 2012 2013 2014



321 

Jordanian Journal of Computers and Information Technology (JJCIT), Vol. 06, No. 04, December 2020. 

 
The proposed model can be highly beneficial to modern online businesses. Banks and e-commerce platforms 

have several servers distributed over a large geographical area. Using the proposed model, two sets of 

networks are defined: a personal Blockchain through which users can interface with the network servers 

and a global Blockchain consisting of interconnecting servers. The global Blockchain can be viewed as a 

chain of Blockchains that is distributed among servers and being updated periodically. In such scheme, users 

can access their respective personal Blockchain, hence accessing their private information only. No user can 

get hold of other users' personal data, which improves data privacy. Moreover, single or multiple private 

miners owned or governed by the local business policies are distributed among the network. Miners control 

the appending of new blocks and mapping hashes throughout the network without competing to solve a 

complex mathematical formula. This scenario can improve the network's security, since securing a 

Blockchain might require knowing participating miners' computational capabilities. This, in turn, aids in 

detecting potential selfish mining attacks [21-[22]. Normally, miners use the Proof-of-Work (PoW) as the 

security algorithm and compete trying to solve a complex computational challenge imposed by the PoW 

protocol. As a result, miners consume a huge amount of power [23]-[24], [15]. The proposed design includes 

single or multiple private trusted miners distributed throughout the network. Furthermore, the mining 

process can be fairly distributed among miners, hence immensely reducing the power consumption 

requirements of maintaining a Blockchain. Figure 4 illustrates the detailed architecture of the proposed 

Hybrid Blockchain. 

 
  Figure 4. Proposed hybrid blockchain architecture. 

In this scheme, every user has a copy of his/her personal Blockchain consisting of his/her personal 

transactions and information. Whenever a user executes a transaction, a broadcast request message is sent 

from the user's device to the miners throughout the network. Upon receiving the message, a specific miner, 

based on an election algorithm, will compute and produce a global hash and a private hash which is sent 

back to the user.  Transactions and data blocks of the user's personal Blockchain are linked together through 

the received private hash. The user's data is saved locally on his device and also broadcasted to the data 

servers throughout the network. Hence, the locally saved user's Blockchain represents 50% of his/her overall 

personal network. The other 50% is represented by the business's servers. Each server holds a copy of a 

global Blockchain consisting of blocks from all connected users. The blocks are linked through a global 
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hash generated by the network's miner. Users can only access their respective information. Therefore, no 

user can access or view other users' personal data, hence improving data privacy.  

Since miners are responsible for the generation of private and global hashes, a mapping algorithm should 

be used to track any network change. Mapping algorithms, in their simplest form, can be look-up-tables that 

are controlled by miners to translate and govern any change in the network. Furthermore, to reduce power 

consumption for maintaining the Blockchain, the mining process can be fairly distributed among miners. 

The distribution process can be based on an election algorithm to assign a miner. The election algorithm 

can be chosen upon the miner's geographical area, the miner's workload, user's ping signal latency or even 

randomly. Figure 5 illustrates an example of an election algorithm based on a specific user's ping signal 

latency.  

  

 

 

 

 

 
   

 

Figure 5. A sample election algorithm based on ping signal latency. 

As seen in Figure 4, the network of each user is composed of the user's personal device, representing 50% 

of the network, along with the servers' network representing the remaining 50%. This scheme offers high 

levels of data security. This is due to the fact that hackers need to control the majority of the network's 

servers in addition to the client's device to achieve network consensus to alter or access only a single block. 

Assuming that there are several servers in a network, Equation 7 describes the minimal amount of devices 

"K" needed to alter a given user block, whereas Equation 8 illustrates the minimum amount of devices "K" 

needed to  control several blocks within the network. 

𝐾 ≥
∑ 𝑆

2
+ 1                                                                            (7) 

𝐾 ≥
∑ 𝑆

2
+ 𝑛                                                                            (8) 

where,  

S is a server holding the chain of Blockchains.  

n: Number of different users within a selected portion of the Blockchain. 

To reach consensus in conventional Blockchains, attackers only need to control a half of the nodes holding 

the data. Figure 6 illustrates the improved security of the proposed design against the current Blockchain 

system by comparing the minimal number of devices "K" needed to control the network as the number of 

users "n" increases. 

Figure 7 presents the consensus algorithm used in the proposed design. Miners initiate the consensus 

protocol in the network through a 'proposed' function illustrated at lines 7–14 of the algorithm, allowing 

them to propose new blocks. Afterwards, processes within the network decide whether a new block at a 

given index is valid at lines 16-23. Appending a new block is shown at line 24 depending on the function 

get-main-branch( ). Line 11 maps a global hash used in the servers' network with a local hash used within 

the personal network. 

  1:       𝑅𝑖 = 𝑅𝑒𝑞𝑢𝑒𝑠𝑡 𝑠𝑖𝑔𝑛𝑎𝑙 𝑓𝑟𝑜𝑚 𝑢𝑠𝑒𝑟 〈𝑖〉   
  2:       𝐿𝑖 = 𝐿𝑎𝑡𝑒𝑛𝑐𝑦 𝑜𝑓 𝑝𝑖𝑛𝑔 𝑠𝑖𝑔𝑛𝑎𝑙 𝑓𝑟𝑜𝑚 𝑚𝑖𝑛𝑒𝑟 𝑡𝑜 𝑢𝑠𝑒𝑟 〈𝑖〉      
  3:       𝑀𝑗 = 𝑀𝑖𝑛𝑒𝑟 (𝑗) 𝑖𝑛 𝑡ℎ𝑒 𝑛𝑒𝑡𝑤𝑜𝑟𝑘  
 
  4:        𝑟𝑒𝑐𝑒𝑖𝑣𝑒( 𝑅𝑖):  
  5:          𝑑𝑜  
  6:               𝑝𝑖𝑛𝑔 (𝑖)  
  7:              𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 (𝐿𝑖) 
  8:              𝑏𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡 (𝑀𝑗 , 𝐿𝑖)  
 
  9:        𝑔𝑒𝑡(〈𝑀𝑗 , (𝐿𝑖)〉 )𝑖:  

10:          𝑓𝑖𝑛𝑑 (min(𝑀𝑗 , (𝐿𝑖)) ∀𝑗  

11:          𝑎𝑠𝑠𝑖𝑔𝑛( 𝑀𝑗) 
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  Figure 6. Number of devices to achieve network majority. 

  

 

 

 

 

 

 

 

 

 

 

  Figure 7. Consensus algorithm. 

4. CONCLUSION 

As centralized systems need a central owner to connect and govern all other users and devices, the system 

structure is highly dependent on the network connectivity. Hence, abrupt failure of the entire system due to 

connectivity or security issues is likely to occur. Therefore, decentralized systems emerged as an alternative 

solution to resolve the security issues. One of the most recent promising decentralized architectures is 

Blockchain technology. Ever since, Blockchain has been adopted by businesses, e-commerce platforms and 

digital currencies like Bitcoin. However, as Bitcoin and related crypto-currencies have become increasingly 

popular, they have hit scalability and reliability issues. The process of improving scalability has been 

obstructed by an inherent trade-off between performance metrics and security requirements of the system 

  1:        𝑗𝑖 = 〈𝐵𝐿𝑖 , 𝑃𝑂𝑖〉 , 𝑡ℎ𝑒 𝑙𝑜𝑐𝑎𝑙 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 𝑎𝑡 𝑛𝑜𝑑𝑒 𝑝𝑜𝑖  𝑜𝑛 𝑡ℎ𝑒 𝑠𝑒𝑟𝑣𝑒𝑟𝑠 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑖𝑠 𝑎 𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑑 𝑎𝑐𝑦𝑐𝑙𝑖𝑐 𝑔𝑟𝑎𝑝ℎ 𝑜𝑓 𝑏𝑙𝑜𝑐𝑘𝑠 𝐵𝐿𝑖 𝑎𝑛𝑑 𝑝𝑜𝑖𝑛𝑡𝑒𝑟𝑠 𝑃𝑂𝑖  
  2:       ℓ𝑖 = 〈𝐵𝑖 , 𝑃𝑖〉 , 𝑡ℎ𝑒 𝑙𝑜𝑐𝑎𝑙 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 𝑜𝑓 𝑎 𝑔𝑖𝑣𝑒𝑛 𝑢𝑠𝑒𝑟 𝑎𝑡 𝑛𝑜𝑑𝑒 𝑝𝑖  𝑜𝑛 𝑡ℎ𝑒 𝑢𝑠𝑒𝑟 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑖𝑠 𝑎 𝑑𝑖𝑟𝑒𝑐𝑡𝑒𝑑 𝑎𝑐𝑦𝑐𝑙𝑖𝑐 𝑔𝑟𝑎𝑝ℎ 𝑜𝑓 𝑏𝑙𝑜𝑐𝑘𝑠 𝐵𝑖  𝑎𝑛𝑑 𝑝𝑜𝑖𝑛𝑡𝑒𝑟𝑠 𝑃𝑖      
  3:       𝑏𝑙, 𝑏 𝑎𝑟𝑒 𝑏𝑙𝑜𝑐𝑘𝑠 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 𝑓𝑜𝑙𝑙𝑜𝑤𝑖𝑛𝑔 𝑓𝑖𝑒𝑙𝑑𝑠 
  4:                𝑝𝑎𝑟𝑒𝑛𝑡, 𝑡ℎ𝑒 𝑏𝑙𝑜𝑐𝑘 𝑝𝑟𝑒𝑐𝑒𝑑𝑖𝑛𝑔 𝑏𝑙, 𝑏 𝑖𝑛 𝑡ℎ𝑒 𝑐ℎ𝑎𝑖𝑛  
  5:                𝑝𝑜𝑤, 𝑝𝑟𝑜𝑜𝑓 − 𝑜𝑓 − 𝑤𝑜𝑟𝑘 𝑛𝑜𝑛𝑐𝑒 𝑜𝑓 𝑏𝑙, 𝑏 𝑡𝑜 𝑣𝑒𝑟𝑖𝑓𝑦 𝑡ℎ𝑒 ℎ𝑎𝑠ℎ  
  6:                𝑐ℎ𝑖𝑙𝑑𝑟𝑒𝑛, 𝑡ℎ𝑒 𝑏𝑙𝑜𝑐𝑘𝑠 𝑠𝑢𝑐𝑐𝑒𝑒𝑑𝑖𝑛𝑔 𝑏𝑙, 𝑏 𝑖𝑛 𝑡ℎ𝑒 𝑐ℎ𝑎𝑖𝑛  
 
  7:        𝑝𝑟𝑜𝑝𝑜𝑠𝑒𝑑( )𝑖:  
  8:          𝑑𝑜  
  9:               𝑛𝑜𝑛𝑐𝑒 = 𝑟𝑎𝑛𝑑𝑜𝑚_𝑛𝑢𝑚𝑏𝑒𝑟( )  
10:               𝑐𝑟𝑒𝑎𝑡𝑒 𝑏𝑙𝑜𝑐𝑘 𝑏𝑙 ∶ 𝑏𝑙. 𝑝𝑎𝑟𝑒𝑛𝑡 = 𝑙𝑎𝑠𝑡_𝑏𝑙𝑜𝑐𝑘(𝑗𝑖) 𝑎𝑛𝑑 𝑏𝑙. 𝑝𝑜𝑤 = 𝑛𝑜𝑛𝑐𝑒  
11:              𝐿𝑛 = 𝑚𝑎𝑝_𝑛𝑜𝑛𝑐𝑒(𝑛𝑜𝑛𝑐𝑒)  
12:              𝑐𝑟𝑒𝑎𝑡𝑒 𝑏𝑙𝑜𝑐𝑘 𝑏 ∶ 𝑏. 𝑝𝑎𝑟𝑒𝑛𝑡 = 𝑙𝑎𝑠𝑡_𝑏𝑙𝑜𝑐𝑘(ℓ𝑖) 𝑎𝑛𝑑 𝑏. 𝑝𝑜𝑤 = 𝑙𝑛  
13:              𝑏𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡 (〈{𝑏𝑙}, {〈𝑏𝑙, 𝑏𝑙. 𝑝𝑎𝑟𝑒𝑛𝑡〉}〉)  
14:              𝑠𝑎𝑣𝑒 (〈{𝑏}, {〈𝑏, 𝑏. 𝑝𝑎𝑟𝑒𝑛𝑡〉}〉)  
 
15:        𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑(〈𝐵𝑗 , 𝑃𝑗〉 )𝑖:  
16:          𝐵𝐿𝑖 ←  𝐵𝐿𝑖  ∪  𝐵𝑗    
17:          𝑃𝑂𝑖 ←  𝑃𝑂𝑖  ∪  𝑃𝑗    
18:          𝐵𝑖 ←  𝐵𝑖  ∪  𝐵𝑗    
19:          𝑃𝑖 ←  𝑃𝑖  ∪  𝑃𝑗    
20:          〈𝐵𝐿𝑖

̅̅ ̅̅̅, 𝑃𝑂𝑖
̅̅ ̅̅ ̅〉  ← 𝑔𝑒𝑡_𝑚𝑎𝑖𝑛_𝑏𝑟𝑎𝑛𝑐ℎ( )  

21:          〈𝐵�̿�, 𝑃�̿�〉  ← 𝑔𝑒𝑡_𝑢𝑠𝑒𝑟_𝑏𝑟𝑎𝑛𝑐ℎ( )  
22:          𝑖𝑓 𝑏𝑙0 ∈ 𝐵𝐿𝑖

̅̅ ̅̅̅  ⋀ ∃ 𝑏𝑙1, … , 𝑏𝑙𝑚  ∈   𝐵𝐿𝑖 ∶  〈𝑏𝑙1, 𝑏𝑙0〉, 〈𝑏𝑙2, 𝑏𝑙1〉, … , 〈𝑏𝑙𝑚, 𝑏𝑙𝑚−1〉  ∈ 𝑃𝑂𝑖  𝑎𝑛𝑑   
23:          𝑏0 ∈ 𝐵�̿�  ⋀ ∃ 𝑏1, … , 𝑏𝑚  ∈   𝐵𝑖 ∶  〈𝑏1, 𝑏0〉, 〈𝑏2, 𝑏1〉, … , 〈𝑏𝑚, 𝑏𝑚−1〉  ∈ 𝑃𝑖 𝑡ℎ𝑒𝑛 
24:              𝑎𝑝𝑝𝑒𝑛𝑑(𝑏0) 
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architecture. This paper proposes a hybrid Blockchain system that is suitable for banks and e-commerce 

businesses. Users can connect to servers using personal Blockchains, while servers share a chain of 

Blockchains throughout the business's private network. Miners governed by the business's policies control 

the appending of new blocks and mapping hash values. Having private miners will dramatically reduce 

power consumption demands and improve the overall quality of the Blockchain technology. This solution 

diminishes the space requirements of end users and enhances the security of the system by introducing 

personal networks. The proposed hybrid solution inherits the simple deployment and affordable 

maintenance in centralized systems while promoting resource sharing and improved scalability and fault-

tolerance in decentralized systems.  
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 ملخص البحث:

" تقنيددددد    كتددددد   ة لدددددمن  دددددعمي  ع  دددددع   نددددد    ددددد ك  ددددد  ت عددددد    ددددد  نق   تعدددددلس " الدددددا      دددددل  

  خفيسددددد   عطدددددل تخ دددددل   ددددد خل ة اددددد      قنيددددد    ع ماددددد     طميددددد    دددددل  يدددددل     ك  ددددد   دددددم       دددددن 

 لأ ددددددي بي عت ميقدددددد    لأ دددددد  ي ع لأ يمدددددد     ةيدددددد ي ناددددددل  ددددددمي    م دددددد         دددددد   ع دددددد  تندددددد    

 لددددددد خل   تاددددددد    لا ددددددد ي  دددددددل    عدددددددس   لدددددددامي    ددددددد  ي  ك       س تاددددددد    لا ددددددد    ندددددددل  

تلدددددد  ا  ةميدددددد   ا ةددددددل   دددددد      طدددددد    خددددددىت    مي  دددددد   ع ع     دددددد    دددددد     يدددددد    دددددد  ي  دددددد   

   ميعدددددد    م ددددددلع     ادددددد    لا دددددد   دددددد   يددددددل ط  اي  دددددد   ا   ددددددي ي  لددددددم    م  امدددددد       ةادددددد  

 عضدددددددا   ع   لدددددددي   لأ  ب  منمددددددد   ي    دددددددلس  ددددددد    اا ددددددد    خدددددددىت    مي  ددددددد  ي ك مددددددد  ت ددددددد   

    غاُّ  نال   علتل        لت        مني      ان   الا     ض ع ا     لك    

تقددددددلة ادددددد     لك  دددددد   نيدددددد ج ا يندددددد ج  لا دددددد      ددددددل   ت مدددددد   ددددددي     ميعدددددد      اتعيدددددد   الا دددددد  

   نمددددددد    لا ددددددد  ع  لدددددددم    م ةىتددددددد   اخددددددد   ة   ددددددد    نيددددددد ة   مق ددددددد  ي ت  ددددددد    ملددددددد خل 

   خ ددددددي ي  ينمدددددد  ت  دددددد كن   خدددددد   ة  الددددددا ج  دددددد   ا دددددد      ددددددل    ضددددددم    ددددددا     نيدددددد ة 

ع    دددددذ  عاددددد    ددددد   دددددا ذ    تقادددددت  ددددد     امددددد      خدددددىت   املددددد خل ي    ن ددددد ةيي  عت لددددد   ددددد  

 لأنمدددددد    دددددد    منيدددددد    مق   دددددد   ط  ايدددددد     ددددددم     ا   ددددددي   ع دددددد    م  دددددد     تلدددددد فيل    لدددددد   

ج عط  اج  ا   ي   لأ    تخاق   م  ج  نم        ط 
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