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ABSTRACT

Nowadays, IT organizations are not seeing DevOps as a competitive advantage or added value, but how can
organizations survive if not adopting it? Many software development organizations are adopting DevOps software
processes to foster better collaboration between development and operation teams, to improve the software
development process s quality and efficiency; therefore, it's very important to measure the adoption of DevOps by
these organizations. Maturity models are used as a tool to assess the effectiveness of organizational processes on
adopting certain practices and identify what capabilities they need to acquire next to improve their performance
and reach a higher maturity level. Few DevOps maturity models have, recently, emerged as a means to assess
DevOps adopted practices. This research aims to conduct an empirical field study to assess the DevOps adoption
level in seven Saudi organizations using one of the published DevOps maturity models; namely, the Bucena model.
The findings show that the adoption of DevOps in the surveyed Saudi organizations is promising; despite that,
some factors related to DevOps culture, process and technology are weak and need more attention to enhance
them to achieve better performance and continuous delivery.
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1. INTRODUCTION

Software engineers have noticed the gap between development and operation teams. The collaboration
between the two teams has been discussed where this discussion yielded a new process model called
DevOps. Nowadays, IT organizations are not seeing DevOps as a competitive advantage or added value,
but how can organizations survive if not adopting it? The new process model aims to achieve fast high-
quality releases of the software product. DevOps is the new software process that extends the agility
practices within the collaborative culture to enhance the process of software development and delivery
[1]-[2]. Moreover, the DevOps approach is concerned with improving the collaboration between the
development and operation teams, which represents a new shift in understanding the way to build
software systems. Both the development team and the operation team have different goals in the project;
developers’ goal is to release the new features of the software to production, whereas the operators’ goal
is to keep the software as stable and available as possible. To maintain these two goals, the collaboration
between development and operation teams as early as possible in the project is vital. This collaboration
is not considered in agile methodologies to achieve fast, high-quality software releases.

Hence, DevOps changes the workflow of traditional software development to accelerate and streamline
software delivery, which means changing not only the process flow, but also the organizational culture
in developing and delivering software. This means that adopting DevOps may spur the organization to
introduce new processes, personnel and technological change [3]. Nowadays, software delivery is
treated as a continuously evolving process to meet user expectations. DevOps makes this possible by
bringing the development and operation teams together to facilitate collaboration, continuous
integration, continuous delivery and automation, which will result in reduced time to market, enhanced
customer experience, improved quality assurance and reduced costs.

According to Forrester data [4], more than 50% of organizations across industries, including healthcare,
manufacturing and banking organizations, have already incorporated DevOps as part of their digital
strategy. Although DevOps has gained recently more interest in academia and practice, the literature
still has a limited amount of academic publications as well as empirical studies related to DevOps [5].
Consequently, few maturity models and empirical studies related to DevOps exist in the literature. One

1. M. Zarour, N. Alhammad and M. Alenezi are with Department of Software Engineering, Prince Sultan University, Riyadh, Saudi
Arabia. Emails: mzarour@psu.edu.sa, norah.a.alhammad@psu.edu.sa and malenezi@psu.edu.sa
2. K. Alsarayrah is with Department of Software Engineering, Hashemite University, Zarga, Jordan. Email: khalidt@hu.edu. jo



235
" DevOps Process Model Adoption in Saudi Arabia: An Empirical Study" , M. Zarour, N. Alhammad, M. Alenezi and K. Alsarayrah.

of these maturity models will be used in this study, based on a recommendation of a previous study [6],
to conduct a new empirical study to assess the maturity of DevOps adoption in several Saudi
organizations. The main purpose of this study is to assess the maturity of DevOps adoption level in
Saudi organizations as the DevOps process model is new and those organizations have no idea about
how good they are in adopting it. For this research, a survey study has been designed to assess the
maturity of DevOps adoption in Saudi organizations. The research conducted in this paper is a multi-
case study that collects data via interviews and surveys. The research methodology adopted in this
research is summarized in steps as follows:

1. Reviewing available maturity models and choosing one to use in the empirical study.
2. Developing the assessment method (interview/survey questions).

3. Analyzing and discussing findings.

4. Reporting findings

The first step of this research is a theoretical one that aims to review available DevOps maturity models,
which is briefly discussed in the next section. For more details about this step and detailed comparison,
please refer to [6]. Then, an assessment method is developed to be used in evaluating DevOps adoption
in various Saudi organizations. The second part of this methodology is concerned conducting the
empirical study that assesses the maturity of DevOps adoption in Saudi Arabia, which is discussed in
Sections 4 and 5 of this research.

2. LITERATURE REVIEW

Software products can be improved to deliver better results by adopting DevOps practices. The software
product quality will increase when adopting DevOps practices that consider the strong relationship
between culture, automation, measurement and sharing, as they enhance quality [7]. DevOps is
consisting of practices and cultural values to minimize the barriers between development and operation
teams and DevOps adoption involves a tight relationship between agility, automation, collaborative
culture, continuous measurement, quality assurance, resilience, sharing and transparency [8]. Therefore,
using practices that make the software product available and ready to the requester as soon as it gets
implemented leads to the importance of understanding how the deployment practices are applied in the
development team and that can be achieved through establishing a proper maturity model and using it
to survey the development team and operation team and their practices [9]. A qualitative case study for
three software development companies in Finland was conducted to indicate the benefits and challenges
involved in adopting DevOps in 2016 [10]. Another case study in Finland was conducted to measure
the impact of DevOps adoption focusing on mixing responsibilities between the development and
operation teams [11]. From the result of that study, DevOps practices are influencing positively software
products in terms of released duration and quality. A few years ago, it was claimed that no dedicated
maturity models for DevOps exist [12]. Recently, few DevOps maturity models have been developed
and documented in the literature. Most of them are based on capability maturity mode as this model and
its related models are found feasible to guide the process improvement for DevOps processes [13]. In
the coming few paragraphs, we discuss a sample of these models briefly.

First, Bahrs form IBM provided an analysis of the adoption of the IBM DevOps approach for promoting
continuous delivery of software [14]. The author identified four dimensions in adopting or implementing
continuous software growth within an organization. These dimensions include: planning and measuring,
developing and testing, releasing and deploying and monitoring and optimizing. The maturity mode was
defined with four levels that are: practiced, consistent, reliable and scaled. The IBM DevOps maturity
model is practice-based and reflects a wider context within the adoption framework of a software
development organization. It focuses on defining the best practices to be applied in the adoption of new
software solutions iteratively. The main strengths of this approach include the fact that it provides a
well-articulated way for assessing current DevOps practices within an organization. It also helps in
defining a clear roadmap for DevOps implementation.

Second, a DevOps maturity model was proposed by Mohamed and used to assess global software
development practices and processes [3]. The proposed DevOps maturity model is based on the
Capability Maturity Model Integration (CMMI) and is composed of five maturity levels, which are:
initial, managed, defined, measured and optimized against four dimensions that include: quality,
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automation, collaboration and governance. CMMI helps organizations improve productivity, reduce
defects, optimize the process and ensure predictability and efficiency of operations [15]. Adopting the
CMMI model to develop the DevOps maturity model will help achieve these benefits in the domain of
DevOps processes.

Third, another suggested DevOps maturity model based on (CMMI) process model is proposed in [12].
The model uses a combination of CMMI for development (CMMI-DEV) and CMMI for services (Dev-
SVC) to evaluate the maturity of adopting DevOps. That approach was tested on a specific software
project at a very large telecom organization, where there were more than 100 developers and 8 operation
people working on that project. The software project was adopting DevOps and a test assessment was
conducted using SCAMPI C assessment, which is the least formal assessment method. The results
showed that the use of CMMI model (CMMI-Dev and CMMI-SVC) can support the purpose of
evaluating the processes within software projects that are adopting DevOps practice. However, that
study tested only the processes at level 2 (managed) and level 3 (defined).

Fourth, another model that is aligned with the CMMI maturity for DevOps adoption was presented by
the employees from Hewlett Packard Enterprise (HPE) [16]. That model is designed to cover the entire
lifecycle of an application for large organizations, regardless of the change being determined by the
development team or the IT operation teams. It was applied to measure process, automation and
collaboration dimensions and the levels of this model are: initial, managed, defined, measured and
optimized.

Fifth, a suggested maturity model with five levels is proposed in [17]. The model has three dimensions;
namely: people, process and tools. The model levels are: basic, emerging, co-ordinate, enhanced and
top level.

Sixth, maturity model for DevOps with four levels has been proposed in [18], known as the Bucena
maturity model. Its levels are: initial, repeatable, defined, managed and optimized. The model has four
DevOps dimensions, which are:

e Culture: Adopting DevOps requires a new culture that supports transparency and a good supporting
environment between the development and operation teams [19]. This can be achieved by arranging
regular meetings between both teams. The development team should be supportive of the operation
team during the release and production of the software [13].

e People: The team members of a DevOps process should be skilled persons with high ability in
improving their skills via self-learning and team-learning. Team members should show a high level
of collaboration and support for each other.

e Process: The DevOps process focuses on continuous delivery, continuous testing, continuous
integration and continuous monitoring. The DevOps processes adopt agile practices in development.

e Technology: This dimension discusses the technologies and tools support the DevOps process in
continuous delivery and to bring the development and operation environments to work
collaboratively. It also provides various automation technologies to support the process dimension,
hence increase productivity.

Bucena's model [18] revolves around the provision of a DevOps methodology for implementation within
small enterprises. Note that the authors of this model promote this model as part of helping very small
entities to adopt DevOps via three steps, see [20]. Although this maturity model is focusing on very
small entities, it can still be used for anyone interested in adopting it or experiencing its benefits [20].
Accordingly, this research paper adopts the Bucena maturity model to conduct the field study, because
it assesses the culture dimension which is a critical dimension to improve software quality in a DevOps
environment [7]-[8] and because the model is originated from academia, not white papers. We focus in
this paper only on one step, which is assessing the current organizational DevOps maturity level while
leaving the issue of how to enhance the DevOps maturity level for each organization to decide on it.

3. DATA COLLECTION

The sampling that was chosen to be part of this study consists of seven Saudi organizations that provide
software products and have started practicing DevOps. These organizations are notated as organization
A, B, C, D, E, Fand G and are briefly introduced as follows:
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1. Organization A: A Saudi governmental organization that provides various IT serves to the

public.

Organization B: A Saudi organization that provides IT services to governmental agencies.

3. Organization C: A Saudi organization that provides healthcare information technology (HIT)
solutions

4. Organization D: A business services Saudi organization that is focusing on implementing smart
solutions, business services and data services.

5. Organization E: A Saudi organization that provides and supports custom and commercial off-
the-shelf solutions in different sectors, such as health sectors.

6. Organization F: Saudi organization that supports digital infrastructure, information security and
system development.

7. Organization G: A Saudi organization that provides modern information technology and
communication manufacturing, system integration, as well as operation and maintenance
services in Saudi Arabia.

N

Two types of data generating methods are used in this study: First, a structured interview that consists
of demographic questions with a senior-level employee in each organization to collect demographic data
about the organization, like organization size, organization domain, size of the delivery team, the
duration of experiencing agile development and the duration of adopting DevOps. Tables 1 summarizes
this information for the seven organizations. Second, a questionnaire is developed by using an online
survey tool (SurveyMonkey). This questionnaire is designed based on the Bucena DevOps maturity
model.

Table 1. Summary of organizations.

Oryg. Domain Size De""e.ry Representative position  Agile DevOps
team size
A Business Large ~13 Senior technical manager 1year 8 months
services
B IT solutions Large ~10 Senior manager of 2years 6 months
software development
Application
C service provider Medium ~7 Technical team leader S5years 9 months
(ASP)
D Business services Large ~13 Senior technical 3years 1 year
consultant
Businessand IT ~ Very DevOps transformation
E - ~9 Syears 1year
services Large leader
Software service
F provider Medium ~ 15 Senior software developer 1year 3 months
(SSP)
G IT solutions Very ~8 Senior software engineer 3 years 1year

Large

The goal of the questionnaire is to assess the DevOps maturity level of Saudi organizations. The
guestionnaire consists of 23 questions grouped as follows: 9 questions related to DevOps technology
dimension, 6 questions related to the DevOps process dimension, 5 questions related to DevOps culture
dimension and 3 questions related to DevOps people dimension. Table 2 illustrates a sample of the
mapping of the DevOps dimensions, DevOps factors, questions and possible answers. Moreover, each
question represents a single factor in a dimension and a score is assigned for each question/factor: level
1 for the first option, level 2 for the second option, level 3 for the third option, level 4 for the fourth
option and level 5 for the fifth and other options. Appendix A provides a list of questions developed for
the interview and the questionnaire. Note that the factors for each dimension are identified and discussed
in the Bucena maturity model, while the description of each maturity level for each factor is used to
devise the survey questions and possible answers. For more information about the maturity model refer
to [18].
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Note that the CMMI maturity model provides two representations; the continuous representation where
the processes are assessed individually according to their capability level and the staged representation
where the whole organization is assessed according to its maturity level. For more details about CMMI
maturity model, refer to [13]. In this paper, where Bucena maturity model is used to assess DevOps
maturity and at the time of writing this paper and conducting the case study, no details have been given
about this model in terms of how to calculate the capability level or maturity level of the organization.
Hence, the authors of this paper have calculated the dimension capability level based on the dimension
level formula, see formula number 1. This formula is used to calculate the capability level, because some
of the questions are out of four and not all of them are out of five. Moreover, the organization maturity
level is calculated by summing up the four dimensions’ capability levels and dividing them by four
(number of DevOps dimensions).

Y. fi Gained Score

Dimension Capability Level = @

Y. fi Maximum Score

where: f = the factor in the desired dimension, N = number of factors in the desired dimension | =5
(number of levels).

Table 2. Sample of DevOps dimensions, questions and possible answers.

Technology Dimension

Factor Assessment Possible answer
guestion
. Environments are provisioned manually.
How are the p y

. All environment configurations are externalized and versioned.

Required required

. . . Virtualization used if applicable.
Environment | environments

. All environments are managed effectively.

provisioned?

Deliverables’ | What is the level of . Manual tests or minimal automation.

Validation validation of the . Functional test automation.

deliveries . Triggered automated tests.

developed? . Smoked tests and dashboard shared with operation team.

1
2
3
4
5. Provisioning is fully automated.
1
2
3
4
5

. Chaos Monkey or other tools are used to test resilient to
instance failures.

Deployment | What is the level of | 1. Manual deployment.

Automation | deployment 2. Build automation.
autom_atiqn inyour | 3. Non-production deployment automation.
organization? 4. Production deployment automation.

5. Operation and development teams regularly collaborate to
manage risks and reduce cycle time.

4. RESULTS AND ANALYSIS

After conducting the questionnaire on the seven organizations from different industries in Saudi Arabia,
the maturity level was measured (level 1: initial, level 2: repeatable, level 3: defined, level 4: managed
and level 5: optimized) against the factors associated with each dimension (technology, process, people
and culture). Note that the dimensions rated less than 3 out of 5 are considered weakness points and
need more attention to improve them and their factors.

4.1 Technology Dimension

The technology dimension has nine factors to assess its capability. Five of these factors are having the
possible maximum value of 5 and the other ones are having the possible maximum value of 4. Table 3
shows the achieved level for each factor in the technology dimension among the surveyed organizations.
The analysis of the technology factors shows that six out of the nine factors are showing good average
levels; i.e., achieved average level 3 or above, among the surveyed organizations.

Although all organizations achieved good capability levels for the technology dimension; i.e., achieved
level 3 or above, three technology factors achieved low average levels, e.g. less than 3; namely, data
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management, software configuration management and issue tracking. These technology factors need
more focus by all organizations. In other words, tools and automation of these factors should be activated
and properly adopted by organizations.

Table 3. Technology dimension — factors’ levels (out of 5).

, Org. Org. Org. Org. Org. Org. Org.
Technology’s factors Max. A B c D E £ AVG. STD.
Required 4 3 4 4 4 3 4 3|36 049
environment
Deliverables’ 4 1 4 3 4 2 3 4|30 107
validation
Data management 4 2 4 3 3 1 3 3 2.7 0.88
Deployment 5 5 4 5 5 2 2 4|39 125
automation
Build management 5 2 5 4 4 2 2 2 3.0 1.20
Collaboration 4 3 4 3 4 4 3 3 34 049
Software
configuration 4 3 3 4 2 2 3 3 29 064
management
Data monitoring 4 3 4 3 4 4 1 2 3.0 1.07
Issue tracking 2 1 2 2 2 1 2 2 1.7 0.45
Technology
capability level S 3 > 4 4 3 3 4 3 .

4.2 Process Dimension

The process dimension has six factors to measure the process’s maturity. These factors are delivery,
development, testing, project management, documentation and organization processes, see Table 4.

The analysis of the process factors shows that two out of the six factors are showing good average levels;
i.e., achieved average level 3 or above, among the surveyed organizations. The delivery and testing
process factors are considered the best factors in the process dimension. Although all organizations
achieved good capability levels for the process dimension; i.e., achieved level 3 or above, four process
factors achieved low average levels, e.g. less than 3; namely, the development process, the project
management process, the documentation process and the organization process. These process factors
need more focus from the organizations.

Table 4. Process dimension — factors’ levels.

, Max. Org. Org. Org. Org. Org. Org. Org.

Process’s factors Level A B c D E E G AVG STD.
Delivery process 5 4 5 5 5 2 5 2 40 131
Development process 3 2 2 3 2 3 2 3 24 049
Testing process 5 2 5 5 5 3 5 2 3.9 1.36
Project management 2 2 3 4 3 3 2 |27 om0
process
Documentation 4 5 3 1 3 26 118
process
Organization process 5 2 3 5 3 2 2 3 29 099
Process capability 5 3 4 5 4 3 3 3 31 1
level

4.3 People Dimension

This dimension has three factors to measure its capability, which are team organization, learning process
and development of competencies and capabilities. Table 5 shows the achieved level for each factor in
people dimension among the surveyed organizations.
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The analysis of the people factors shows that two out of the three factors are showing good average
levels; i.e., achieved average level 3 or above, among the surveyed organizations. Two factors achieved
low average levels, e.g. less than 3; namely, team organization and development of competencies and
capabilities.

Table 5. People dimension — factors’ levels.

, Max. Org. Org. Org. Org. Org. Org. Org.

People’s factors Level A B c D E s G AVG. STD.
Team organization 5 5 4 5 4 4 1 4 39 1.25
Learning process 5 2 2 3 5 2 3 2 2.7 1.03
Development of
competencies and 5 2 4 5 5 2 5 2 3.6 1.40
capabilities
People Capability 5 3 3 4 5 3 3 3 34 1
Level

4.4 Culture Dimension

This dimension has six factors to measure the culture capability, which are: communication type,
requirement understanding, culture understanding, collaboration and innovation drivers. Table 6 shows
the achieved level for each factor in the culture dimension among the surveyed organizations.

Table 6. Culture dimension — factors’ levels.

Culture’s Max. Org. Org. Org. Org. Org. Org. Org.
factors Level A B C D E F G

Communication
type
Requirement
understanding
Culture 4 3 2 4 4 2 2 1| 26 105
understanding

Collaboration 4 2 3 4 3 3 3 3 3.0 0.3

Inpovatlon 4 2 2 4 4 2 2 2 2.6 0.90
drivers

Culture
capability level

AVG. STD.

) 4 4 ) 4 3 4 3 39 0.64

5 1 3 5 5 4 5 3 3.7 1.39

3 3 5 5 3 4 3 3.1 1

The analysis of the cultural factors shows that three out of the five factors are showing good average
levels; i.e., achieved average level 3 or above, among the surveyed organizations. Two factors achieved
low average levels, e.g. less than 3; namely, cultural understanding and innovation drivers.

Figure 1 illustrates the achieved capability level for each dimension in each of the surveyed
organizations.

Table 7 illustrates the calculated maturity levels for each organization, while Figure 2 visually illustrates
the maturity levels. Even though the organizations achieved maturity levels 3 or above, Tables 3, 4, 5
and 6 depict that some factors in the different dimensions gained capability levels less than 3 and need
improvement. Accordingly, organizations need to pay attention not only to their overall maturity level,
but also to the individual capability of each dimension and the level achieved per factor as well. For
instance, Organization A has achieved maturity level 3 and its capability level for each dimension is 3,
but some factors gained a level less than 3, so these factors need to be improved for better performance
of the whole DevOps process.

e Technology: Databases are a key component for the operation team, which means that it is part of
the DevOps whole process. Organizations should pay attention to how they manage their databases
in an agile manner; i.e., data should be flexible to change quickly and reliably. For instance,
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organizations should decide how to shift toward a more agile database; whether to keep using
traditional relational DBMSs or shift toward other forms, such as NoSQL or Casandra. Another
issue is related to adopting more automation in software configuration management as well as issue
tracking for changes that may happen during continuous integration and continuous deployment and
decide which tools suit them more.

Org. A Org. B Org. C Org.D Org. E Org. F Org. G

SN

w

N

[ERN

o

ETech. ®Process M People Culture

Figure 1. Capability level for each dimension for each organization.

Table 7. Organizations DevOps maturity.

Dimension Org. Org. Org. Org. Org. Org. Org.
A B C D E F G
Tech. 3 5 4 4 3 3 4
Process 3 4 5 4 2 3 3
People 3 3 4 5 3 3 3
Culture 3 3 5 5 3 4 3
Maturity level 3 3 4 4 3 3 3

Process: Organizations should improve their agile processes and make sure that agile principles and
practices are implemented in the organization. Sometimes, organizations claim that they adopt agile
development processes, but their processes are run traditionally. Moreover, project managers should
think of how they can manage agile processes that support continuous integration and deployment,
e.g. project managers may think of adopting xProcess agile planning tool. Documentation in agile
processes with short iterations and releases is vital. Organizations need to specify how they
document their development process when using DevOps. Organizations can make use of different
documentation tools available to automate this process and achieve continuous documentation as
well.

People: Learning is seen as a process rather than an event organized once or twice. Organizations
need to adopt a well-organized and planned learning process for their people and engineers to
enhance their understanding of the DevOps process.

Culture: Changing the organizational culture and engineers’ mindset to adopt agility and DevOps
practices is very critical for success. Engineers need to understand the culture of DevOps, where the
development team is not responsible for development only and the operation team is not responsible
for releasing and deploying it only, but instead, both teams are responsible for running the product
and bring the system alive.
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Figure 2. Maturity level per organization.

Table 8. Factors that gained low average ratings for all organizations.

Dimension Factor Average (out of 5)
Technology Data management 2.7
Software
configuration 2.9
management
Issue tracking 1.7
Process Development process 24
Project management 27
process '
Documentation 26
process '
Organization process 2.9
People Learning process 2.7
Culture Culture
. 2.6
understanding
Innovation drivers 2.6

5. VALIDITY THREATS

This research was planned to take into account validity concerns that consist of three categories:
construct validity, external validity and reliability [21].

Due to the novelty of the DevOps process, scientific papers that document the DevOps maturity models
are few. The DevOps maturity model used in this research, as well as other related maturity models, are
published in scientific papers, which in turn, have conducted a literature review to identify these models
as well.

Regarding the conducted empirical study using interviews and survey, one of the possible threats that
relate to reliability and construct validity is finding a sufficient number of Saudi organizations of
different organization sizes that adopt DevOps to assure the reliability of the assessment survey. To
solve this issue, we went to GITEX 2018 and visited some of the Saudi governments’ booths and asked
them about their preferred software provider organizations to consider them in this study.
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Also, we met big Saudi companies that participated in GITEX 2018 and asked them whether or not they
adopt DevOps. After that, we conducted this study with three government organizations, three semi-
government organizations and one private company, with different sizes.

Moreover, another possible threat which is related to construct validity is concerned with
representatives’ interpretation of some questions. To avoid this, we asked the interviewees to answer
the online survey during the face-to-face meeting and after the interview immediately. The questions
have been explained to the organizations’ representatives before they started filling the survey.

Regarding reliability, the survey is based on the Bucena DevOps maturity model, which is documented
in the literature. The model has been validated by the authors in one small enterprise. Furthermore, three
independent software engineers have answered the survey as a pilot study, before publishing it to verify
its clearness.

Finally, another possible external validity threat is that participants may feel the need to present their
company in the best light during the interview and survey. Therefore, to avoid this, it has been
communicated to the participants that the results will be published anonymously and answering the
guestions in the most realistic view would give a better evaluation for their company which will help
them identify the strengths and weaknesses of their DevOps adoption.

6. CONCLUSION

In this research, the Bucena DevOps maturity model was chosen to conduct an empirical study on Saudi
organizations. Choosing the Bucena model does not mean that other maturity models are useless. On
the contrary, other maturity modes deserve practicing to enrich the empirical studies on DevOps
maturity models. The empirical study was conducted on seven Saudi organizations by interviewing these
organizations' representatives and distributing surveys among them. These organizations vary in size;
two organizations are medium-sized, three organizations are large-sized and two organizations are very
large-sized.

This research shows a promising future for Saudi organizations in adopting DevOps. Despite this, Saudi
organizations need to pay attention to various factors in the different DevOps dimensions which are
found to be weakness points. Most importantly, organizations adopting DevOps need to adapt their
engineers' mindset to understand and implement DevOps processes properly and enhance their learning
process in this regard. Although automation and tools used are in a good position in some phases on the
DevOps projects, such as testing, other phases need more work to automate them. This includes
configuration management and issue tracking during the continuous delivery process. Moreover,
organizations need to think about how they will manage their data and DBMS to meet agile principles
and continuous delivery.

One final note for the maturity model developers is that it insufficient to develop the maturity model
and its rating scale. IT is better if the assessment method that implements the model is also published
along with the model. For instance, the CMMI model has its assessment method, which is known as the
SCAMPI method. If the assessment method is not published or documented, researchers will develop
their assessment methods to use the maturity model, as we did here and this can result in divergence
among these methods.
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APPENDIX

Interview questions

[1] In which industry/ domain is your organization? [2] What is the size of your organization? Or how many employees are at

your company?

[3] Does your company practice agile? If yes, for how many years? [4] Does your company adopt DevOps? If yes, for how long?

[5] What is your current position at your company? [6] What is the average size of the delivery team?

[7] Does your team have a different level of understanding DevOps? Why? [8] Do different members of your team have the same motivation to apply

DevOps practices? Why?

DevOps Maturity Assessment: Questions related to the technology key area

1. How are the required environments provisioned?

o Environments are provisioned manually. o All environment configurations are externalized and versioned
o . Virtualization used if applicable. o All environments are managed effectively.
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Provisioning is fully automated.

. What is the level of validation of the deliveries developed?

Manual tests or minimal automation. o
Triggered automated tests. o
Chaos Monkey.

. How is the data management process organized?

Data migration is un-versioned and performed manually. o

DB changes performed automatically as part of the deployment process. o
Feedback from DB performance after each release.

. What is the level of deployment automation in your organization?

Manual deployment. o
Non-production deployment automation. o

Functional test automation.
Smoked tests and dashboard shared with operational team.

Changes to DB done with automated scripts versioned with
application.
DB upgrades and rollbacks are tested with every deployment.

Build automation.
Production deployment automation.

Operation and development teams regularly collaborate to manage risks and reduce cycle time.

. How is the build management performed?

Manual processes for building software/ no artifact versioning. o

An automated build and test cycle every time a change is committed. o
Continuous work on process improvement, better visibility and faster feedback.

. What is the level of collaboration/knowledge flow between team members?

No collaboration tools. o
Team collaboration/toolset integration. o
Others, using more than the previous; please specify.

. Does your organization use software configuration management (SCM)?

No SCM. o

Configuration is delivered with the code. o
. What is the level of process and data monitoring?

No or minimal monitoring. o

Integrated monitoring. o
. In what way issues/bugs are tracked?

No tools or minimal tool usage for issue tracking. o

Issue reporting automation and monitoring. o

Questions related to the process key area
10. How is the deployment of new deliveries to production organized?

o} Inconsistent delivery process. o

o Automated delivery process. o

o Continuous delivery process.

11. What is the way (type/approach) of the development process in your organization?

o Ad-hoc development. o

o Agile development. o

o Development process integrated with Six sigma. o

12. How is the software testing process organized?

o Ad-hoc testing. o

o Integrated testing. o

o Continuous testing. o

13. How is the project management process organized?

o} Inconsistent project management. o

o Integrated project management. o

o Organized performance management.

14. What is the status of the development documentation?

o} Deployment and development documentation is not available or is out- o
of-date.

o Regular validation of the documentation and related configuration o
descriptions is provided.

o Others; please specify.

15. How are processes managed in your organization?

0 Uncontrolled or reactive processes (management is not applied). o

o Processes are standardized across organization. o

o Highly optimized & integrated processes

Questions related to the people key area
16. How are teams organized in your organization?

0
o
[¢]

Around skillsets. o
Around projects. o
Interdisciplinary teams, organized around KPIs.

17. How is the learning process organized in your organization?

0
o
o

Ad-hoc learning. o
Value stream learning. o
External learning.

18. How are competencies & capabilities developed?

(0]
[¢]
o

Ad hoc approach of competences development. o
Analyses and development of competences. o
Continuous capability improvement. o

Questions related to the culture key area
19. What is the main type of communication in your organization?

Regular automated build and testing any builds can be recreated from
source.
Build metrics gathered, made visible and taken into account.

Project planning tool.
Knowledge management tool.

Standardized SCM.
Self-healing tools.

Core (basic) monitoring.
Analytics/ Intelligence.

All issues and bug reports are tracked.
Activities based on the received feedback and data.

Scheduled delivery process.
Frequent delivery process.

Scrum development.
Lean development.
Others, using more than the previous, please specify.

Requirement-based testing.
Qualitative testing.
Others, using more than the previous; please specify.

Project & requirement management.
Quantitative project management.

Development documentation and relevant configuration files are up-
to-date.

Documentation process and structure updates based on gathered
experience and quality requirements.

Processes are managed, but are not standardized.
Visibility & predictability of the entire process & performance.

Around deliveries.
Around products/ business lines.

Team learning.
X-process learning.

Through training and development.
Use of mentors.

Rapid intra-team (inside) communication.
Frequent, collaborative communication.

Clear delivery requirements.
Clear product/business line requirements.

Awareness of cultural aspects that may help or hinder.
Culture viewed as an asset to be managed.

Managed communication.

o} Restricted communication. o
o Rapid communication between teams (inter-team). o
o Rapid feedback.

20. What is the level of requirement understanding?

o} Uncommunicated vision. o
o Clear project requirements. o
o Clear organization requirements.

21. What are the understanding and usage of culture in the organization?

0 Lack of awareness as to how culture is impacting day-to-day business. o
o Cultural traits that support business strategies have been identified. o
o Desired elements of the culture are identified, ingrained and sustainably creating “the way we work here".
22. What is the level of communication and collaboration?

o Poor, ad-hoc communication and coordination. o
o Active collaboration. o

Collaboration based on process measurement, which allows to
identify bottlenecks and inefficiencies.
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23. What drives innovations?
o Sub-innovating/no innovations. o Innovations by necessity.
o} Innovation by design. o} Strategic innovation.
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